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 Dealing with scarcity issues of internet protocol version 4 (IPv4), internet 

engineering task force (IETF) developed internet protocol version 6 (IPv6) 

to support the needs of IP addresses for future use of the internet, however, 

one challenge that must be faced while transitioning to IPv6 is in the area of 

security. IPv6 is a new protocol that has many new probabilities for attackers 

to exploit the protocol stack and one of them is through IPv6 extension 

headers. Mishandling of extension headers are the security nightmares for 

network administrators, allowing for new security threats that will cause 

denial of service (DoS). As a result, the mishandling of IPv6 extension 

Headers creates new attack vectors that could lead to DoS–which can be 

exploited for different purposes, such as creating covert channels, 

fragmentation attacks, and routing header 0 attacks. Furthermore, this paper 

becomes proof of concepts that even to this day our well-known network 

devices are still exploitable by these attack vectors. 
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1. INTRODUCTION 

The internet community was threatened by the fundamental resource scarcity issue of IPv4. As of 

January 2020, three out of five Regional Internet Registries (RIRs) of Internet Assigned Numbers  

Authority (IANA) have already depleted the assigned block of IPv4 addresses. American Registry for 

Internet Numbers (ARIN), Latin America and Caribbean Network Information Centre (LACNIC), and 

Réseaux IP Européens (RIPE) already reached address depletion while the depletion of African Network 

Information Centre (AFRINIC) and Asia Pacific Network Information Centre (APNIC) were projected by the 

mid-2020 and late 2021 [1]. To address the issue, the Internet Engineering Task Force (IETF) developed 

internet protocol version 6 (IPv6) to address these limitations, along with several protocol improvements like 

network performances, ease-of-configuration, address length, and network management issues [2]. 

One challenge that must be faced while transitioning to IPv6 is in the area of security. While IPv6 

does not have backward compatibility with its predecessor, it poses many of the same vulnerabilities related 

to internet protocol version 4 (IPv4). However, IPv6 is a completely new protocol, and it offers several new 

capabilities that could potentially offer additional vulnerabilities and threats to agencies. APNIC conducted a 

2016 APNIC survey report [3] that runs every two years to gather feedback from members and other key 

stakeholders about their services, including the challenges that are being faced by the Internet community. 

The conducted survey report last 2016 has shown major challenges that have been experienced upon facing 

the shortage of IPv4 addresses, and security issues have become the number one challenge reported by 

APNIC members, followed by transitioning to IPv6. In almost all of the focus groups, dealing with issues of 
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the network, security was cited as the next biggest challenge they faced after IPv4 and IPv6. In the APNIC 

survey report (2018), again, similar to the 2016 survey, security threats were regarded as the biggest 

challenge encountered by members and non-members. All forms of threats were bundled together, including 

end-user vulnerabilities, network security, malware, cyber-security, and more [4]. Security threats are 

increasing in quantity, sophistication, and impact, demanding more financial resources and personnel to 

manage them. On the other hand, the survey report stated above also found out that among the security 

challenges which were encountered during the IPv6 transition, 61% of the respondents identified the denial 

of service (DoS) threats as one of the top concerns. 

Internet Engineering Task Force (IETF) defined new RFC 8200 [5] and it obsoletes RFC 2460 [6], 

which specified the characteristics of IPv6 protocol but, some of the specifications can be ambiguous and 

incomplete in certain areas, or some security implications have not been considered at the time of writing. As 

mentioned, IPv6 was defined as a completely new protocol and it was not directly compatible with IPv4, 

however, it poses some security vulnerabilities that are similar to IPv4, these security liabilities include: 

Eavesdropping, replay packet insertion, packet deletion, packet modification, and man-in-the-middle 

(MITM) threats. IETF addresses the aforementioned threats by the use of the “security architecture for the 

internet protocol” and it was published in RFC 4301 [7]. RFC 8200 [5] also cited that among all these threats, 

DoS attacks remained unresolved. As cited in RFC 8200 “There is no other mechanism to protect against 

DoS attacks”.  

On the other hand, with IPv6 as a new protocol, there are many new probabilities for the attackers 

which allow for new attack surfaces and attack vectors. One of the security nightmares that we have to 

consider is the mishandling/abusing of extension headers. One serious threat that extension headers poses 

was the DoS attacks. Even though there is no mechanism to protect against DoS, the network administrator 

should always stay one step ahead of the attackers by knowing the characteristics of the new protocol that are 

vulnerable to DoS and should find a solution to alleviate these vulnerabilities before migration [8]. 

IPv6 extension headers have additional information that was utilized by network devices such as 

routers, switches, and endpoint hosts, to determine how to process or manage an IPv6 packet [9]. However, 

there were one or more classifications of security vulnerabilities of an IPv6 extension headers and these were: 

Hop-by-Hop options header and destination options headers covert channel threats, fragmentation attacks, 

router header 0-source routing and router alert threats [8]. These vulnerabilities could cause evasion of 

security controls, DoS due to processing requirements, and DoS due to implementation errors. Packets that 

use IPv6 Extension Headers may have a negative performance impact on the handling devices. If proper rules 

or controls are not in place, the attack that can be performed is through sending a large amount of IPv6 traffic 

that uses IPv6 extension headers with the intention of performing DoS attack [10]. Negative performances 

mentioned previously may affect devices such as routers, firewalls, and Network Intrusion Detection Systems 

(NIDS) [11].  

Several pieces of research have been made wherein the researchers performed evasion testing 

against the well-known vulnerabilities of extension headers [12]–[17]. The recent research showed that even 

well-known security devices have no inherent capability to stop the DoS attack in full capability because this 

attack vector uses open ports and protocols [18]. However, most of the research was dated from the year 

2010-2015 and one of the questions to ask was, are the popular intermediary devices today still vulnerable to 

the extension headers security flaws? 

The study will give you a solid understanding about the protocol design issues of IPv6 extension 

headers that if handled incorrectly will cause DoS threats. This will also expose the limitations of  

well-known intermediary devices such as routers and firewalls on protecting your network against this 

adversary. The results will become proof of concepts that even to this day, our well-known network devices 

are still exploitable by this attack. 

 

 

2. METHOD  

The experiment was conducted at Central Luzon State University Network-network operation center 

(NOC). Several ways of abusing extension headers were tested, and the behavior of the victim’s computer is 

also examined. To abuse the security vulnerabilities, the researchers crafted new and modified IPv6 packets 

with chaining extension headers and inject some malicious payloads on them. Python-Scapy and Chiron are 

the tools used in crafting IPv6 packets. The following presents the sample script of a crafted packet with 

unlimited extension headers. 

 

Python-Scapy: 
IPv6Packet=IPv6 (src=<source ip>dst=<dest ip>) for x in range (0,100): 

IPv6Packet=IPv6Packet/IPv6ExtHdrDestOpt() 

                     /IPv6ExtHdrRouting() 
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                     /IPv6ExtHdrHopByHop() 

                     /ICMPv6EchoRequest() 

 send(IPv6Packet)  

 

Chiron advanced IPv6 scanning techniques: 
“python chiron_scanner.py <interface> -s <source IPv6 address> -d <destination IPv6 

address>  

-sn -luE <list of headers remains unfragmented> -lfE <list of headers to be fragmented> -nf 

<number of fragments> -l4_data" <layer 4 payload>"  
 

Where, -sn is defines a destination ping scan, -lfE is defines an arbitrary list of extension headers which will 

be included in the fragmentable part, -luE is defines an arbitrary list of extension headers which will be 

included in the unfragmentable part, -l4_data is defines the layer 4 protocol data payload. 

Three popular routers were chosen and evaluated: CISCO, mikrotik routerboard, and pfSense were 

chosen and evaluated because of their availability in the host university. The tests happened under the 

existing network configuration of the host university. Two-gigabit interfaces are assigned for attacker and 

victim. Eleven (11) malformed packets were used and crafted to test the behavior of network infrastructure 

against extension header attacks, see Table 1. To simplify the tests, the researchers use the ICMPv6 echo 

request as attacking payloads. By using this upper-layer protocol, it provides a clear indication that the 

attacker reaches the target by getting an ICMPv6 echo reply message. To test further, other attack vectors 

were also used to confirm that this technique can be used for other attacking purposes. Figures 1, 2, and 3 

show the presentation of the attack topology used in this study. 

 

 

Table 1. IPv6 extension headers attack vectors 
Threat-Id Attack Vectors 

EH. A1 Hop-by-Hop options extension header with multiple large arbitrary payloads in PadN option data at the IP level-

covert channel 

EH. A2 Hop-by-Hop options extension header mixing with multiple fragmentation header and destination options header 
with large arbitrary data at the IP-level covert channel 

EH. A3 Destination options extension header with multiple large arbitrary payloads in PadN option data at the IP level-

covert channel 

EH. A4 Mixing of multiple fragmentation header and destination options header with large arbitrary payload at the IP 

level-covert channel 

EH. A5 Mixing multiple and various extension headers per datagram in atomic fragments 
EH. A6 Mixing of multiple extension headers at the 1st fragment combining with upper-layer protocol header at the 2nd 

fragment 

EH. A7 Mixing of different extension headers in fragmented and unfragmented part with a layer 4 payload 
EH. A8 Fragmentation overlapping using paxson/shankar model 

EH. A9 Router alert within the Hop-by-Hop options header 

EH. A10 Type-0 Routing header (RH0)-CISCO model 
EH. A11 Type-0 Routing header within Hop-by-Hop extension options header and a fragmented destination options header. 

 

 

 
 

Figure 1. CISCO 

 

 

 
 

Figure 2. Mikrotik 
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Figure 3. pfSense 

 

 

3. RESULTS AND DISCUSSION  

3.1.  Attacking Hop-by-Hop and destination option extension headers 

In the first attack scenario as shown in Table 1, EH. A1, malformed packets were created and 

combined the Hop-by-Hop extension header with multiple large arbitrary payloads in PadN option data at the 

IP level to create a covert channel attack. This attack method injected a large arbitrary payload in the 

“Options field” of the Hop-by-Hop options header. The malformed packet is created with 120 “A”, 150 “B”, 

and 15 “A” as covert channels injected in PadN option data and sends the packet along the network path to a 

target destination host. Results have shown that the victim’s operating system (OS) responded to the 

attacker's request with an ICMPv6 echo reply message. This was the indication that the malformed packets 

with a payload of multiple padN received by the victim operating system and that all routers allowed them to 

be passed as shown in Tables 2, 3 and 4, EH.A1. 

 

 

Table 2. Complete list of CISCO router tests summary 
Threat-Id Results Remarks 

EH. A1 With ICMPv6 Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 
Hop-by-Hop options header 

EH. A2 With ICMPv6 3 IP Fragments + 

Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 
Hop-by-Hop options header 

EH. A3 With ICMPv6 Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

destination options header 
EH. A4 With ICMPv6 3 IP Fragments + 

Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

destination options header 
EH. A5 With ICMPv6 multiple Hop-by-Hop options header+destination options header in one 

atomic fragment 

EH. A6 No ICMPv6 received fragmented packets 
EH. A7 With ICMPv6 Multiple Hop-by-Hop options header+destination options header with PadN 

of “XXXXYYYYZZZZ” payload  in fragment and unfragmented part 

EH. A8 No ICMPv6 No response 
EH. A9 With ICMPv6 Router Alert () received 

EH. A10 No ICMPv6 Type: Source router (0) 

Segment Left: 1 
EH. A11 With ICMPv6 Type: Source router (0) 

Segment Left: 0 

 

 

New attack variations were also crafted, the researcher modified the IPv6 packet of EH.A1 script by 

mixing multiple fragmentation headers and destination headers at the IP level as show in Table 1, EH.A2. 

The victim’s operating system received and responded with ICMPv6 echo reply message and accepted the 

four rouge packets with the addition of fragments and multiple destination headers loaded with 120 “A”,  

150 “B” and 15 “A” injected in PadN option data as shown in EH.A2 of Table 2, 3 and 4. All routers did 

nothing to secure the network and let the rouge packets pass to infiltrate the target host. The same test was 

repeated in EH.A3, but this time instead of Hop-by-Hop extension header, destination option extension 

header was used and combined with multiple large arbitrary payloads in PadN option data at the IP level to 

create a covert channel attack. The packet captured obtained the same result and behaved as the same as 

EH.A1. The victim’s OS response to the attacker’s request with ICMPv6 echo reply message. This served as 

evidence that the crafted packet with a covert channel was accepted and treated as a normal packet by the 

victim’s operating system. The middle router allowed them to pass, and no security measures were done. 

Further, mixing of multiple fragmentation header and destination header with large arbitrary 

payload at the IP level to create a covert channel was also crafted, as shown in Table 1, EH.A4. This attack 

vector contains payloads of multiple IPv6 fragments with a total of 848 bytes and multiple destination 
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options header with embedded multiple PadN’s of 120 “A”, 150 “B” and 15 “A” injected to IPv6 packet. The 

test obtained the same results wherein, the malformed packet was received and accepted as a regular packet 

by the victim’s operating system to which the victim replied back with an ICMPv6 echo reply message to the 

attacker. CISCO router allowed the rouge packets to pass on the network as shown in Tables 2, 3 and 4, 

EH.A4.  

 

 

Table 3. Complete list of mikrotik router tests summary 

Threat-Id Results Remarks 

EH. A1 With ICMPv6 Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

Hop-by-Hop options header 

EH. A2 With ICMPv6 3 IP Fragments + 
Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

Hop-by-Hop options header 

EH. A3 With ICMPv6 Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

destination options header 

EH. A4 With ICMPv6 3 IP Fragments + 

Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 
destination options header 

EH. A5 With ICMPv6 Multiple Hop-by-Hop options header+destination options header in one 

atomic fragment 
EH. A6 No ICMPv6 No Payload 

EH. A7 With ICMPv6 Multiple Hop-by-Hop options header+destination options header with PadN 

of “XXXXYYYYZZZZ” payload in fragment and unfragmented part  
EH. A8 No ICMPv6 No Response 

EH. A9 With ICMPv6 Router Alert () Received 

EH. A10 No ICMPv6 Type: Source router (0) 
Segment Left: 1 

EH. A11 With ICMPv6 Type: Source router (0) 
Segment Left: 0 

 

 

Table 4. Complete list of pfsense router tests summary 
Threat-

Id 
Results Remarks 

 

EH. A1 
With ICMPv6 

Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

Hop-by-Hop options header 

EH. A2 With ICMPv6 
3 IP Fragments + 
Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 

Hop-by-Hop options header 

EH. A3 With ICMPv6 
Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 
destination options header 

EH. A4 With ICMPv6 

3 IP Fragments + 

Multiple PadN of 120 “A”, 150 “B” and 15 “A” as covert channels in the 
destination options header 

EH. A5 With ICMPv6 
Multiple Hop-by-Hop options header+destination options header in one 

atomic fragment 

EH. A6 With ICMPv6 
Multiple destination options header in first fragment+upper protocol 

(icmpv6) in second fragment 

EH. A7 With ICMPv6 
Multiple Hop-by-Hop options header+destination options header with PadN 
of “XXXXYYYYZZZZ” payload in fragment and unfragmented part  

EH. A8 With ICMPv6 Paxson/Shankar model payloads were successfully transmitted and received  

EH. A9 No ICMPv6 No Router Alert Received 
EH. A10 No ICMPv6 No Router Header 0 Received 

EH. A11 No ICMPv6 No Router Header 0 Received 

 

 

3.2.  Fragmentation header security attack 

The above-mentioned IP fragmentation vulnerabilities that were identified in Table 1 were 

examined in this scenario. Four attack vectors (EH-A5 to EH-A8) that were associated with fragmentation 

were utilized to analyze the behavior of the network during the attack sequence. Threat EH.A5 was examined 

first. The attack was composed of mixing multiple and various extension headers per datagram crafted in one 

atomic fragment such as a combination of multiple destination options header and fragmentation header. 

Again, this atomic fragmentation packet manipulation technique successfully penetrated the default security 

of all routers. As seen in Tables 2, 3, and 4 (EH-A5), the victim received and accepted the atomic payload of 

chaining various extension headers and replied back with ICMPv6 echo reply message to the attacker and all 

routers allowed the malformed packet to be passed in the edge network.  
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We also mixed various headers in 1st and 2nd fragments and combined the upper protocol header 

(EH.A6). However, the said attack vector produced different results in three routers. CISCO and Mikrotik 

worked properly in this scenario, no ICMPv6 echo reply message responds to the target OS and both routers 

did not allow the rouge packet, while pfSense was the most vulnerable amongst the three in this case because 

pfSence did nothing and allowed the rouge packet to bypass the network edge.  

New attack variations were also added by mixing of different extension headers in fragmented and 

unfragmented parts with a layer 4 payload as shown in Table 1, EH.7. The packet created has one  

Hop-by-Hop extension header located in the unfragmentable part of the IPv6 including three destination 

options header, while the fragmentable part comprises of 3 destination options header with an ICMPv6 echo 

request header and an “XXXXXXYYYYYYYZZZZZZZZZ” data payload. Also, 3 fragments were created 

in fragmented parts. As an attacker transmits this packet, our results show that the receiving end OS (victim) 

received a Hop-by-Hop packet with multiple destination options header on both unfragmented and 

fragmented parts of IPv6 datagram with layer 4 data payload. Therefore, the test results signified that all 

routers allowed the packets to bypass the security. 

Finally, Paxson/Shankar model also adapts to evaluate the overlapping fragments. This attack 

describes how a malicious packet can bypass a firewall using overlapping fragments [19], however, some 

research found out that this fragmentation attack technique is obsolete nowadays [13] and handled properly 

by some operating system. However, in our testing, we analyze the behavior of CISCO and Mikrotik first and 

we obtain different responses in the attack. The CISCO device handles the attack with “no response” in the 

victim OS, as shown in Table 2 EH.8, but the OS received the complete fragmented packets with layer 4 data 

payload. Mikrotik handles with no response and drops all the overlapping packets, as shown in Table 3 EH.8, 

because no traces are found in the captured packets on the receiving end. In this case, both devices are 

compliant with the said attack, however, Mikrotik handled the attack correctly and has a slight advantage 

against CISCO. For further analysis, pfSense captures different behavior in fragmentation overlapping using 

Paxson/Shankar model attack. The results show that Pfsense allows to pass the Paxson/Shankar packet and 

the victim OS accepts the attacker payload and response with ICMPv6 echo reply message, as shown in 

Table 4 EH.8, however, if you inspect deeply the captured packet, Pfsense removed the overlapping 

fragments, unlike CISCO where no overlapping fragments removal was done. CISCO’s advantage here is 

that there is no response on the victim OS however, Mikrotik handles the issue correctly versus CISCO and 

pfsense because Mikrotik rejects the fragmented payload and has no response to attacker requests. 

 

3.3.  Mixing router alert option into various extension headers attack  

Router alert option was also tested in this scenario. In this attack, the attacker generates a malicious 

packet with router alert option in Hop-by-Hop options extension header including upper-layer protocol and 

layer 4 data payload [20]. Evidently, the test results showed that the attack was successfully penetrated 

CISCO and Mikrotik and accepted the packet with a router alert option inserted in the upper layer protocol 

while the receiving OS establishes 3-way handshaking in TCP layer 4 as shown in Tables 2 and 3, EH.A9. If 

the attacker uses this method frequently and floods the router with an alert message, there’s a possibility that 

the router memory will be exhausted and that will cause a denial of service. Surprisingly, pfSense worked 

much better than CISCO and Mikrotik in this case, because no router alert option traces were found, and 

remove/drop the router alert option malformed packet before it arrives in the destination host, as shown in 

Tables 2, 3, and 4 (EH.9). 

 

3.4.  Routing header 0 (RH0) attack 

Finally, two attacks were used to test the vulnerability of two intermediary devices using routing 

header 0 (RH0). First, we used the traditional RH0 routing header attack. The RH0 packet was crafted and 

could be used by the attacker to bounce traffic from the midpoint node on the way to the target destination 

end-system [12]. However, this kind of attack is obsolete nowadays. The results showed all intermediary 

devices handle this attack correctly by deprecating or disapproving the use of RH0 extension header. The 

result also showed that the segment left field in the destination OS was marked as 1 instead of 0, and there 

are no responses on all victim OS, as shown in Tables 2, 3, and 4 (EH.10). However, we modified the attack 

method by combining the Type-0 routing header into Hop-by-Hop options extension header and a 

fragmented destination options header. As a result, the left segment field of the two captured packets are 

equal to 0, this value indicates that the RH0 packet bypassed the security mechanism of both CISCO and 

Mikrotik and the target OS response to the attacker by ICMPv6 echo reply, as shown in Tables 2 and 3 

(EH.11). This signifies that the RH 0 attack is still possible today if the attacker uses different kinds of attack 

variations. However, the results also showed that pfSense has an advantage amongst the three in containing 

the RH0 attack because no traces of RH0 were found in the pfSense packet captured, as shown in Table 4 

(EH.11).  
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To summarize, the corresponding network behaviors and responses are presented in Tables 2 to 4, 

Figures 4 to 6. The overall results have shown that eight out of eleven (8/11) attack vectors using extension 

headers are successfully penetrated on CISCO, Mikrotik, and pfSense. Three routers by default did nothing to 

stop or reject most of the malformed packets sent by the attackers. The results have also shown that it is 

possible that IPv6 traffic with a large amount of extension headers are sent into the target network with the 

malicious intention of exhausting the hardware resources of network devices, regardless of the hardware 

device platform is subjected to DoS or DDOS type of attack vectors. Therefore, this is also an indication that 

the three popular routers were prone to extension header vulnerabilities [21] up to now and the network 

administrator needs to address these vulnerabilities [22] and fix them before these malformed packets reach 

their targeted destinations [23]. Security features mitigating this kind of adversary must be implemented 

during the deployment of IPv6 network [24], [25]. 

 

 

 
 

Figure 4. Covert-channel attack packet captured 

 

 

 
 

Figure 5. Fragmentation attack packet captured 
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Figure 6. Router header attack packet captured 

 

 

4. CONCLUSION  

IPv6 protocol is not a perfect protocol but it is our gateway of dealing with the scarcity issue of IPv4 

addresses. However, security issues are now the number one challenge reported by APNIC, followed by 

transitioning to IPv6. Denial of service (DoS) security threat is one of the top security nightmares faced by 

the IPv6 early adopter, and the extension headers are new features introduced in IPv6 specification which 

creates new attack vectors if attackers could use this characteristic maliciously and the network becomes 

vulnerable to a DoS attack. The result of this study also shows that up to date, the popular routers and 

firewalls were at immature stage to handle IPv6 extension headers vulnerabilities such as Hop-by-Hop 

options header and destination options header-covert channel, fragmentation and routing header 0 security 

threats, and even if devices have the capability to handle IPv6 extension headers threats, there is a lack of 

knowledge in the network administrator’s side to address the issues. It should be also concluded that this is 

not a vendors’ issue, but rather a protocol design issue in particular. We also note that proper knowledge and 

training are a must before you plan to migrate to IPv6 because IPv6 is a new entity. Finally, the analysis of 

the security implications will allow us to reach our future direction: to propose a defendable architecture that 

can work in the existing infrastructure and mitigates the aforementioned attack vectors. 
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