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1. INTRODUCTION

The more connected people are to one another, the easier it is to connect to the internet. As a result,
the growth of cybercrime and its associated risks have increased. Cybersecurity breaches have resulted in
several incidents such as exposure of personal information, theft of credit cards, loss of medical records,
corporate hacking, and attacks on government [1]-[4]. The internet is a computer network system that
connects all devices worldwide. Almost all human and machine activities can be served via the internet, and
many devices, such as smartphones, computers, sensors, and so on, are connected to this network. As a result,
internet users have increased dramatically [5], [6]. In addition, cybersecurity is an action to stop or restrict
other parties from entering the network. Therefore, cyber security is closely related to the risk management
process. Protecting assets in the form of a network by managing vulnerabilities can become threats that pose
risks. Furthermore, security measures are taken to effectively overcome the hazards to control the system [1].
Therefore, vulnerability is a vital aspect of risk management. The action to discover network vulnerability
points is to perform a scan. This scanning technique looks for vulnerabilities in terminals massively by
performing a comprehensive port scan of problem areas [7], [8]. While a network is scanning, port discovery
accuracy and scan response times are variables of the performance of this technique. Therefore, cybersecurity
is urgent to protect immediately by cybersecurity, especially when an attack has occurred. However, before

Journal homepage: http://ijece.iaescore.com


https://creativecommons.org/licenses/by-sa/4.0/

562 a ISSN: 2088-8708

taking security anticipations by blocking or limiting networks, it is necessary to know the location of the
weaknesses. One of the best ways to discover those weaknesses is through vulnerability scanning, which
determines the position of the vulnerability on the network [9]-[13].

Some studies related to network scanning have been conducted regarding the publications. This
section describes some of these writings. In [14], [15], authors proposed an approach that allows tracking
port scanning behavior patterns among multiple probed ports and identifies the intrinsic properties of the
observed ports. The method is fully automated based on graph modelling and data mining techniques,
including text mining. Niedermaier et al. [16] introduced network scanning and mapping as a building block
to scan directly from the industrial internet of things (110T) edge node devices. The module scans the network
in a pseudo-random periodic manner to discover devices and detect changes in the network structure. Finally,
the research of [17]-[19] addresses the problem of recognizing what network scanner generated the probing
packets collected by the monitored network. The methodology developed and proposed leverages hidden
Markov models to model two network scanners: Zmap and Shodan. The obtained models have been then
leveraged to recognize the network scanner that originated freshly collected probes.

This study aims to propose a method to improve the performance of a vulnerability management
system by implementing network and port scanning based on a combination of benchmarking and scenario
planning models. This paper describes knowing where these vulnerability points are and making adequate
security protections. The research begins with planning the experimental flow, software and tools, network
design, and experimental scenarios. Then the experiment was implemented, starting with testing three
network scanning techniques using the benchmarking model. The initial test results were evaluated and
combined with a scenario planning model [20] by performing a case simulation scan for vulnerability
detection. The test would be performed by scanning the network with a target machine globally but limited to
vulnerability scanning functionality on the internet network subnet. Therefore, the data used in this study is
open network data on the Internet network. The experiment’s final results were analyzed to conclude in the
closing section.

2. MATERIALS AND METHOD
2.1. System design

This research contributes to optimizing the performance of a vulnerability management system
based on network and port scanning by combining the benchmarking and scenario planning models. The
benchmarking model was chosen to evaluate the experiment based on the network’s performance
comparisons of some open port scanning techniques. The scenario planning model was chosen to assess the
investigation by scanning an internet protocol (IP) address with an open port to detect vulnerabilities on that
port or IP address. Combining the benchmarking with scenario planning models can make a more effective
solution to identify vulnerabilities on a network faster. The research flow chart is shown in Figure 1.
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using 3 scanners (Nmap, Zmap, Masscan)
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Figure 1. Research flow chart
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2.2. Software and tools preparation

This research implements Linux operating system, virtualization software, and three network
scanners Nmap, Zmap, and Masscan [21], [22]. It also uses a Lenovo laptop computer, ThinkPad 13, with
x64 processor specifications, Intel Core i5-7200U, 2.5 GHz, 64-bit Operating System, and 10 Mbps internet
connection. Further information about the network scanners and other software that were used in this
research is listed in Table 1.

Table 1. Software and tools for research

No. Softwares  Version Remarks
1. Nmap 7.80 Network scanner
2. Zmap 211 Network scanner
3. Masscan 1.05 Network scanner
4. Kali Linux 5.6.0 Operating system
5 Virtual Box  6.1.10 Virtualization
6. Windows 10 Operating system

2.3. Network design

The first implementation is some tests with a benchmarking model in this study. The tests of three
network scanning techniques have been performed to compare their process and performance on a port scan
to find active hosts or IP addresses with open ports. The indicators used as benchmarks are accuracy and
response time. The accuracy variable (in percentage) is the level of ability of the scanning technique to
perform a port search, determined from the number of ports found against the number of target ports. The
response time (in seconds) is the time of the scanning to port search duration. The comparison aims to find
gaps between the performance indicators among the three scanning techniques to establish new standards and
improve processes.

The scan target scope resides on a network subnet. The comparison of the three scanning techniques
is based on the network’s port search performance of all hosts or IP addresses with Nmap, Zmap, and
Masscan applications. The scanning tests are performed on an internet network using TCP/IP communication
and internet network protocol version 4. (IPv4). This study makes use of network-wide open data. The
scanning software is installed on a computer with the IP address 192.168.1.10.

The scan target hosts were at IP addresses from 111.221.46.0 to 111.221.46.255, 256 ports in the
benchmarking tests, as shown in Figure 2. This is because the target port for network scanning is port 80 on
each IP address, which is commonly used for web traffic with HTTP services [23]. The benchmarking tests
implement three network scanners, Nmap, Zmap, and Masscan. They work at the same network, bandwidth,
target IP address, port position, the same operating system, and the same variables for command lines. Nmap:
$ nmap -p 80 xxx.xxx.xxx.0/24, Zmap: $ zmap -p 80 results.csv xxx.xxx.xxx.0/24, Masscan: $ masscan -p 80
XXX.XXX.XXX.0/24. The network scanners were conducted in a port scan, the usual initial vulnerability
scanning procedure. Its function is to find an open, active port. Ports like these are points of vulnerability that
third parties could exploit.

TCP/IP
IP: 111.221.46.0

IP: 111.221.46.1 o

Targeted hosts

Server
IP: 111.221.46.255 TP: 192.168.1.1

Network Scanner
IP: 192.168.1.10

Figure 2. Testbed for benchmarking model
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The indicators against which the test is measured are accuracy and response time. Accuracy (in
percentage) is the level of ability of the scanning technique to perform a port search, known from the number
of ports found against the number of target ports. In addition, another indicator is the response time (in
seconds) or the duration of the instructed port search. Each scan test was performed ten times. The test results
are evaluated and compared with each other based on these indicators.

Next, the scenario planning model experiment is performed by conducting case simulations. The
target of the scan is a host server that is suspected of having a WannaCry malware attack [24]. The scanning
target is a host with the IP address of 111.221.46.139, one of the target IP addresses in the network scan in
the benchmarking tests, as depicted in Figure 3.

In this case simulation, the performance of port scanning is evaluated for vulnerability detection on
specific open ports due to network scanning in the initial experiment. In the scenario planning model, two
condition flows are simulated. Each condition has a different scanning process, as shown in Figure 4.
Condition 1-has no information about the attacker, condition 2-already know the type of malware. In this
case, the malware is WannaCry [24]. This case simulation aims to find the best technique to anticipate a
cyber-attack. The indicator used as a reference is the response time. The target ports are in the host with the
IP address 111.221.46.139, as depicted in Figure 3.

‘WamnaCry )\
Host Server s

IP: 111.221.46.139 4
Port 445

Server
IP: 192.168.1.1

Network Scanner
IP: 192.168.1.10

Figure 3. Testbed for scenario planning model
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Figure 4. Simulation flow chart of vulnerability scanning with conditions 1 and 2
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For condition 1, there is no malware character information. Therefore, the first action that must be
done is a network scan by searching for open ports on the target IP address. Furthermore, vulnerability
scanning is carried out by identifying services on open ports. Finally, the vulnerability scan results are
followed up with remediation to block or activate the filter (firewall). For condition 2, information about the
character of the malware is known, and vulnerability scanning can be performed immediately. For example,
WannaCry malware exploits the EternalBlue leaks, explicitly attacking the system via ports 139 and 445.
Therefore, vulnerability scans are directed to those ports. Furthermore, the scan results are followed up with
remediation to block or activate the filter (firewall).

In the simulation, open port search tests are conducted at one IP address (111.221.46.139). And then
identify vulnerabilities in open ports based on the version information of the program used by that port. The
scan was carried out with the Nmap application. In Zmap and Masscan, unable to perform multi-port
scanning on only one IP address. In addition, Zmap and Masscan do not provide a command line that can
detect port vulnerabilities by identifying services, versions, and operating systems or firewalls [25], [26].

3. RESULTS AND DISCUSSION

This section describes the results of the experiments, from benchmarking testing and scenario
planning to a simulation with two previous conditions. At first, the implementations of three network
scanners are carried out according to the flow chart. Then, the experiment goes: i) to prepare the operating
system and three scanning applications for the experiment: Nmap, Zmap and Masscan. All applications run
on the internet on the Kali Linux operating system with a 10 Mbps IPv4 protocol. VirtualBox is used for
virtualization on Windows 10. Virtualization programs and operating systems run first; ii) to run three
scanning applications with the same number of target hosts, 256 ports with port lookups on port 80-the scan
arguments for each application as in Figure 5; and iii) to collect the result data from 10 test attempts for each
scanning application. For each variable, accuracy and response time are accumulated and then averaged. The
samples of scanning results for Nmap, Zmap and Masscan are shown in Figures 6(a), 6(b) and 6(c),
respectively. The results are listed in Tables 2, 3 and 4 as well.

:~$ nmap -p 80 111.221.46.0/24]

:~$ sudo zmap -p 80 results.csv 111.221.46.0/24f}

:~$ sudo masscan -p 80 111.221.46.0/24]]

Figure 5. Command-line from Nmap, Zmap, and Masscan

In the condition 1 case simulation, a network scanning is conducted with the target of all ports on
the host with IP address 111.221.46.139. The task is to find open ports. The process is done because the
information about the character of the malware that attacks is not yet known. The tests were carried out ten
times. From the results of vulnerability scanning on open ports with the IP address 111.221.46.139, which
identified application versions, it was found that 12 ports had vulnerabilities. This scan needs to be followed
up with remediation to block or activate a filter (firewall).

For the second case simulation, the malware information from the third party is known. The attack
has been identified as WannaCry, malware-type ransomware which can block systems or delete information
on the system [17]. This malware takes advantage of a vulnerability in EnternalBlue, a piece of software to
exploit stolen and leaked cyberattacks. The WannaCry character attacks specific ports on the system, namely
ports 139 and 445. In this case simulation, a vulnerability scan was performed directly to these ports with the
target IP address 111.221.46.139.

Comparing scanning Nmap with Zmap and Masscan is impossible since Zmap and Masscan do not
provide a comprehensive port scanning function on only one IP address by determining the port number first.
Zmap and Masscan cannot do port scanning on a target IP address without specifying the port first. The
command line for this type of scan does not exist in Zmap and Masscan. In addition, Zmap and Masscan do
not provide a command line to identify vulnerabilities on ports, either by the version, operating system, or
firewall.
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Table 2. Scanning results with Nmap

No. Scanning Results Response Time (second)  Accuracy (%)
1 Nmap done: 256 IP address (256 host up) scanned 338.65 100
2 Nmap done: 256 IP address (256 host up) scanned 338.54 100
3 Nmap done: 256 IP address (256 host up) scanned 340.96 100
4 Nmap done: 256 IP address (256 host up) scanned 338.63 100
5 Nmap done: 256 IP address (256 host up) scanned 338.61 100
6 Nmap done: 256 IP address (256 host up) scanned 338.85 100
7 Nmap done: 256 IP address (256 host up) scanned 338.66 100
8 Nmap done: 256 IP address (256 host up) scanned 338.60 100
9 Nmap done: 256 IP address (256 host up) scanned 338.65 100
10 Nmap done: 256 IP address (256 host up) scanned 338.66 100

Table 3. Scanning results with Zmap

No. Start Time End Time Response Time (second)  Accuracy (%)
1 10:38:59.122  10:39:08.140 9.018 100
2 10:43:18.348  10:43:27.363 9.015 100
3 10:46:08.226  10:46:17.241 9.015 100
4 10:48:02.344  10:48:11.357 9.013 100
5 10:49:13.600 10:49:22.618 9.018 100
6 10:50:34.823  10:50:43.838 9.015 100
7 10:51:41.407 10:51:50.425 9.018 100
8 10:52:43.605 10:52:52.621 9.016 100
9 10:53:51.736  10:54:00.752 9.016 100
10  10:54:55.906  10:55:04.920 9.014 100

Table 4. Scanning results with Masscan
No. Scanning Results Response Time (second)  Accuracy (%)

1 Scanning 256 hosts [1 port/host] 3,000 100

2 Scanning 256 hosts [1 port/host] 2,000 100

3 Scanning 256 hosts [1 port/host] 1,000 100

4 Scanning 256 hosts [1 port/host] 2,000 100

5 Scanning 256 hosts [1 port/host] 2,000 100

6 Scanning 256 hosts [1 port/host] 1,000 100

7 Scanning 256 hosts [1 port/host] 1,000 100

8 Scanning 256 hosts [1 port/host] 2,000 100

9 Scanning 256 hosts [1 port/host] 2,000 100

10  Scanning 256 hosts [1 port/host] 1,000 100

In this section, the overall results of the experiment were analyzed. Based on the test results with the
benchmarking model, out of 10 trials, the three network scanning applications have an average accuracy of
100%. Furthermore, Masscan achieves the fastest response time than Zmap and Nmap, as listed in Table 5.
The results of benchmarking tests can be used to compare these three scanning techniques and confirm what
happened in the experiment with what was written in the literature [5]. Furthermore, even if not run with high
specification computer and bandwidth for large-scale Internet scanning, the Zmap and Masscan applications
are consistently fast scanning [25], [26]. According to de Santis [12] research, network scanning applications
have high accuracy. The port scanning accuracy rate in the benchmarking test study is 100% in all
experiments. However, various response time differences are possible because the scanning application
communication with ports has a different approach.

Table 5. Benchmarking test results for three network scanners
No. Scanners  Accuracy Response Time (seconds)

1 Nmap 100% 338,881
2 Zmap 100% 9,016
3 Masscan 100% 1,700

In Nmap, the port scanning technique is done by relating the ports one by one with three-way
handshaking, which causes the process to take a long time. However, Nmap has more detailed reports
[27], [28]. Even when using a technique similar to Nmap’s of addressing ports individually, Zmap
outperforms Nmap by up to 38 times in this experiment. Furthermore, ZMap uses a cyclic multiplication
group technique to communicate with the scanning target. The process allows ZMap to scan approximately
1,300 times faster than Nmap [25]-[28].

Response time optimization for vulnerability management system by combining ... (Arif Basuki)
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In benchmarking tests, Masscan was the fastest. Response times are up to 200 times faster than
Nmap. This is because Masscan communicates with the scanning target ports simultaneously, not
individually. In addition, Masscan uses a custom TCP/IP stack communication technique. With a quad-core
processor and 10 Gbps bandwidth, Masscan can transmit 25 million packets per second, scanning large-scale
internet networks with a response time of fewer than 3 minutes [29]. In the case of simulation experiments,
scenario planning models can be implemented. This model was chosen to evaluate the port scanning of the
host in anticipation of uncertain conditions due to cyber-attacks, while the problem must be resolved
immediately [30]. For condition 1, two scanning stages are needed, each of which takes longer than
condition 2. This time difference is very tactical when facing an attack. The sooner a vulnerability is
discovered, the sooner effective network security protection is implemented. So that damage to the system
can be stopped or avoided.

In simulation tests, scenario planning models can be implemented. The model was chosen to
evaluate the port scanning of the host in anticipation of uncertain conditions due to cyber-attacks, while the
problem must be resolved immediately [31]-[33]. For condition 1, two scanning types need to be conducted,
therefore taking longer than in condition 2. This time difference is very tactical when facing an attack. The
sooner a vulnerability is discovered, the sooner effective network security protection is implemented. So that
damage to the system can be stopped or mitigated. From the two conditions in the scenario, there is two
response time gap that is much different. In condition 2, given the initial information, the scan can be
conducted with a response time of 3.89 seconds. In condition 1, the scan obtains a longer response time of
1,374,31 seconds. Vulnerabilities scanning steps in condition 1 can be avoided by continually updating the
information about the character of the cyber-attack. To get to know the target ports, as shown in Table 6.

Table 6. Scanning test results of scenario planning model
Condition1  Condition 2
Response time (seconds) 1,374,31 3.89

From the scanning results of the two test models, the response time optimization can be obtained.
Based on benchmarking three scanning techniques for open port search on network subnets, Masscan can do
less than 2 seconds (1.70 seconds) and, based on scenario planning for vulnerability detection on one host by
Nmap scanning, can achieve optimal results in less than 4 seconds (3.89 seconds). The total accumulated
response time of the two test models was less than 6 seconds (5.59 seconds). Therefore, combining the
benchmarking model with scenario planning can optimize effective response time.

4. CONCLUSION

Based on testing with the benchmarking model, network scanning to search the open port on the
subnet, from the three scanning techniques (Nmap, Zmap, and Masscan), all experiments yield 100%
accuracy. The fastest is Masscan, with response times of less than 2 seconds. Vulnerability scanning tests
with multiple ports target one IP address without first indicating the port number, and only Nmap can
conduct. Based on testing with a scenario planning model, vulnerability scanning will be more effective if
preliminary information about malware attacks ports target is known. The case simulation in condition 2
shows that the response time is faster than condition 1, less than 4 seconds. In this research, vulnerability
scanning tests have been carried out using some scanning techniques. By combining the benchmarking and
scenario planning model, an effective, optimized response time can be obtained, accumulating the scan
results of both test models. The total response time achieved is less than six seconds.
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