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1. INTRODUCTION

Vehicular ad hoc networks (VANET) are an emerging wireless communication technology for
vehicles on the road. It is mainly used for the communication between vehicles on the road as a part of
intelligent transportation services. VANET plays a major role in providing early warning messages,
intelligent transportation services, and safe driving. People can know about traffic scenario on road in
advance, can pass warning messages in case of accidents and also enjoy other internet services. VANET is
becoming the primary need for providing safety of people on the road as the number of vehicles on road is
increasing day by day. The communication between vehicles is performed through wireless media. As shown
in Figure 1, the VANET architecture includes road side unit (RSU), application unit (AU), and on-board unit
(OBU). RSU is placed alongside the road which provides infrastructure communication for vehicles. AU is
like PDA which helps in accessing the internet and is also used with OBU to provide vehicle-to-vehicle
(V2V) communication. AU and OBU are equipped with vehicles, RSU connected with each other through
wired and wireless media. The communication between vehicles is performed through wireless media using
dedicated short-range communication (DSRC) protocol identified as IEEE802.11P [1].

Figure 1 shows the architecture of VANET. Each vehicle is equipped with AU and OBU. OBU
provides vehicle to vehicle and vehicle to RSU communication. RSU’s are equipped alongside the road
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which has a communication range of approximately 1,000 meters. Each RSU connects with another RSU,
and it helps in weather forecasting and informs other vehicles about traffic situations in the network. The
communication in VANET is performed through wireless media so due to high speed and frequent topology
change of vehicles security is always a major concern in VANET. The various security threats like black hole
attack, bogus information attack and denial of service attack. In the paper, Mejri et al. [2] one of the major
security attacks is Sybil attack in which a vehicle impersonates its identity to multiple vehicles and succeeds
to convince roadside unit that there is high traffic on the road. The architecture of the Sybil attack is shown in
Figure 2 where in the malicious vehicle creates illusion of presence of multiple vehicles in the network by
changing its id or by changing its position [3].

Management Center

AU: Application Unit
OBU:On Board Unit
RSU:Road Side Unit

Malicious Vehicle llusions of multiple Legitimate vehicle
vehicles

Figure 2. Sybil attack

In VANET, RSU periodically determines the traffic scenario on the road by receiving the polling
responses from vehicles in the network and informs other vehicles about the current traffic situation [4]. The
attacker by creating the illusion of heavy traffic forces RSU to send fallacious messages about traffic
situations to the legitimate vehicles. Hence, the legitimate vehicles are bound to divert their route with the
intention of malicious vehicles, making the route clear for the attacker. The attacker can now inject attacks
like bogus information attack, masquerading attack and denial of service (DOS) attack [5]. This attack is the
most dangerous attack in VANET as it costs safety and security of people on the road.
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The Sybil attack can be performed at network layer or at the application layer. At network layer, the
attack can be performed by frequent change of internet protocol (IP) addresses where, as at application layer,
attack is performed by changing the identity [6]. The attacker can send multiple polling responses by
changing its id or position and creates an illusion of the heavy traffic in the network. The RSU after getting
large numbers of responses from different ids assumes that there is high traffic in the network and starts
informing upcoming vehicles about heavy traffic on the road. Now the upcoming vehicle starts changing its
route and is caught in a trap created by the attacker [7].

In this work, we have detected the Sybil attack by first predicting the number of vehicles on the road
and then measuring the network performance by calculating the packet delivery ratio (PDR) in the network.
PDR depends upon many factors such as transmission power, the actual physical phenomena, and topology
change due to the high speed of vehicles. RSU is always fixed alongside the road making its transmission
power and physical phenomena fixed so it gives less impact on the calculation of PDR. We have taken the
constant vehicle speed for our simulation with the assumption that vehicles also follow some constant speed
on highways and in rural areas.

In vehicle-to-vehicle communication PDR calculation is affected more because both are in motion
but in RSU to vehicle communication speed has very less impact as RSU is stationary and it can send packets
to all vehicles in its range. To determine the probability of the number of vehicles passing through the road
within certain duration of time, we have used the Poisson distribution algorithm. When RSU finds a number
of vehicles greater than the probable number of vehicles then it sends confirmation messages in the network
and calculates the packet delivery ratio. Tarapiah et al. [8] suggested that ad hoc on-demand distance vector
routing (AODV) routing protocol gave better performance results and also proved that with an increasing
number of vehicles the PDR increases. In our simulation setup, we have used the AODV routing protocol and
results show that with increase of number of vehicle PDR increases but in case of attack PDR decreases. The
cause of decrease in PDR is the presence of large number of fake vehicles as they can’t receive packets at
same time. The rest of the paper is organized as follows: in section 2 related work is presented. Section 3
includes the algorithm, method and simulation parameters used for detection of Sybil attack. The
experimental evaluation has been discussed in section 4 followed by conclusion in section 5.

2. RELATED WORK

The related research work to detect Sybil attack can be classified as encryption and cryptography,
received signal strength-based indication (RSSI), resource testing, data mining and speed and position
verification-based approaches. Table 1 gives a brief description of these approaches. In cryptography
approach, only the authorized vehicle can send the encrypted messages in networks and the receiver first
verifies the authenticity of the vehicle by some signature verification. Only after verification, the vehicles are
able to send or receive messages [5]. Panchal et al. [9] propose the RSU based identification. Kamal et al.
[10] proposed a session key-based certification method to detect the Sybil attack.

RSSI is a measurement of power present in received radio signals. Singh et al. [11] use the signal
strength to detect the Sybil attack in VANET. Yao et al. [12] proposes an algorithm to detect Sybil attack
without the use of RSU and base station. Dutta et al. [13] use data clustering of vehicles to detect the Sybil
attack in VANET. Their idea is based on the fact that two vehicles can’t be in the same cluster for a longer
duration. But this approach is not good enough for highways. In Gu et al. [14] consider that two or more
vehicles can’t have the same driving pattern for some longer time and use K nearest neighbor algorithm for
detection while in [15] uses K-means algorithm.

Some Intrusion detection algorithms have been developed to detect attacks in vehicular ad hoc
networks using machine learning. These detection algorithms are classified as signature based and anomaly
based [16]. Liang et al. [17] used a feature extraction and classifier method to detect the attack. A hybrid data
driven model is proposed in [18]. Bovenzi et al. [19] instruction detection algorithm is developed to detect
attacks in 10T systems. Speed and position verification of vehicles are also used to detect Sybil attack. In
Ayaida et al. [20] use a macroscopic traffic model to detect the attack. They found the difference between the
probable speed of vehicles and measured speed and if there is a deviation in both then they considered it as an
attack. Saggi et al. [21] is also based on certification and speed of vehicles in the network. Hamdan et al. [22]
use a combination of two algorithms for detection. Privacy-preserving detection of abuses of pseudonyms
(P2DAP) algorithm is used when speed is low, otherwise they use footprint algorithms. Baza et al. [23] verified
the position of vehicles to detect the attack.

Resource testing is the first approach applied by J. Douceur to detect the Sybil attack in the point to
point (P2P) network. In this approach, they tested resources by sending requests and accepting replies from
each node. But it is difficult in VANET as malicious nodes can reply with multiple fake IDs. Newsome et al. [24]
claimed that the above method is not suitable in wireless sensor networks as all replies converging to verifier
will result in network congestion in that part, also there is time boundation for accepting replies. Newsome
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proposes radio resource testing, registration, and position verification for detecting attacks in sensor
networks. Yan et al. [25] claimed that radio resource testing proposed by [25] is not valid in VANET as
nodes can attain multiple channels, registration is also not valid as nodes can attain multiple identities and
position verification relies on outside infrastructure as well as maintaining the record of each vehicle which
increases congestion and cost. In Piro et al. [26] uses vehicles medium access control (MAC) and IP
addresses to detect the attack. The attacker can use multiple devices to beat this method. Moreover, privacy is
a major issue with this method as MAC and IP addresses are tracked and recorded. In Zaidi et al. [27] uses a
timestamp to detect the attack. RSU assigns each vehicle a timestamp after verifying its certificate. The
certificate is provided by registering authority. These increases cost due to the requirement of registering
authority. Also, the network remains always busy in generating and verifying timestamp value for each
vehicle.

Table 1. Different approaches used to detect Sybil attack

Approach Methods used Problem associated with approach.
Encryption/Decryption Signature verification for each vehicle. Increased network congestion due to certification of
Certification of vehicles. each vehicle.
Need of central authority. Costly due to need of central authority.
RSSI Determine and identify signal strength. Variation in signal strength at peak hours or passing
through tunnels.
Data mining Clustering. Storage requirement for each vehicle and its
K nearest neighbour. neighbours increases computation cost.
K means.
IDS design Machine learning Security concern in data analytics process.
Augmentation of vehicular data do not address well
Speed and position Measure the speed of vehicles. Measuring speed of each vehicle and its neighbours
based Verify position of each vehicle and its increases computation cost and congestion in network.
neighbour. Sharing position in network creates privacy issues.
Resource testing Verification of node based on reply message. Increased network congestion problem.

Sharing mac and IP addresses.

In [8], [28] shows that with increase of number of vehicles the PDR increases. Arora et al. [29]
claimed that with increase of number of vehicles PDR increases but in case of attack with increase of number
of vehicles PDR decreases. Their approach to detect attack is based on resource testing in which they rely on
vehicles' reply to responses. Yan et al. [25] claimed that resource testing is inadequate in vehicular ad hoc
networks, also in this approach each node is required to be certified by RSU using a public private key pair.
Vehicles send its ID with key to RSU to get its location timestamp but there is a chance that an attacker can
get multiple location certificates by using multiple IDs for having multiple keys or some stolen keys. Also
sending messages to every node and counting and verifying each reply message increases the network
congestion problem.

Our research is based on some extent to resource testing as in this approach RSU sends a
verification message to all nodes within range but is not dependent on taking replies from other vehicles.
RSU sends the confirmation message to each vehicle and then calculates the PDR based on which it detects
the attack. We first predict the total number of vehicles at a particular time and then calculate the PDR by
sending messages to each vehicle through RSU and after comparing the PDR value the attack can be easily
detected. We have used a very simple approach with the objective to reduce the congestion due to
computational overhead in the network, detect attacks without the use of vehicle certification and registration
and also without violating the privacy issues of vehicles in the network. This approach is better in the sense
that it does not require certification and registration of vehicles, less congestion as it is not based on requests
and replying to messages, no privacy issues as vehicles are not required to share their information like
position, speed, IP, and detection algorithm needs to be executed only when the number of vehicles exceeds
the threshold value. Our approach is useful to detect Sybil attack performed by both impersonating the ID
and location of vehicles in the network.

3. PROPOSED WORK
In this research, the attack detection is done in two phases. In the first phase prediction of total
number of vehicles passing through road at a particular time is performed by applying the Poisson
distribution algorithm followed by the calculation of the packet delivery ratio in the second phase.
— Poisson distribution algorithm: Poisson distribution algorithm is used to forecast the number of vehicles
passing the road at particular time. The Poisson distribution is a useful algorithm to model the count of
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vehicle arrival i.e., how many vehicles can arrive at particular time duration [30]. The probability of
vehicle count using Poisson distribution can be given as:

P = (e—w (x) /x!

where p is the flow of traffic, x is the actual number of successes at particular time and P(x) is the
probability that x success occurs.

—  Packet delivery ratio (PDR): PDR is defined as the number of data packets successfully received by the
estimations divided by the total number of data packets sent by source [31].

Number of data packets received

Packet Delivery Ratio =

Total number of data packets sent by source2a

Proposed algorithm

1 Determine the threshold value of number of vehicles on road

2 Check whether the number of vehicles is greater than threshold or not
3 Check if ((veh count>Threshold) && (Received alert msg)) Then

4. Sends confirmation message to vehicles in the network and determine PDR
5. If (High PDR Value) Then

6 Print “No Sybil Attak”

7 Else

8. Print “Sybil Attack”

9. End If

10. Check if ((veh count>Threshold) && (No alert msg)) Then

11. Print “Sybil Attack”

12. Check if ((veh count<Threshold) && (No alert msg) Then

13. Print “Smooth Traffic”

3.1. Phasel vehicle prediction

To generate real-time road traffic scenario a portable, open source and continuous traffic simulation
model, simulation of urban mobility (SUMO) is used. The parameters used to generate the traffic scenario are
shown in Tables 2 and 3. After obtaining the simulated result, the Poisson distribution algorithm is
implemented using Python to forecast the number of vehicles. It is observed from the results that the
maximum probability is found in the range 40 to 45 vehicles, and it is almost equal to zero for 60 or more
vehicles. The probability distribution for vehicles in different range is as given in Table 4.

Table 2. Simulation parameter

Parameters Values
Simulator SUMO
Vehicle Type Car, bus, truck
Max_Speed 35 km/h
Number of attempts 05
Duration 15 minutes

Table 3. Simulated vehicles for particular time

Attempt Duration(minutes) Vehicle count
1 15 40
2 15 48
3 15 44
4 15 46
5 15 49

*Number of vehicles are counted for particular duration at
certain time passing through road

Table 4. Probability of vehicles

Vehicle (inrange)  P(x)
35-40 0.17
40-45 0.27
45-50 0.26
50-55 0.15
55-60 0.06
60-65 0.01
65-70 0.00

*P(x) shows the probability
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Figures 3 and 4 displays the probability of 45 and 60 vehicles respectively passing through the road.
As stated above we observed minimum probability for 60 vehicles or above. As a result, 60 is considered
threshold value for detecting Sybil attack. In case when RSU encounters responses from more than 60
vehicles then it starts verifying the actual scenario of vehicles on road.

Probability of vehicle count Probability of vehicle count
0.06 0.06
2005 — 2 0.05
£ £
\ \
u 0.04 / \ 3 0.04 / \
2 2
g 003 T 003
5 5
£ 002 2 002
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0 10 0 30 40 50 &0 70 0 10 0 EN] 40 50 60 70
Mo of vehicles No of vehicles
Figure 3. Shows probability of 45 vehicles Figure 4. Shows probability of 60 vehicles

3.2. Phase 2 simulation setup

Here, in this section the simulation setup used to carry out experiment is being shown in the Table 5.
The simulation is done using network simulator NS3.30. To implement this proposed work AODV routing
protocol has been modified, the range of RSU is taken as 500 m and time taken for simulation is 10 seconds.
Total number of vehicles is in the range 40 to 75 and PDR is calculated consequently by adding 5 more
vehicles up to 75.

Table 5. Simulation parameter

Parameters Values
Network Simulator NS3.30
Routing Protocol AODV
Simulation Area 300m*1500m
Transmission Power 20dbm
Vehicle Speed 20m/s
Transmission range 500
Transmission Delay 10ms
Total no of vehicles First scenario=40 and

addingby 5upto 75 in
each scenario

Mobility Model Random Way point
IEEE 802.11p data rate 2 mbps
Packet size 200 bytes

4, RESULTS AND DISCUSSION

As discussed in previous section, when RSU predicts higher traffic responses compared to the
threshold value in VANET, it is considered as an attack. It is clear from Table 3 that the possibility of
number of vehicles greater than the threshold value is zero. However, in certain unwanted situations on road
causes high traffic due to any mishappening, thus vehicles send alert messages in the network. RSU send
broadcast messages within the range to verify actual scenario. If some incident has happened on road, then
the number of vehicles increases due to obstruction and most of the vehicles should receive the confirmation
message followed by high PDR value. However, PDR value decreases as in case of attack most of the
vehicles have fake ids. Figure 5 shows the PDR value in benign (without attack) and malign (with attack)
network scenario. The upper line shows the PDR value in a normal situation when there is no attack, and the
lower line shows the PDR value with the attack. For same number of vehicles, PDR decreases in case of
attack or due to presence of fake vehicles. So, by comparing the PDR value the attack detected.
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Figure 5. PDR and number of vehicles before and after attack

5. CONCLUSION

In this paper, we proposed a new approach that does not require continuous monitoring and
certifications of vehicles to detect Sybil attack. The vehicles are also not required to share their position or id,
so the privacy of vehicles is preserved. Our simulation result shows that the packet delivery ratio (PDR)
decreases for same number of vehicles in case of attack. The PDR decreases due to the higher packet drop of
non-existent vehicles as all fake ids cannot accept the confirmation message at the same time. Also, in our
approach attack detection algorithm is required to execute only when there is a need i.e., when traffic crosses
the threshold value. But other research that we have gone through requires continuous execution of their
algorithm for storing and extracting vehicle information like id, position, and neighbours’ information. which
makes the network always busy for computation. Detecting attacker vehicle will be the focus of our future
work.
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