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 Although variety in hiding methods used to protect data and information 

transmitted via channels but still need more robustness and difficulty to 

improve protection level of the secret messages from hacking or attacking. 

Moreover, hiding several medias in one media to reduce the transmission 

time and band of channel is the important task and define as a gain channel. 

This calls to find other ways to be more complexity in detecting the secret 

message. Therefore, this paper proposes cryptography/steganography 

method to hide an audio/voice message (secret message) in two different 

cover medias: audio and video. This method is use least significant bits 

(LSB) algorithm combined with 4D grid multi-wing hyper-chaotic (GMWH) 

system. Shuffling of an audio using key generated by GMWH system and 

then hiding message using LSB algorithm will provide more difficulty of 

extracting the original audio by hackers or attackers. According to analyses 

of obtained results in the receiver using peak signal-to-noise ratio (PSNR)/ 
mean square error (MSE) and sensitivity of encryption key, the proposed 

method has more security level and robustness. Finally, this work will 

provide extra security to the mixture base of crypto-steganographic methods. 
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1. INTRODUCTION 

The widespread development of digital telecommunications and multimedia information network is 

lead to increase relevance of stealth information transfer systems used in the data stream systems [1]. Also, a 

new direction of computer (or digital) steganography was appeared, which is aimed to hide messages in 

various cover file types (graphic, audio, video). Steganography (literally translated from Greek as “secret 

writing”) is the science of hidden information by keeping the fact of transmission a secret [2], [3]. Unlike 

cryptography, which ciphers the secret message, steganography hides message inside visual contains of the 

cover media [4]. Hiding a message based on steganography technique is significantly minimize the 

probability of detection. If the message is also encrypted, then this provide extra level of protection [5], [6]. 

Although these two technologies are usually shared in a one system, but the advantages are to remove and 

decrease the risks of editing and detecting of the hidden information [3], [4]. Moreover, transmitting several 

medias in one media to reduce the time of transmission and band of channel define as a gain of channel. In 

the other side, there is a huge amount of information in social networks now and it’s not difficult to hide a 

message in one way or another [5], [7]. In this case, if the disguised message under the typical content of a 

social network, then will be quite problematic to detect the fact of hiding information [1], [8], [9]. This 

information may be, for example, images or audio and hiding one at the other is a required task.  

https://creativecommons.org/licenses/by-sa/4.0/
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Basically, there are many works proposed for the purpose of audio steganography. Most of these 

works are efficient, but unfortunately the main attention may by on hiding information more than encryption. 

Recent researches have been presented for hiding secret data in audio or video. For example, Alisabir [01] 

presents a ciphering and hiding text method into an audio wave file. firstly, the text was converted to its 

equivalent American standard code for information interchange (ASCII) code and then scrambled by using 

data encryption standard (DES) technique. After that, according to secret key generated, the ciphered text is 

embedded inside a cover audio. While, in the proposed work of [00], the carrier file and secret message are 

taken into audio format. A pattern matching algorithm is used which will identify a part of the message from 

the carrier file and return its location. Then by using the standard least significant bits (LSB) method, the 

location will be embedded with the carrier file to form the stego file. In the same vein, the proposed model of 

[01] deals with the application of echo hiding for the binary message bits in a carrier signal. 2D-discrete haar 

wavelet transform was applied on the cover signal to obtain the transform coefficients. Moreover, data 

encryption is follow pseudorandom sequence, which provide more efficiency and prevents unauthorized 

decoding. Also, Shah et al. [01] suggests audio steganography approach to improve data hiding security. The 

author uses LSB and most significant bit (MSB) differencing method along with fletcher-munson curve-

based method to hide a secret message into a cover audio file and add new samples to the existing audio 

channel. While in [01], Banik and Bandyopadhyay proposes a key based blind audio steganography method 

with the discrete wavelet transform (DWT) as well as discrete cosine transform (DCT). To make the system 

more robust and undetectable, the cocktail party problem has been explored for wrapping stego audio. The 

DWT technique was also used in [01] for data hiding in the specific location of frame selected. LSB 

algorithm was used to replace the last bit from original pixel value with the secret data. In addition, a 

technique of [01] is started audio file sampling operation and then select a suitable bit of each sample to hide 

the textual information. The resulted file is then encrypted by Rivest–Shamir–Adleman (RSA) algorithm to 

improve safety in the audio steganography process. But Acharya et al. [01] focus on the triangularization 

method with LSB algorithm for hiding message in video. In the same direction, Alhaj et al. [01] presents a 

novel video steganography technique to hide greyscale image in different layers of a colored video. 

Furthermore, the work of [01] have presentation of video steganography based on zero order hold (ZOH) 

technique. Also, a new video steganographic method was proposed in [11] and works directly on the frames 

selected to hide the secret message using LSB method. The works of [10], [11] suggests video steganography 

methods based on either human vision interest region with face detection algorithm or a hybrid 

steganography model which satisfies the kerckhoffs principle. 

To achieve robustness in protection and more difficulty in detection, this paper proposes a 

cryptography/steganography algorithm in the channel of information. This method is to hide a secret audio 

/voice message in two different medias in the same time: audio and video (cover media). This aim will be 

achieved by using LSB algorithm combined with 4-D grid multi-wing hyper-chaotic (GMWH) system. Of 

course, LSB steganography method is a well-known method used for hiding information, but not enough to 

protect secret message. Therefore, combining LSB with novel grid multi-wing hyper-chaotic system will 

produce robustness of security (high level security). In the sender side, shuffling of an audio using key 

generated by GMWH system and then hiding message by using LSB algorithm will provide more difficulty 

of extracting the original audio by hackers or attackers. In case of hiding in video, there are two options: 

hiding in the frames and/or in audio of the video. This will expand the area of hiding and difficulty of 

detection as well as the format type of audio (secret & cover), for example, MP3 and WAV. will assisted on 

the process of hiding. In the receiver side, the reconstruction process and extraction secret audio will be 

opposite to the process in the sender. However, contribution of this work represents one of the series started 

by the authors works explained previously in [2], [4], [23] to develop image/audio steganographic 

techniques. Additionally, the present work will solve the security task of the stego-audio with high 

sensitivity, as well as the selection of cover media, length, format. Finally, the other sections are organized 

as: Preliminaries, the proposed procedure, results and discussion, and finally, conclusions. 

 

 

2. PRELIMINARIES 

2.1.  LSB hiding method 

Hiding information in the least significant bits of the container is historically one of the first and 

perhaps the most well-known to the general public approach, which can be used both for steganography and 

protecting signals with digital watermarks. It is very simple and allows embedding a sufficiently large 

amount of information without any noticeable distortion of the container. However, these methods that used 

this approach, as a rule, have low resistance to distortion of the information carrier and easily can be 

relatively subjected to stego-analysis. Therefore, they have very limited applicability. Nevertheless, LSB-

embedding is quite suitable for tasks in which there are no stringent requirements for resistance to certain 

types of attacks [9], [18]. The essence of LSB is to replace the last significant bits in the cover message 
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(image, audio or video) with the secret message bits to be hidden. The difference between empty and filled 

areas should not be perceptible to human eyes. LSB is more resistant to geometric transformations through 

by varying in a wide range of image quality, which makes it impossible to determine the source of the image. 

A basic LSB substitution algorithm is to take m samples of secret message (the total length) and then convert 

from integer numbers into binary. At the end, each last bit pixel of the cover frame will be substituted by the 

secret message bits [2], [4], [9]. 

 

2.2.  Novel GMWH-chaotic system 

According to [24], [25] the modified Sprott B system was produced by adding a linear feedback 

control to the construction of the famous Sprott B chaotic system to generate a novel 4-Dimension 

independent system described as shown in Figure 1. 

 

𝑥 = −𝑦𝑧 − 𝑑𝑤  
𝑦 = 𝑧2 − 1 

𝑧 = −𝑎𝑥 − 𝑏𝑦𝑧 − 𝑧 

𝑤 = 𝑐𝑧 (1) 

 

Where x, y, z and w are the state variables and a, b, c and d are constant coefficients. In this work, the values 

of a=8, b=3, c=1, d=0.01, x=-0.7, y=0.1, z=0, w=0 are selected as coefficients and initial conditions. 

 

 

  

  

 

Figure 1. GMWH system attractors 

 

 

3. THE PROPOSED PROCEDURE  

In this work, the suggested cryptography/steganography system is shown in Figure 2. Shuffling of 

the secret audio will be based on a random number generated by 4D GMWH. This secret audio will be hide 

into cover message (audio or video) in the transmitter channel, but the two messages (secret and cover) will 

be reconstructed in the receiver. Moreover, the hiding process briefly will be in three main types: i) hiding an 

audio in an audio and/or in the audio of a video, ii) hiding an audio in the frames of a video, and iii) hiding an 

audio in both (audio and video). However, format of the secret audio used in the tests is either WAV or MP3. 
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Figure 2. The steganography system proposed for hiding and reconstruction message 

 

 

3.1.  Hiding an audio in a cover audio 

Proposed procedure presented in this work is depend on the quality of both secret and cover audio. In 

fact, the quality of hiding obtained will mainly follow the audio quality, which is 8 bit per second or more 

(16, 24 bps). Furthermore, the cover audio format such as MP3 or WAV will produce different quality of 

hiding. Consequently, this will effect on the reconstructed results at the receiver. 

Consider a secret audio with format of MP3 and length (LS)=1 second and a cover audio with format 

of MP3 and quality of 8, 16, and 24 bps. The procedure starts by shuffling of secret data samples positions 

according to positions of the key generated by grid multi-wing hyper-chaotic system to create random 

position values: 

 

𝑋𝑖+1(𝑠) = 𝑚𝑜𝑑(𝑓𝑙𝑜𝑜𝑟(𝑋𝑖(𝑠). 1016), 256) (2) 

 

where 𝑋𝑖+1(𝑠) secret key generated from GMWH system. The shuffling results are shown in the Figure 3. 

The next step is converting the secret and cover audios to decimal and then to binary form, then the results 

are stored in temporary arrays and apply hiding using LSB algorithm.  

 

 
Original audio Shuffling by GMWH system 

  
 

Figure 3. Shuffling of secret audio 

 

 

Note that the sorting process for the new positions obtained from GMWH chaotic 𝑋𝑖+1(𝑠) is to 

construct the index array scrambled. This array has similar dimension of the secret audio with arranging in 

form of ascending order as shown in Table 1. Moreover, by using the following expressions for the secret 

shuffled and cover audios, the scale values of sample will be from 0 to (2n-1) based on (1) and (2): 
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𝑆𝑛𝑒𝑤 = 𝑆𝑣𝑎𝑙 + 𝑎𝑏𝑠(𝑚𝑖𝑛( 𝑆𝑣𝑎𝑙)) 

𝑆𝑠𝑐 = 𝑅𝑂𝑈𝑁𝐷(𝑆𝑛𝑒𝑤 ∗ (2𝑛 − 1)/ 𝑚𝑎𝑥( 𝑆𝑛𝑒𝑤)) (3) 

 

where 𝑆𝑛𝑒𝑤- new sample selected; 𝑆𝑣𝑎𝑙  the sample value; 𝑆𝑠𝑐 decimal sample value, which will be convert to 

binary; 𝑛 = 8, 16, 24 𝑏𝑖𝑡𝑠. Figure 4 represents the applied steps of hiding operation. 

 

 

Table 1. The index array scrambled 
Original position for the samples Sort according to GMWH system Xnew New position to the sample 

15111111100101111 6 15100011110010111 
15111111111111011 3 15111111111111111 
15101111111101111 4 15111111111111011 
15111111111111111 2 15101111111101111 
15100011110010111 1 15111111111111111 
15111111111111111 5 15111111100101111 

 

 

 
 

Figure 4. Flow graph of hiding process 

 

 

In the receiver side, reconstruction process of the secret audio is a converse process of the 

transmitter as shown in Figure 2. Coefficients and initial conditions of GMWH system, ((0), y(0), z(0), 

w(0),(a,b,c,v,k)), with the stego-audio and the secret key should be existing in the receiver side. 

Reconstruction process with least errors will be as the following algorithm: 

 
Begin 

{ 

Converting the stego-audio to decimal number and then into binary number. 

Choosing the last bit of (8, 16, 24) bit from each number and save in the temporary buffer.  

Converting binary to decimal number and then into sample value. 

By depending on coefficients and initial conditions of 4D GMWH system, set each sample to 

the original position  

At the end, {reconstruct the target audio} 

} 

End 
 

3.2.  Hiding an audio in the frames of a video 

The second procedure is based on shuffling of the secret audio by a random key provided from 4-D 

GMWH chaotic system and hiding into a cover frame with (512×512×3) to produce stego-frame. Consider 

the cover frame as shown in Figure 5, then one secret audio shuffled will hide in frames of the video. The 

values obtained from the secret audio shuffled are substituted in the pixels. Hiding will be in a last bit of the 

pixel according to the length of the audio (hiding in the last bit of the red color, then in the last bit of the 

green color, and then in the last bit of the blue color). Consequently, the cover frame will be constructed with 

a least noticeable damage. Moreover, in each frame, it can be hide one secret audio with length (LS) of 1 or 2 

sec (audio 1-channel). In case of hiding audio with long length (LS>2 sec.), then it possible to split audio to 

M parts as follow and hide each part in one frame of the video:  
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𝑀 = 𝑅𝑂𝑈𝑁𝐷 (
𝐿𝑆

2
) , 𝐿𝑆 = 3,4,5. . .  𝑖𝑛 𝑠𝑒𝑐. 

 

Consider the length of a video (Lvideo) is n sec. with k-frames per sec., and the video has color 

frames, then the capacity of hiding will be: sec where M and N are the numbers of rows and column in one 

frame. Depending on this expression, C sec. of audio can be hide in k frames. For example, in this work, 

length of the secret audio hidden will be 1 or 2 sec. in one frame and 6 sec. under division in the frame (red, 

green and blue of color video).  
 

 

 
 

Figure 5. Selected frame from the video 
 

 

Procedure of hiding will be as the following pseudocode: 

 
Begin 

{ 

Select frame from a video; 

Convert this frame from decimal to binary; 

Save results in an array of the temporary buffer; 

Read data samples of the audio; 

Shuffling data according to the key generated from GMWH system according to the (2);  

The resulted values are modified to integer between (0,255);  

Scale the sample value selected from 0 to (2n-1) using (3);  

Apply the following to complete hiding operation:  

Begin subroutine 

{ 

Read every sample of 8, 16 or 24-bit/sample secret audio; 

do 

{ 

Hide every bit from the secret audio using LSB algorithm in the last bit of every pixel of 

the cover frame (the 8-bit for gray frame or 24-bit for color frame); 

}while samples not finished 

}End do 

Produce stego-frame by Converting back from binary to decimal; 

} 

End 
 

To achieve reconstruction process with least errors in the receiver side, stego-frame, secret key and 

coefficients and initial conditions of 4D GMWH system should be available in the receiver, then: 

 
Begin 

{ 

Convert the received stego-frame to 3-color layers (red, green, and blue); 

Convert each frame from decimal mode to binary mode; 

Choose the last bit from every pixel; 

Convert to decimal value and then into sample number; 

Return every sample to its original position based on coefficients & initial conditions of 

4D GMWH chaotic sys.; 

Finally {Reconstruct audio} 

} 

End 
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4. RESULTS AND DISCUSSION 

4.1.  Peak signal-to-noise ratio (PSNR) analysis 

The peak signal-to-noise ratio (PSNR) is estimated for the original frame and stego-frame to 

illustrate quality [2]. Table 2 contains results of PSNR values for obtained audio before and after hiding using 

MATLAB program according to: 
 

𝑃𝑆𝑁𝑅(𝑑𝐵) = 10 𝑙𝑜𝑔10
𝜌𝑚𝑎𝑥

2

1

𝑅𝐶
∑ ∑ [𝑋𝑖,𝑗−�̂�𝑖,𝑗]2𝐶−1

𝑗=0
𝑅−1
𝑖=0

  (4) 

 

where ρ-max. pixel or sample value; R, C total number of pixels or samples in every row and column 

respectively; i,j - row and column numbers, 𝑋𝑖,𝑗-original audio or video (frame) and �̂�𝑖,𝑗-stego-audio or 

stego-frame. The Table 2 represents the first case, which is hiding 1 second with (8, 16, or 24 b/s) in different 

lengths. In case of the audio is 16 or 24 b/s, there is no results obtained because of both secret & cover audios 

have the same length, therefore, we need a longer length. When the audio reached to 3 seconds, the process is 

completed at least bit only. The insignificant variance in storage size with the same sampling frequency 

between the audios produces an insignificant difference in PSNR. 

 
 

Table 2. PSNR results for hiding audio in audio 
Secret 

audio 

Properties Cover Audio Properties PSNR (dB) 

for (8 bps) 

PSNR (dB) 

for (16 bps) 

PSNR (dB) 

for (24 bps) 

Train.wav Length=1 sec 
Bitrate=131 

kbps 

Size=25.1 kB 
Sample Rate: 8192 

Total Samples: 12880 

Baby cry.wav 
(24 bps) 

Length:1 sec. 
Bitrate:705 kbps 

Size:137 kB 

Duration: 1.5950 
Sample Rate: 44100 

Total Samples: 70340 

89.7097 No result No result 

Baby cry.wav 

(16 bps) 

41.5447 

Baby 
cry.mp3  

(24 bps) 

Length:1 sec. 
Bitrate: 128 kbps 

Size:25.8 kB 

Duration: 1.6560 
Sample Rate: 48000 

Total Samples: 79488 

89.6307 No result No result 

Baby 
cry.mp3  

(16 bps) 

41.4658 

Wolf .wav 
(24 bps) 

Length:2 sec. 
Bitrate:705 kbps 

Size:238 kB 

Duration: 2.7725 
Sample Rate: 44100 

Total Samples: 122268 

90.6739 90.6738 No result 

Wolf .wav 

(16 bps) 

42.5089 42.5089 

Wolf.mp3 
(24 bps) 

Length:2 sec. 
Bitrate:128 kbps 

Size:44.6 kB 

Duration: 2.8560 
Sample Rate: 48000 

Total Samples: 137088 

90.6281 90.6281 No result 

Wolf.mp3 

(16 bps) 

42.4631 42.4632 

Wolf.wav  

(24 bps) 

Length:3 sec. 

Bitrate:705 kbps 

Size:328 kB 

Duration: 3.8114 
Sample Rate: 44100 

Total Samples: 168084 

90.3123 90.3123 90.3124 

Wolf.wav  

(16 bps) 

42.1474 42.1474 42.1474 

Wolf.mp3 
(24 bps) 

Length:3 sec. 
Bitrate:128 kbps 

Size:60.7 kB 

Duration: 3.8880 
Sample Rate: 48000 

Total Samples: 186624 

90.3057 90.3056 90.3057 

Wolf.mp3 

(16 bps) 

42.1407 42.1407 42.1407 

Music.wav 
(24 bps) 

Length:6 sec. 
Bitrate:1536 kbps 

Size:1.15 MB 

Duration: 6.3065 
Sample Rate: 48000 

Total Samples: 302712 

90.4016 90.4016 90.4017 

Music.wav 

(16 bps) 

42.2367 42.2367 42.2367 

Speaker 

man.wav  

(24 bps) 

Length:11 sec. 

Bitrate:1411 kbps 

Size:1.97 MB 
Duration: 11.7499 

Sample Rate: 44100 

Total Samples: 518169 

90.4690 90.4690 90.4693 

Speaker 

man.wav  

(16 bps) 

42.3040 42.3041 42.3041 
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In the Table 3, whenever the data transmitted is less, the transmission is faster and has less risk and 

a one-second audio with 16 or 24-bits cannot be hide in one second at the least bit only. Therefore, we 

suggested full benefit of the cover by hiding these data in the bit 22, 23, and 24 in case of 24 b/s and in 14, 

15, and 16 in case of 16 b/s according of audio representation. Consequently, hiding audio with length of  

1 sec. in the cover with 1 sec. will be accomplished easily and efficiently, but if the length is more than 1 sec, 

then the above suggestion will be used too. As a result, high resolution, short time of transmission and least 

damage will be obtained. 

Another solution is suggested by divide the encrypted audio into, as example, four equal parts, and 

then hide the first part in bit 24, the second part in bit 23, the third part in bit 22 and the fourth by 21. The 

same procedure will be applied in case of 16 bit/sample, where hiding will be in bits 16, 15, 14, and 13. The 

benefit of using these bits will be effective and efficient, especially the audio of 24 bit/sample gives better 

results and represents a better area for hiding with less distortion occurs. 

 

 

Table 3. PSNR results of hiding audio with 16- and 24- bit/sample 
Secret audio Properties Cover Audio PSNR (dB) 

for (8bps) 
PSNR (dB) 
for (16bps) 

PSNR (dB) 
for (24 bps) 

Train.wav Length=1 sec 

Bitrate=131 kbps 

Size=25.1 kB 
Sample Rate: 8192 

Total Samples: 12880 

Baby cry.wav (24 bps) 89.7104 89.7104 89.7104 

Baby cry.wav (16 bps) 41.5419 41.5419 41.5419 

Baby cry.mp3 (24 bps) 89.7025 89.7025 89.7025 

Baby cry.mp3 (16 bps) 41.5375 41.5339 41.5339 

Wolf .wav (24 bps) 90.6737 90.6737 90.6737 

Wolf .wav (16 bps) 42.5087 42.5087 42.5087 

Wolf.mp3 (24bps) 90.6277 90.6277 90.6277 

Wolf.mp3 (16 bps) 42.4628 42.4628 42.4628 

Wolf.wav (24 bps) 90.3219 90.3219 90.3219 

Wolf.wav (16 bps) 42.1552 42.1552 42.1552 

Wolf.mp3 (24 bps) 90.3051 90.3051 90.3052 

Wolf.mp3 (16 bps) 42.1402 42.1389 42.1389 

Music.wav (24 bps) 90.4025 90.4025 90.4025 

Music.wav (16 bps) 42.2376 42.2376 42.2376 

Speaker man.wav (24 bps) 90.4691 90.4691 90.4691 

Speaker man.wav (16 bps) 42.3042 42.3042 42.3042 

 

 

Through comparison with the results of Table 3, the following Table 4 has a slight change obtained 

with a higher security level in case of long length (more than 1 sec. and more than one channel) and 16 and 

24 bit/s cover audios. This solution has more efficiency if the channels are separated, and hiding will be in 

MSB as well as LSB. Therefore, MSB and LSB methods have been merged to solve the problem of hiding 

long length audio to achieve the required accuracy and thus obtained good results with more efficient to use 

the cover.  

 

 

Table 4. PSNR results of using MSB with LSB 
Secret audio Properties Cover Audio 

Speaker.wav (11sec) 
PSNR (dB) 
for (8bps) 

PSNR (dB) 
for (16bps) 

PSNR (dB) 
for (24 bps) 

Train.mp3 Length=13 sec, 2 channels 

Size=308 kB 
Bit Rate: 186.4240 

(24 bps) 90.4837 90.4886 90.4901 

(16 bps) 42.3187 42.3236 42.349 

Speaker.wav Length=11 sec,2 channels 

Size=308 kB 
Bit Rate: 186.4240 

(24 bps) 90.4706 90.4790 90.4810 

(16 bps) 42.3131 42.3140 42.3161 

 

 

Table 5 contains PSNR results for hiding audio with more than one channel (2, 3, …) in a video 

(frames). These channels are separated into many channels. Each channel will be processed separately to 

perform the steganography process. In this work, we suggested that the locations of the pixels be changed, 

while the audio is divided into channels and each channel is divided into small parts and converted into Bits. 

This method gives a higher level of security because the audio has been changed by pixels, then partitioned 

and hidden, and has been retrieved efficiently. Tests are proving that the insignificant changes in few pixels 

of a frame will not be noticeable and not effect on the resolution. Moreover, the tests are proving that using 

the WAV, audio format is a better than using MP3 format, and hiding process depends on the audio length 

and frequency. 
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Table 5. PSNR results of hiding audio in video 
Secret audio Properties Cover 

Frame 

Properties PSNR (dB) 

(8 bps) 

PSNR (dB) 

(16 bps) 

PSNR (dB) 

(24 bps) 

Train.wav Length=2 sec. 
Bitrate=13 kbps 

Size=25.1 kB 

Sample rate: 8192 
Total sample: 12880 

Vtest.avi Length=11 sec. 
Size=1.13 MB 

Frame width=512 

Frame height=512 
Frame rate=23 frame/sec. 

Data rate=652 kbps 

Total bitrate=844 kbps 

59.9923 56.9911 55.2318 

 
 

4.2.  Histogram analysis 

Histogram analysis is a well-known algorithm used to illustrate and prove that the statistical 

properties of the secret and cover (stego-) messages are not affected by varying bits in some pixels or samples 

[26]-[28]. Table 6 contains some results for the cover audio and stego-audio before and after hiding, while 

Table 7 contains some results for the cover and stego-frame before & after hiding. Analysis results show that 

the histogram of frame/audio before hiding are the same that after reconstruction. In fact, there are no change 

noted between original and reconstructed MP3 audio format despite of minor changes in histogram. These 

changes follow the properties of MP3 format. 

 

4.3.  Key space examination 

The whole different keys, which are used in the encrypting is so-called “key space size” [2], [4], 

[28]. In this work, the key size applied is 1064, while the chance of detection key is equal to  

(2 × 𝑘𝑒𝑦 𝑠𝑖𝑧𝑒 𝑖𝑛 𝑏𝑖𝑡𝑠). This led to conclusion that combining of GMWH coefficients & initial conditions are 

great enough to avoid any in-depth search. 
 

 

Table 6. Histogram of the cover and stego-audio before and after hiding 

Secret Audio 
Histogram 

Before 

Hiding 

Histogram 
After 

Reconstruction 
Cover Audio 

Histogram 

Before Hiding 
Stego-Audio 

Histogram 

After Hiding 

 
  

 

 

  

Train.wav   Baby cry.wav Baby cry.wav   

   

 

 

 

 

   Baby cry.mp3  Baby cry.mp3  

   

 
 

 
 

   Wolf.wav  Wolf.wav  

   

 

 

  

   Wolf.mp3  Wolf.mp3  

   

 

 

 

 

   Music.wav  Music.wav  

   

 

  
 

   Speaker man.wav  Speaker man.wav  
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Table 1. Histogram of the cover and stego-frame before and after hiding 

Secret Audio 
Histogram 

Before Hiding 
Histogram After 
Reconstruction 

Cover Frame 
Histogram 

Before Hiding 
Steg- Frame 

Histogram After 
Hiding 

  

 

 

 

 

 

Train Way  Red Cover  Red Cover 

  

 

 

 

  Green Cover  Green Cover 

  

 

 

 

  Blue Cover  Blue Cover 

 

 

4.4.  Examination of key sensitivity  

Degree of the changes in an encrypted frame/audio instigated by a tiny variation in a secret key is 

so-called "key sensitivity" [2], [4], [29]-[31]. Table 8 show the high sensitivity to a tiny variation in secret 

key (just the exact key can be return the secret message in the proposed system). 

 

 

Table 8. Examination of key sensitivity 

Original Audio Reconstruction by Same Key W=0.9 
Reconstruction by Incorrect Key 

W=0.9000000000000009 

   

 

 

5. CONCLUSION 

This paper proposes a system to hide a secret audio (.wav, .mp3) different length and different 

number of channels in a cover audio/video based on different types of methods (LSB+4D GMWH Chaotic 

system). The efficient key provided by 4D GMWH chaotic system will support security and robustness and 

difficulty of detection against hackers and attackers. Furthermore, the stego-audio and stego-frame are 

produced with least noticeable error or damage according to PSNR and histogram analyses. In case of hiding a 

long audio in a video (in both audio and frames), the mentioned procedures will be applying. This will be done 

by utilizing all the video space and dividing the long secret audio into parts and hiding them in the video. 

Moreover, combining of GMWH coefficients and initial conditions are quite sufficient to prevent any 

comprehensive search, especially, when the key generated has high sensitivity. Exploiting an additional bit for 

hiding, and combining of MSB with LSB will support the hiding of long audio with reducing transmission 

time and provide high resolution. However, proposed algorithms provide extra security for the base of 

cryptography/steganography techniques. Employing of modern chaotic techniques with the digital 

watermarking algorithms to enhance security is the future work of our team.  
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