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One of the significant techniques for hiding important information (such as
text, image, and audio) is steganography. Steganography is used to keep this
information as secret as possible, especially the sensitive ones after the
massive expansion of data transmission through the Internet inside a
conventional, non-secret, file, or message. This paper uses the American
standard code for information interchange (ASCII) mapping technique
(AMT) to hide the data in the color and grey image by converting it in a
binary form, also convert the three levels of the red, green, and blue (RGB)
image and grey image in the binary form, and then hide the data through
hiding every two bits of the text in the two bits of one of the levels from the
RGB image and grey image that means the text will be distributed
throughout the images and allows hiding large amounts of data. That will
send the information in a good securing way.
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1. INTRODUCTION

Steganography is a Greek word that means covering writing, this word consists of a two-part word
“stegos” and “grafia” which means “cover” and “writing”, respectively [1], [2]. Steganography mainly aims
to hide secret data in embedded cover and it can be considered as a pro-security innovation [3]. The main two
components of steganography are the message which represents information that ought to be covered up and
the carrier that represents the media that holds the message.

At the present time using images to hide significant information is a popular technique. The internet
considered as a suitable medium to transmit the used images, as appeared in Figure 1. In order to get good
hiding results in steganography the appearance of the picture should not be altered and the changing in the
cover source should be in “noisy” areas with color variations that will lead not to draw attention to these
changes. These changes will be achieved in many ways, such as the least-significant bit or least significant
bit (LSB), masking, filtering, and transformations on the cover image. These methods can give different
accuracy results on various file types [4]-[7].

The factors that affected the steganography techniques which may make some difficulties of these
techniques are the followings [8], [9]:

— Invisibility: gives an indication of how similar the stego-picture for the original image [10], [11].
— Payload/capacity: it gives a limited amount of data to be hidden in the spread media [12].
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Which may be considered as the problem that we tried to solve in this work besides the wider
distribution of the hidden data in picture the harder of detecting them, therefore, this paper uses a new
technique to hide the text in the image by considering the images as keys for the hiding process, so that will
keep the text not observed. The text will be sent in a form of a table where this table represents the locations
of the text to hide into the image so it is not possible to know the hidden text. That’s beside hiding a big
amount of data in the three levels of image red, green, and blue (RGB) and gray image where the text is
hidden at each level of the color image and gray image [13], [14].

2. RELATED WORKS

Literature that is related to the major interest of this work includes different studies in this field as
illustrated below: in the first paper, the authors devised a novel approach to hiding messages in lossless RGB
images. It presents an improved LSB image steganography method where each encoded message bit is
embedded in one of the three RGB channels (indicator/selector) on the basis of the most significant bit
(MSBs) of channels, with encoding being obtained based on the parity values of that selected channel. The
experimental results demonstrate that our method has primarily shown significant improvements in terms of
imperceptibility and robustness. Although the capacity is not very high, higher payload capacity has to be
sacrificed for higher imperceptibility. The essential contribution of this study is that decent number of secret
message bits is encoded into LSB positions effectively by altering comparatively a few numbers of cover
image bits and without direct involvement of any stego-keys. Our scheme is straightforward in generating
quality stego-image, and feasible for other steganographic fields such as audio/video steganography
[15]-[17].

A new technique for adopting a set of two-letter words was presented by Kukapalli et al. [11]. The
suggested method used zero width non-joiner (200C) and zero width joiner (200D) symbols. The proposed
method suggested providing data security by hiding bit information in a text file. This paper achieved many
aims such as perceptual transparency, hiding capacity and robustness. In addition to that, the hiding method
will not make any changes to the original script. Unicode uses two bytes in representing each non-printing
characters that lead to one of the cons of this method is the increase in file size [18], [19].

One of the new steganographic algorithm for hiding text files in images was proposed by Sharma
and Kumar [20]. Maximum compression ratio of 8 bits/pixel by an underlying compression algorithm was
applied. This paper concluded that there were no clear changes after conducted a proposed method on
different sizes of text files to be hidden on few images in addition to its efficient work on .bmp images. Based
on that they supposed that the proposed approach has good results in hiding text files in images [20].

The main goals of papers in this field is to suggest a significant steganography technique that is not
easy to break or discover by other parties. One of these techniques that is presented by Hussein et al. [21] is
an American standard code for information interchange (ASCII) mapping technique (AMT). In this
technique, the cover image will be matched with some bits of the text message and that will create an
encoding table. Saving the matched character parts and where it is located. This technique has increased its
security by changing the related flag from zero to one for matching locations. As a conclusion from testing
this system was this technique can be used for widespread applications on account of its effectivity and its
low cost [21]. One of another proposed technique that depended on ASCII mapping technology (AMT) that
is used for text steganography. The ability of the quantum logic technique of finding a valid embedding
position led to the use of it for increasing the security level. The using of AMT was used to generate stego-
text with minimum or zero degradation that was proved by using the Shannon entropy and correlation-
coefficient values [22].

An improved version of the predictive mean matching (PMM) method that is originally based on a
specific domain was introduced by Banerjee et al. [23]. Their paper consisted of some steps that is started by
converting the input message into a digital character format for the purpose of dealing with bit stream. The
second step was adapting a mathematical function with a 2-bit pair in order to the embedded process of pixels
in selecting and separating. The selection technique was the next step in this process and it is based on the
pixel intensity value and the pixel position on image. Mapping two bits from the secret message was adopted
S0 as to increase the pixel embedding. The values of intensity and previous pixel in addition to the number of
ones (in binary) present in that pixel were the basis for the embedded pixel. This work suggested besides the
embedding pixel selection method the concept of previous pixel intensity value.

Another contribution of systems that uses the image to hide secret data was presented by Alsarayreh
et al. [10]. One of the main findings of this work is that converting the image RGB decimal values and the
secret message/data to ASCII will produce exact matching between them. In this system the secret data is
generated randomly on the basis of matching the secret text and pixels, a key is generated to recover this
secret data. That will be performed with the same image’s pixel values in generating a random key-dependent
data (RKDD).
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The studies [24], [25] tried to present a simple and significant model for hiding a secret message in
an image. One of the important stages in this system was the calculation stage wherein the LSB of each pixel
was used to introduce the key and connective logical (CL) algorithm to conduct a new binary number of
secret messages that resulted a new binary number of secret messages. A new secret message will be
produced by calculating the LSB of each pixel by using of Negation, OR and XOR operators. The embedding
in the LSB of pixels will assist the new secret message.

3. RESEARCH METHOD

This suggested algorithm consists of the following steps: firstly, each character (8-bits) of the secret
message will be divided into two bits. The next step is searching for the two similar bits in each level of the
image RGB image and gray image) levels where each level has 256 gray scale that means we need one byte
for representing one pixel in gray image. The matching pixels that are connected to the secret messages’
characters will have a higher probability of finding. The final step is that these matched pixels will be sent to
the recipient in an isolated encrypted channel after saving it. The principals of the proposed algorithm is
composed of two parts, the first one is a preprocessing and the second one is hiding process.

3.1. Pre-processing

This process composed of two types, the first type represents the text manipulation, each character
from the message is converted into binary form, and then each 8 bit (represent one character) will be divided
into four sections each one contains 2 bits. The second type represents the image manipulation, when deal
with the color image (RGB), three levels (R level, G level and B level) will be taken in addition to using the
gray image for the same image. The next step is converting each level and gray image into binary form where
each pixel is represented in 8 bits of each level and gray image and then divide them into four sections, each
section contains 2 bits as illustrated in Figure 1.

o Step 1: Input Secret Messages
e Step 2: Convert the Secret Message and each level
of the RGB Image into binary form

o Step 3: Divide the Secret Message into four Section
each one have 2bits

e Step 4: Repeat Step 3 for each level of the RGB
image and Gray Image

Figure 1. Preprocessing algorithm

3.2. Hiding process

To hide the secret message that are converted into binary form, the first 2-bits section is taken from
the message and then the same 2-bits will be searched in the R level from the image and then saving the
location and position in the table for this 2-bits from R level (which represent the row and column of the R
level) and ignoring this location and position from the R level. After that the second section of 2-bits from the
message will be taken and the same 2-bits will be searched in the G level from the image and saved the
location and position in the table for this 2-bits from G level, also ignore this location and position from the
G level. The third section of 2-bits from the message will be taken then and searched the same 2-bits in the B
level of the image when finding the same 2-bits will save the location and position in the table and ignore this
location and position from the B level. The last section from the message last 2-bits will be searched in the
gray image and then saving the location and position in the table and ignore this location and position from
the gray image. Therefore, this technique will use two keys for hiding the secret message, the first key is a
RGB image and the second key is the gray image, the message will be saved in the table that are represented
as a location of the levels RGB for the image and the gray image, the Figure 2 illustrate this process.

4. RESULTS AND DISCUSSION

The proposed method was tested on various lengths of the text message, and the .bmp image color.
In the following paragraphs we will present the results as well as the discussion. The results are shown and
described in detail in the following paragraphs.
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e Step l: Input n of the sections that contain 2bits
from the secret message

e Step 2: Search in the R,G,B, levels, and Gray
image depends on the n

e Step 3: Save the Location and position in the Table
and ignore them from the image

e Step 4: If the number of sections (n) is greater than
4, End the process, increase the number of n, and
repeat all steps.

Figure 2. Hiding process algorithm

4.1. Results

The main goal of using color image is to benefit from the (RGB) levels where every level from these
levels will use the location of the pixel that will give the random distributed for the secret message in all
levels of the image. Table 1 illustrate how to save the locations for the secret message in the image levels,
when the input message is INPUT MESSAGE: "MATLAB program for hiding text in color image using
mapping technique™. After agreement between the sender and recipient where RGB image will be used as the
first key and the gray image represent the second key of the steganography system, then the Table 1 will be
sent to the recipient and then extract the secret message by detect the location (row and column) for each
level of RGB and gray image.

Table 1. The input letters along with their matches locations in the image
Char. Red Green Blue Gray
Row Column Position Row Column Position Row Column Position Row Column Position

m 1 2 3 1 1 4 1 1 1 1 3 3
a 1 3 3 1 2 3 1 10 4 1 6 4
t 1 5 4 1 3 1 1 3 3 1 1 4
| 1 11 4 1 5 2 1 2 1 1 5 4
a 1 14 4 1 6 3 1 11 4 1 7 4
b 1 20 3 1 7 3 1 13 3 1 2 3
p 1 1 4 1 8 3 1 14 3 1 10 4
r 1 28 3 1 4 1 1 15 4 1 14 4
0 1 32 3 1 9 1 1 17 4 1 8 3
g 1 33 2 1 13 3 1 4 1 1 4 1
r 1 34 2 1 14 3 1 6 4 1 9 1
a 1 37 4 1 10 1 1 22 4 1 11 4
m 1 38 3 1 15 3 1 24 4 1 17 4
h 2 32 3 1 91 3 1 55 4 1 60 3
n 2 33 2 1 92 3 1 54 1 1 59 3
i 2 38 4 1 93 3 1 57 3 1 70 4
q 2 42 3 1 33 1 1 109 4 1 74 4
u 2 45 4 1 35 1 1 94 4 1 75 3
e 2 48 4 1 94 3 1 97 4 1 77 4

4.2. Discussion

From the practical tests of the proposed technique and using different sizes of text, the proposed
system distributes the secret message and spread the bits of the secret message on the R level, G level, and B
level, which represent the first key of the hiding process, also using gray image as a second key of the hiding
process. The proposed system can hide a large size of a secret data, while the previous methods hide limited
size of secret data where these methods depend on the size of the image. The proposed method gives a high
distribution of the text and thus gives a high power of the hiding, which leads to difficulty of knowing the
hidden text. The restrictions to use this method, the hiding process needs more computations to find hidden
locations, and therefore it needs more time in order to hide the text.

5. CONCLUSION

Based on what have been achieved one can concludes the followings: firstly, the proposed technique
does not have effects on the original image because the image will be designed as a key of steganography
technique. Therefore, the image will be kept without any changes. Therefore, that can be considered as an
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important point of the Steganography for both of users and developers. Secondly, the AMT technique depend
on converting the secret message into a binary form and then distributing and spreading it over all levels of
RGB and gray image. In the matching process where 2 bits from the secret message matching with 2 bits
from the levels of the RGM image and gray image, the location of these 2bits will be saved in a table. This
table will represent the locations of the secret message on the RGB image and Gray image. This technique
will make the stego analysis very difficult to know the secret message. Thirdly, using two keys in the hiding
process that will increase the difficulty of knowing the secret message and finally, distributing and spreading
the secret message over all locations of the RGB and gray image will increase the difficulty of prediction the
secret message.
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