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 Hill Cipher is a reimbursement coding system that converts specific textual 

content codes into numbers and does no longer exchange the location of 

fixed symbols. The symbol modifications simplest in step with the English 

letter table inclusive of (26) characters handiest. An encoded Hill Cipher 

algorithm was used that multiplication the square matrix of the apparent text 

with a non-public key and then combined it with the Triple Pass Protocol 

method used to repeat the encryption three times without relying on a 

personal key. Also, you could decode the code and go back it to the express 

textual content. The cause of mixing algorithms is to cozy the message 

without any key change among the sender and the recipient. 
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1. INTRODUCTION 

The three pass protocol is a piece scheme that permits two people to exchange messages without 

replacing keys. Use of three-pass protocol scheme to not needed key trade manner. The method, that’s used, 

is referred to as Three-Pass Protocol. This protocol permits message transport technique without the key 

alternate. Therefore, the sending messages process can reach the receiver appropriately without worry of key 

leakage [1]-[4]. 

Three-pass protocol is a framework that lets in the sender to send encrypted messages to the 

recipient without need to distribute the sender's key to the receiver [5]. This system is referred to as Three-Pass 

Protocol due to the fact the sender and receiver perform three exchange stages to encrypt the message. The primary 

concept of three-pass protocol is that each party has a private encryption key and a personal decryption key. Each 

parties independently use the key to encrypt messages and to decrypt messages [6]-[9]. Triple pass protocol 

is a piece scheme that allows two humans to alternate messages without replacing keys [10]. 

Hill Cipher is likewise referred to as that the substitution ciphers system [11]-[14]. It is the systems 

that replace express text symbols with different symbols to attain the encrypted text and the locations of those 

symbols do not exchange, but as an alternative the symbols themselves are converting and represented the 

plain text of the letter matrix based on length of message of the same measurement and multiplication the 

plain text with security key the mod (26) due to the fact the letters in English is same (26) letters this method 

additionally referred to as linear transform [15]-[19]. The Hill Cipher makes use of the same algorithm for 

encryption and decryption however used safety key in encryption and inverse key to decryption. 

This paper is organize as follows: In segment 2, we gift triple pass protocol method. In section three, 

Hill Cipher text method supplied. In segment 4, TPP based on Hill Cipher algorithms. In section five, 

numerous examples were implemented to represent the TTP with Hill Cipher text. In the end, conclusions are 

supplied in phase 6. 

https://creativecommons.org/licenses/by-sa/4.0/
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2. THREE PASS PROTOCOL (TRIPLE PASS PROTOCOL) METHOD 

This technique is called the three-pass protocol due to the fact the sender and receiver exchange 

three encrypted messages. It turned into advanced by the scientist Adi Shamir circa 1980 [20]-[22], the flow 

chart of this technique as shown in Figure 1 [2]. This method is used to encrypt the message and ship it 

accurately without the need for any key so that each celebration has a private key to encrypt the message and 

a private key decrypt the message because of this the two events use their keys independently (but the 

protocol call for the sender and receiver to have two private keys for encrypting and decrypting messages). 

The systems of three pass protocol as shown in Figure 2 [1]. 

 

 

 
 

Figure 1. Flow chart of three pass protocol 

 

 

 
 

Figure 2. The system of triple pass protocol 

 

 

3. HILL CIPHER TEXT METHOD 

It's far the systems that replace express textual content symbols with different symbols to reap the 

encrypted textual content and the locations of those symbols do now not change, but instead the symbols 

themselves are converting. In her work, she is based on linear algebra, developed with the aid of Lester S Hill 

in 1929 [7], as shown in Figure 3. It is one of the compensatory era methods used to encode letters and 

convert them to numbers, as it depends on the table of English letters inclusive of (26) letters starting from 

letter A and ending with the letter Z, according to Table 1. 

Additionally in this method the secret key’s used within the coding system and is arranged in the 

form of a square matrix (range of rows=range of columns) and the mathematical equation is used (1). 
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𝐶 = 𝐾. 𝑃 𝑚𝑜𝑑 (26) (1) 

 

Inside the case of decryption, we take the inverse of the key [32]-[25] taking the final result from the 

coding process, and the use of the mathematical (2). 

 

𝑃 = 𝐾−1. 𝐶 𝑚𝑜𝑑 (26) (2) 

 

And extracting the plain text and then after that the numbers are changed with the aid of the letters 

in step with Table 2. 

 

 

 
 

Figure 3. Encryption and decryption of Hill Cipher  

 

 

Table 1. Convert letter to number 
A B C D E F G H I J K L M 

0 1 2 3 4 5 6 7 8 9 10 11 12 

N O P Q R S T U V W X Y Z 

13 14 15 16 17 18 19 20 21 22 23 24 25 

 

 

Table 2. Convert number to letter 
0 1 2 3 4 5 6 7 8 9 10 11 12 

A B C D E F G H I J K L M 
13 14 15 16 17 18 19 20 21 22 23 24 25 

N O P Q R S T U V W X Y Z 

 

 

4. TPP BASED ON HILL CIPHER ALGORITHMS 

 Constitute the plain text to square matrix (N*N). 

 Convert letter plain text matrix to number plain text matrix relied on the Table 1, use the square key. 

 Follow the encryption (1) to number plain text matrix and the use of Hill Cipher text. 

 Repeat step (3), to apply triple pass protocol (TTP) to discover the cipher text. 

 Convert Key to inverse Key. 

 Apply the Decryption (2), the use of the final result of cipher textual content with inverse textual content. 

 Repeat step (6), to apply triple pass protocol (TTP) to find the plain text. 

 Convert the number plain text matrix to letter plain text matrix depended on the Table 2, to find the 

original plain text. 

 

 

5. CASE STUDY 

Several examples have been carried out to symbolize the TTP with Hill Cipher text. The calculation 

system usage of the mixture of the two algorithms inside the three pass protocol scheme is as follows: For 

example, sender desires to encrypt plain text which with the aid of the usage of Hill Cipher. 

a. Example 1 

In this case, the plain text = (HELP) and the Key= [1 2; 0 3]:  

Constitute the plain text to square matrix (N*N), in which N=2. 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [
𝐻 𝐿
𝐸 𝑃

]  

 

Convert the plain text from the letter matrix to number matrix using Table 1. 
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𝑃 = [
𝐻 𝐿
𝐸 𝑃

] = [
7 11
4 15

]  

 

Key = [
1 2
0 3

]  

 

Encryption the plain text by using (1). 

 

𝐶1 = 𝐾. 𝑃 𝑚𝑜𝑑 26  

 

𝐶1 = [
1 2
0 3

] . [
7 11
4 15

]  𝑚𝑜𝑑 26  

 

𝐶1 = [
15 41
12 45

]  𝑚𝑜𝑑 26 = [
15 15
12 19

]. 

 

𝐶2 = 𝐾. 𝐶1 𝑚𝑜𝑑 26  

 

𝐶2 = [
1 2
0 3

] . [
15 15
12 19

]  𝑚𝑜𝑑 26  

 

𝐶2 = [
39 53
36 57

] 𝑚𝑜𝑑 26 = [
13 1
10 5

]   

 

𝐶3 = 𝐾. 𝐶2 𝑚𝑜𝑑 26  
 

𝐶3 = [
1 2
0 3

] . [
13 1
10 5

]  𝑚𝑜𝑑 26  

 

𝐶3 = [
33 11
30 15

] 𝑚𝑜𝑑 26 = [
7 11
4 15

]  

 

Decryption the cipher text to plain text by using key inverse and the 𝐶3 based on (2): 

 

𝐾𝑒𝑦−1 = [
1 8
0 9

]  

 

𝑃1 = 𝐾−1. 𝐶3 𝑚𝑜𝑑 26  

 

𝑃1 = [
1 8
0 9

] . [
7 11
4 15

] 𝑚𝑜𝑑 26  

 

𝑃1 = [
39 131
36 135

] 𝑚𝑜𝑑 26 = [
13 1
10 5

] . 

 

𝑃2 = 𝐾−1. 𝑃1 𝑚𝑜𝑑 26  

 

𝑃2 = [
1 8
0 9

] . [
13 1
10 5

] 𝑚𝑜𝑑 26  

 

𝑃2 = [
93 41
90 45

] 𝑚𝑜𝑑 26 = [
15 15
12 19

].  

 

𝑃3 = 𝐾−1. 𝑃2 𝑚𝑜𝑑 26  

 

𝑃3 = [
1 8
0 9

] . [
15 15
12 19

]  𝑚𝑜𝑑 26  

 

𝑃3 = [
111 167
108 171

] 𝑚𝑜𝑑 26 = [
7 11
4 15

] . 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑃3 = [
7 11
4 15

]  
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Convert the number matrix of plain text to letter matrix using Table 2:- 

 

𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥 = [
7 11
4 15

] = [
𝐻 𝐿
𝐸 𝑃

].  

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝐻𝐸𝐿𝑃  

 

b. Example 2 

In this case, the plain text = (I LOVE IRAQ) and the Key= [1 2 6; 0 3 5; 4 7 8]:  

Constitute the plain text to square matrix (N*N), in which N=3. 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [
𝐼 𝑉 𝑅
𝐿 𝐸 𝐴
𝑂 𝐼 𝑄

].  

 

Convert the plain text from the letter matrix to number matrix using Table 1. 

 

𝑃 = [
𝐼 𝑉 𝑅
𝐿 𝐸 𝐴
𝑂 𝐼 𝑄

] = [
8 21 17

11 4 0
14 8 16

]  

 

𝐾𝑒𝑦 = [
6 24 1

13 16 10
20 17 15

].  

 

Encryption the plain text by using (1). 

 

𝐶1 = 𝐾. 𝑃 𝑚𝑜𝑑 26  

 

𝐶1 = [
6 24 1

13 16 10
20 17 15

] . [
8 21 17

11 4 0
14 8 16

]  𝑚𝑜𝑑 26  

 

𝐶1 = [
326 230 118
420 417 381
557 608 580

] 𝑚𝑜𝑑 26 = [
14 22 14
4 1 17

11 10 8
]  

 

𝐶2 = 𝐾. 𝐶1 𝑚𝑜𝑑 26  

 

𝐶2 = [
6 24 1

13 16 10
20 17 15

] . [
14 22 14
4 1 17

11 10 8
]  𝑚𝑜𝑑 26  

 

𝐶2 = [
191 166 500
356 402 534
513 607 689

] 𝑚𝑜𝑑 26 = [
9 10 6

18 12 14
19 9 13

]   

 

𝐶3 = 𝐾. 𝐶2 𝑚𝑜𝑑 26  

 

𝐶3 = [
6 24 1

13 16 10
20 17 15

] . [
9 10 6

18 12 14
19 9 13

]  𝑚𝑜𝑑 26  

 

𝐶3 = [
505 357 385
595 412 432
771 539 553

] 𝑚𝑜𝑑 26 = [
11 19 21
23 22 16
17 19 7

] .  

 

Decryption the cipher text to plain text by using key inverse and the 𝐶3 based on (2):- 

 

𝐾𝑒𝑦−1 = [
8 5 10

21 8 21
21 12 8

]  

 

𝑃1 = 𝐾−1. 𝐶3 𝑚𝑜𝑑 26  
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𝑃1 = [
8 5 10

21 8 21
21 12 8

] . [
11 19 21
23 22 16
17 19 7

] 𝑚𝑜𝑑 26  

 

𝑃1 = [
373 452 318
772 974 716
643 815 689

] 𝑚𝑜𝑑 26 = [
9 10 6

18 12 14
19 9 13

].   

 

𝑃2 = 𝐾−1. 𝑃1 𝑚𝑜𝑑 26  

 

𝑃2 = [
8 5 10

21 8 21
21 12 8

] . [
9 10 6

18 12 14
19 9 13

] 𝑚𝑜𝑑 26  

 

𝑃2 = [
352 230 248
732 495 511
557 426 398

] 𝑚𝑜𝑑 26 = [
14 22 14
4 1 17

11 10 8
] .  

 

𝑃3 = 𝐾−1. 𝑃2 𝑚𝑜𝑑 26  

 

𝑃3 = [
8 5 10

21 8 21
21 12 8

] . [
14 22 14
4 1 17

11 10 8
]  𝑚𝑜𝑑 26  

 

𝑃3 = [
242 281 277
557 680 598
430 554 562

] 𝑚𝑜𝑑 26 = [
8 21 17

11 4 0
14 8 16

]  . 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑃3 = [
8 21 17

11 4 0
14 8 16

]  

 

Convert the number matrix of plain text to letter matrix using Table 2:- 

 

𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥 = [
8 21 17

11 4 0
14 8 16

] = [
𝐼 𝑉 𝑅
𝐿 𝐸 𝐴
𝑂 𝐼 𝑄

].  

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 =I LOVE IRAQ 

 

c. Example 3 

In this case, the plain text = (SOFTWARE COMPUTER) and the Key = [3 5 7 2; 1 4 7 2; 6 3 9 17; 13 5 

4 16]: Constitute the plain text to square matrix (N*N), in which N=4. 
 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [

𝑆 𝑊
𝑂 𝐴

𝐶 𝑈
𝑂 𝑇

𝐹 𝑅
𝑇 𝐸

𝑀 𝐸
𝑃 𝑅

].   

 

Convert the plain text from the letter matrix to number matrix using Table 1. 

 

𝑃 = [

𝑆 𝑊
𝑂 𝐴

𝐶 𝑈
𝑂 𝑇

𝐹 𝑅
𝑇 𝐸

𝑀 𝐸
𝑃 𝑅

] = [

18 22
14 0

2 20
14 19

5 17
19 4

12 4
15 17

]  

 

𝐾𝑒𝑦 = [

3 5
1 4

7 2
7 2

6 3
13 5

9 17
4 16

]  

 

Encryption the plain text by using (1). 
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𝐶1 = 𝐾. 𝑃 𝑚𝑜𝑑 26  
 

𝐶1 = [

3 5
1 4

7 2
7 2

6 3
13 5

9 17
4 16

] . [

18 22
14 0

2 20
14 19

5 17
19 4

12 4
15 17

]  𝑚𝑜𝑑 26  

 

𝐶1 = [

197 193
147 149

190 217
172 158

518 353
628 418

417 502
384 643

] 𝑚𝑜𝑑 26 = [

15 11
17 19

8 9
16 2

24 15
4 2

1 8
20 19

] . 

 

𝐶2 = 𝐾. 𝐶1 𝑚𝑜𝑑 26  

 

𝐶2 = [

3 5
1 4

7 2
7 2

6 3
13 5

9 17
4 16

] . [

15 11
17 19

8 9
16 2

24 15
4 2

1 8
20 19

]  𝑚𝑜𝑑 26  

 

𝐶2 = [

306 237
259 196

151 131
119 111

425 292
440 330

445 455
508 463

] 𝑚𝑜𝑑 26 = [

20 3
25 14

21 1
15 7

9 6
24 18

3 13
14 21

]   

 

𝐶3 = 𝐾. 𝐶2 𝑚𝑜𝑑 26  

 

𝐶3 = [

3 5
1 4

7 2
7 2

6 3
13 5

9 17
4 16

] . [

20 3
25 14

21 1
15 7

9 6
24 18

3 13
14 21

]  𝑚𝑜𝑑 26  

 

𝐶3 = [

296 157
231 137

187 171
130 162

684 420
805 421

436 501
584 436

] 𝑚𝑜𝑑 26 = [

10 1
23 7

5 15
0 6

8 4
25 5

20 7
12 20

]   

 

Decryption the cipher text to plain text by using key inverse and the 𝐶3 based on (2):- 

 

𝐾𝑒𝑦−1 = [

15 21
23 9

0 15
0 22

15 16
24 7

18 3
15 3

]  

 

𝑃1 = 𝐾−1. 𝐶3 𝑚𝑜𝑑 26  

 

𝑃1 = [

15 21
23 9

0 15
0 22

15 16
24 7

18 3
15 3

] . [

10 1
23 7

5 15
0 6

8 4
25 5

20 7
12 20

]  𝑚𝑜𝑑 26  

 

𝑃1 = [

1008 237
987 196

255 651
379 839

737 214
596 148

471 507
456 567

] 𝑚𝑜𝑑 26 = [

20 3
25 14

21 1
15 7

9 6
24 18

3 13
14 21

] . 

 

𝑃2 = 𝐾−1. 𝑃1 𝑚𝑜𝑑 26  

 

𝑃2 = [

15 21
23 9

0 15
0 22

15 16
24 7

18 3
15 3

] . [

20 3
25 14

21 1
15 7

9 6
24 18

3 13
14 21

]  𝑚𝑜𝑑 26  
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𝑃2 = [

1185 609
1213 591

840 477
926 548

934 431
862 314

651 424
696 331

] 𝑚𝑜𝑑 26 = [

15 11
17 19

8 9
16 2

24 15
4 2

1 8
20 19

] . 

 

𝑃3 = 𝐾−1. 𝑃2 𝑚𝑜𝑑 26  

 

𝑃3 = [

15 21
23 9

0 15
0 22

15 16
24 7

18 3
15 3

] . [

15 11
17 19

8 9
16 2

24 15
4 2

1 8
20 19

]  𝑚𝑜𝑑 26  

 

𝑃3 = [

642 594
586 468

756 462
768 643

941 745
851 628

454 368
379 407

] 𝑚𝑜𝑑 26 = [

18 22
14 0

2 20
14 19

5 17
19 4

12 4
15 17

] . 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑃3 = [

18 22
14 0

2 20
14 19

5 17
19 4

12 4
15 17

]  

 

Convert the number matrix of plain text to letter matrix using Table 2:- 

 

𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥 = [

18 22
14 0

2 20
14 19

5 17
19 4

12 4
15 17

] = [

𝑆 𝑊
𝑂 𝐴

𝐶 𝑈
𝑂 𝑇

𝐹 𝑅
𝑇 𝐸

𝑀 𝐸
𝑃 𝑅

].  

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑆𝑂𝐹𝑇𝑊𝐴𝑅𝐸 𝐶𝑂𝑀𝑃𝑈𝑇𝐸𝑅. 

 

 

6. CONCLUSION  

In this paper, we reviewed a different methods used Hill Cipher method with triple pass protocol 

method (TTP). The Hill Cipher Technical use a personal key in encryption and the inverse same key when 

used decryption. In three pass protocol any key no exchange for encryption and decryption. Apply the Hill 

Cipher algorithms depended on three pass protocol period (three times). We discussed security for the 

message sender and receiver in many cases. Finally, the result of the paper description this systems and 

implementation of algorithms and provides some assistance in improving encryption and decryption process 

to ensure network safety. 
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