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To have totally independent systems that offer a sufficient security scheme
has become a necessity in Colombia, this because of the proliferation of loT
type systems and similar; In general, it is required to make stand-alone
systems totally independent and distributed to offer users a solution to this
need, this work offers the analysis and comparison of two security schemes
type digital signature and/or hardware security module (HSM) and its
variations, made on embedded platforms type microcontroller software,
which shows the strategy to provide information protection, In addition, it is
analyzed how each implementation was executed, in which devices and
metrics of interest, in the first application the cryptography schemes were
made using a deep programming that describes the algorithms in C++
language and in the second implementation the use of the dedicated hardware
that the embedded platform type microcontroller had is detailed; In both
cases, solutions with an acceptable throughput were generated, allowing to

obtain comparable solutions and the same style as those made in a PC or
similar hardware. On the other hand, an exhaustive review of this type of
solutions in the country-region was made, in order to have a reference as to
the possible use of this type of applications.
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1. INTRODUCTION

The way to encrypt data has evolved due to the great technological boom and the various ways to
exchange information that we have today, usually the operation of the infrastructure that exists to ensure
the authenticity, integrity and confidentiality of information [1] has been facilitated due to the development
of applications created by software. Today, with the growth of independent device features such as
microcontrollers, development cards, FPGAS [2, 3] or any device with Linux embedded, cryptography tasks
can be decentralized and therefore provide security to any required information without the use of PC-type
devices, smart phones or similar. This points to the built-in security using low cost and low power
consumption devices, which are programmed in different languages and programming levels [4, 5], which
allow to decide if the algorithm can be performed in software or hardware, when cryptography requires
simple but massive transformations, this decision is convenient to analyze due to the increasing demand of
using electronic means where information is exchanged [6].

Over time, hardware security modules, which are cryptographic hardware devices [7], have been
developed. They are described as a hardware and software component that is usually added to a PC or server
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and provides the least amount of cryptographic work involving encryption and decryption. In Colombia,
the regulations established by the superintendence of finance [8] for hardware-based information security
include the requirement imposed in numeral 8.2.1.29, which requires the implementation of hardware
cryptographic devices with strong encryption algorithms, provided that there is some exchange of data
between clients and service providers by any computer medium or the Internet. Despite the fact that
the use of electronic commerce in the country has not reached a high level of implementation, with Law 527,
Article 2(c), the definition of digital signatures is one of the most widely used applications at
the cryptographic level [9], biometric data, passwords or private cryptographic keys are part of the definition
of electronic signatures found in Decree 1074 of 2015 [10], as long as these keys are reliable, and through
technological neutrality these advances have the same validity as an autograph signature. As a result, it was
decided to improve cryptographic applications in order to optimize processes and strengthen data security,
since little is known about the Colombian work on implementing hardware keys or security modules based
on the hight algorithm, which at a low cost and with low energy consumption meet the requirements for
information protection.

In the country, the existing technological infrastructures of security are really incomplete,
in addition the implementation is made thanks to software and hardware mostly foreign and with few
standards for the information both for the government and for the citizens; additional the few policies for
the effective protection of databases makes the national security to be at risk. Considering the above, it is
evident that the country does not have enough developments of complete cryptographic applications and that
implementations are based on complex codes and not very new techniques that make it unnecessary for
companies to use them. This is why hardware-based cryptography will be presented as a technological
advance in the interaction between the main means of connection and communication in Colombian society,
creating awareness of the use of this technology to resolve the level of security, authenticity and reliability
support achieved in Colombia, which reaches 74% at the business level [11].

In this document we compare two methods implemented by Colombian students where integrated
systems [12, 13] such as MBED and PSOC are used due to their structure, which facilitates programming in
C++ code, cost and precision; In addition to the fact that these devices have specific characteristics in terms
of response time and development, there are related methodologies and the implementation of encryption,
one more compound than the other, emphasizing the most feasible way to encrypt a key [14, 15] and the most
practical procedure to do it, either through a Hight algorithm or through a 32-bit system [16] with a hash
algorithm, this because it seeks good performance and accuracy in the generation of strong encryption codes.
The devices have programmable user interfaces that have allowed progress in the encryption technique by
reducing code creation and algorithm collection, as these devices have adapted certain features that simplify
this activity. This manuscript shows projects in Colombia that consequently contribute in an academic way
with implementations of this type, based on the little projection that this type of technology has in the country
and that as a result looks for the way to be able to incorporate technology that supports these needs and at
the same time are newer techniques for future developments.

2. PRELIMINARY CONCEPTS

In recent years the need has arisen to create stand-alone applications using devices and mechanisms
that allow the execution of algorithms and cryptographic applications with acceptable performance, low cost
and power consumption, using the minimum possible memory, the procedure of encryption does not change
as shown in Figure 1, which seeks to optimize the process and make it more reliable.

The projects of this type are limited and makes deepen the applications of light cryptography applied
to information security problems, in the first instance was made a hardware key application that uses as
a basis the hight algorithm which is one of the lightweigh algorithms with better performance, all this was
done in a microcontroller in standard C++ code, which is easily portable to any device of similar
characteristics and that supports this programming language and thus is able to make a totally independent
stand-alone application that has the ability to perform cryptographic functions and then implement an HSM
that meets the needs of embedded applications today.

First of all, it is necessary to work with private key cryptography algorithms, such as the Diffie-
Hellman algorithm [17], which allows two parties who know each other to jointly establish a shared secret
key on an insecure communication channel. Since the modular operations required in key exchange are
a challenge for machines with low memory, an algorithm applying Fermat's theorem was developed to
reduce the amount of operations required when performing operations with modular arithmetic. A solution
was also implemented to generate pseudo-random number sequences, using a simple linear feedback shift
register (LFSR), to point to an array of cells, which are given a non-linear operation by the XOR operation,
to calculate the seed with which each of the keys, both private and public, is generated.
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Figure 1. Cryptographic process

The support platforms that were taken into consideration for the project implementation and
the implementation of the hight algorithm had to fully comply with the following characteristics:
architecture, price, programming language, memory, device speed and ease of acquisition as the Microchip
PIC16F/PIC18F/PIC24FJ/PIC32 microcontrollers that are the most used in the country for its easy access
[18]; the multiprocessor PROPELLER whose architecture is based on eight processors of 32 bits each and
share both output and resource pins [19]; the platform of Texas Instruments that has a family of strong
microcontrollers with respect to handling and power consumption (MSP430) and also has under its
possession the ARM core license; Cypress Semiconductors company that has the ability to have
reconfigurable analog and digital blocks ideal for working with mixed signals and finally Free Scale that has
the programming protocol type SDA which allows it to be detected as a mass storage device. This last one
was the final choice, the FRDM-KL252Z device that due to the cost/memory/speed ratio is appropriate for
minimalist applications, it works with C/C++ language which allows migrating its code to other platforms in
an easy way and also the programming of this device is free and open source [18].

The digital signature allows to verify the veracity and authenticity of the origin of certain
information [16], uses a combination of public key algorithms, along with asymmetric algorithms, to ensure
the veracity of the keys, currently is one of the most used information encryption process, along with
the methods mentioned above, uses the benefits of cryptographic functions Hash, as they are algorithms that
transform any arbitrary block of data into a new series of characters with a fixed length, with unique
characteristics that identify the information to which it was made the digest. It is used to ensure data integrity
and authenticity, while storing and authenticating the SHA-256 algorithm [20], which is combined with
the RSA asymmetric encryption algorithm to sign and validate the data.

3. IMPLEMENTATION METHODS
It describes step by step how each implementation was done on the devices:

3.1. Method A: Hardware security module (HSM) on microcontroller based on the hight algorithm
For the design of the security module, initially a study of the blocks that compose it was carried out,
since the hight algorithm is a block cipher algorithm [21], for this reason, it is necessary that both parties
know the main key to achieve the encryption and decryption process. Given that an HSM key has
the objective of guaranteeing the security of information, it will have to ensure the knowledge of private
keys, using applied mathematical properties that make it difficult to break the security scheme or make
the tasks necessary to violate the information computationally impossible, the use of the Diffie-Hellman
algorithm, meets the requirements to solve the problem of private key protection in the parties involved.

Int J Elec & Comp Eng, Vol. 11, No. 1, February 2021 : 508 - 517



Int J Elec & Comp Eng ISSN: 2088-8708 a 511

For the implementation phase the project was developed as follows Figure 2: choice of hardware
device, implementation of hight encryption algorithm, implementation of hight decryption algorithm,
creation of hight algorithm test interface, standard vector testing with hight algorithm, measurement of
metrics on the two selected hight algorithm MBED devices, implementation of algorithms for secure key
exchange for encryption/decryption, creation of test interface of the exchange algorithm, testing of key
exchange algorithm, integration of exchange algorithm and hight algorithm, creation of HSM end interface,
and measurement of end device metrics [18].
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Figure 2. Flowchart for implementation

For the implementation of the algorithm in C++ code, this was done in a standard way, so its
migration to other devices did not require executing big changes in the programming, two MBED devices
were used: FRDM-KL25Z and NUCLEO-F446RE taking into account specifications, mathematical
operations and the characteristics of the hardware device used, the encryption and decryption process were
the main blocks. Figure 3 shows the cipher scheme of the High algorithm. Starting with the plain text
(64 bits) and the key (128 bits), the Key Schedule function is in charge of generating the Whitening Key used
in the initial and final transformation [19]. Then the initial transformation is performed, using the first 4
Whitening Keys generated previously and performing XOR operations and modular addition with the plain
text. The last step of the encryption process is the final transformation, this function uses the latest Whitening
Key, and the 8-byte text generated and performs XOR and modular addiction operations easily implemented
in C language, the result of this process is a 64-bit (8 bytes) text called cipher text. While for the decryption
block, the following was done:

a. The Key Schedule process is performed exactly as in the encryption process.

b. The final transformation is applied first and finally the initial transformation, after the 32 rounds
the initial one is applied.

c. Inthe opposite direction, the XOR operation is kept the same, although the modular addition is changed
by modular subtraction, in C language it is only changing the + sign by -.

Hardware based cryptography: technological advances for applications in ... (Edwar Jacinto Gomez)



512 a

ISSN: 2088-8708

Primary key

LB R EEEERE SRS

/

L AR B

\

WKo, WK1, WK2, WK3

5KD, 5K1, 5Kz, 5K3

Plain Text

[ Initial transformation ]

I

KEY SCHEDULE

5K124, 5K125, 5K126, SK127

» Round 1

RN

T

Round 32

WK4, WKS, WK6, WK7

N

s \

AR RN

Primary key

L

final transformation

T

encrypted text

Figure 3. Block diagrams of the cipher

For the graphic development, an interface between the hardware device and the PC through which
the user enters the plain text and the secret key, the program created in Matlab sends the data to the MBED
device to carry out the encryption process and this returns the encrypted text to the interface. The interface is
shown in Figure 4. The tests carried out consisted in taking 4 vectors, each one with a 64-bit plain text and
a 128-bit key, and the result of encrypting the proposed vectors with the encryption implemented in this
project through the interface created was evident. Also at the time of testing the Diffie-Hellman algorithm it
was decided to take the number 2 as the generator number because the calculation of powers with this base is
facilitated in C++ programming, limiting it to a bit shift to the left and a standard prime number [22].

El resultado es

Implementacion del algoritmo HIGHT

Universidad Distrital Francisco José de Caldas

Cifrar

Descifrar

Figure 4. Graphical interface
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3.2. Method B: A digital signature in an embedded 32-bit system

The security scheme of the digital signature is shown in Figure 5, where to generate it a plain text is
received, then the Hash algorithm is used to make the summary of the information, and then RSA is used to
complete the process of signing the information, when this process is completed the signature is decrypted in
the same way using the RSA public key [23], a comparison of the stored message and the summary of
the decrypted message is made, if the hash values coincide the validation can be concluded, otherwise
the message cannot be authenticated.

Hash function
SHA-256 l

» message summary

Mot
Generate digital Compare summary of Do the Hash Couldn't authenticate
signature using private stored message with ~ ——» values message
key (RSA 2048-Bits) summary of decrypted match?
message.

Decrypt digital signature
using the public key (RSA eull validation
2048-Bits) Decrypted message

Figure 5. Block diagram for the digital signature

To calculate the SHA-256 compression function, the calculation is divided in two:

a. Pre-processing of original messages: Involves message stuffing and message scaling for round
calculation. Stuffing means adding bits according to some rules until the total length is a 512-bit integer.
Then every 512-bit will be expanded to 64*32 bits for SHA-256 round computing.

b. Then, a digest is done using the dedicated hardware within the embedded platform, in this case
the SHA-2 which is a hardware module within the architecture of the PSOC-6 microcontroller, all this is
done in a client-server architecture, besides the hardware dedicated to cryptographic tasks this device
has two cores a Cortex M0 and a M4, with the possibility of generating independent processing threads.
The Cypress IDE allows the use of specialized cryptography libraries, for this application
the "cy crypto.h" and "cy _crypto_server.h" were used, which allow to instantiate the Hash using
the dedicated hardware.

c. Then the signature process is completed, generating the keys with the RSA algorithm under the PKCS
standard since it can basically be divided into 4 parts: key generation, encryption, decryption and digital
signature. The private key is used to generate the signature and the public key for the respective
validation.

Finally, a verification scheme of the application where the message is entered was made, the main
function of the program is created that will allow to define if the message is read or not, in case the message
is read, the cryptographic block is initialized, the hash is calculated, by means of the Cy_Crypto_Sha_Run()
function, and it has to be filled in as follows: message read declared as 32-bit integer, message size that
by default cannot exceed 100 characters but can be modified, and hash function that will transform
the arbitrary block of data into a new fixed-length string [16]. Figure 6 shows one of the tests performed with
a Telnet tool, where the hash performed by the microcontroller is verified. Understanding the previous
process, the signature is created in PSOC6, where two additional software’s are used Open SSL and
Python 2.7 or 3; these to execute a script that generates in the keys generated directory the keys [24].
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Figure 6. Digest tests performed by the microcontroller shown on a telnet

4. RESULTS AND DISCUSSIONS
4.1. Method A: Hardware safety module (HSM) on microcontroller based on the hight algorithm

The tests carried out consisted in taking 4 vectors, each with a 64-bit plain text and a 128-bit key.
The result of encrypting the proposed vectors with the encryption implemented in this project through
the interface created was evident as it generates greater understanding to the end user. To optimize the code,
at the time of testing the Diffie-Hellman algorithm, it was decided to take the number 2 as the generator
number because the calculation of powers with this base is facilitated in the programming of C ++, limiting it
a little to the left shift and a standard prime number.

When comparing the results, it was discovered that, since the Hight algorithm is optimized for 8-bit
integration, certain modifications affecting a higher use of memory resources are required to implement them
in 32-bit integrated platforms. However, there are 274x improvements in encryption time and 234x
improvements in decryption with the deployment on a card and development platform with extensive and
more developed features such as MBED Nucleo-F446RE [18].

The implementation of the HSM module required an extensive study on block ciphers,
bit-level operations, key features, discrete logarithms, modular exponentiation, among others. In addition to
this, all operations and functions were designed and oriented for the execution of a computer in both
hardware and software, thus ensuring the viability of the computer and the efficient use of limited resources
such as memory and response time.

4.2. Method B: A digital signature in one system 32-bit embedded

For the implementation of this system it was mainly considered as protecting the keys. The public
key is secured either by a method to validate the source of the key, or by using an internal validation with
a non-modifiable key that is stored in memory [25]. Finally, after the execution of the code, the response time
of the embedded system is analyzed. In the case of PSOC, an internal controller is used that can measure
the functions created in the whole structure of the code, with the measurement of these functions the times of
the functional blocks are calculated. In this implementation problems were found for the generation and
exchange of the files that contained the large prime numbers, generated by the PKCS libraries made by
the chip manufacturer, it was decided to export the generated file and import it again through the h-header
(header file) that handles the PSOC development card in order to reduce memory and execution time for
the code.

In the course of the implementation of the two algorithms, it was difficult to create the hardware key
since it was necessary to have a great previous knowledge about codes and cryptographic applications to be
able to generate the mathematical operations until obtaining the RSA algorithm. To facilitate the writing of
this algorithm, it was decided to use the implementation bases in binary multiplication with vectors that
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would reduce the great generation of code, creating a standard function that would perform multiplications
and algorithms with 1024-bit numbers.

It is important to note that during the development process were not visible implementations or
research known about the use of algorithms type hight in hardware security modules (HSM), which makes
this a unique research because each of the projects handled information and processes generated by functions
in standard C++ programming language, chosen to be adaptable and easy to optimize the hardware, these
features make the projects mentioned can be reused in future work, as well as the knowledge gained will
make the time spent on these drastically decrease and at the same time encourage research on the subject.

5. CONCLUSION

This paper shows cryptography from another point of view, using dedicated hardware devices,
in security schemes adapted to stand-alone systems, which allows protection to be given to a number of
possible applications that can be used at many levels such as 10T, HSM applications, sensor networks or
any other application that does not require a PC to process the information generated by the processes.
In the analysis of the two works exposed, it is observed that in the method a: a software embedded system
type microcontroller was used; In addition to a Hight cryptographic algorithm, which, being a lightweight
algorithm using simple operations, higher performance, low cost and power consumption, a migration from
an 8-bit platform to two 32-bit platforms was performed, a Cortex MO in which a throughput of 38.1 Kbytes
per second (Kbps/s) was achieved and in a Cortex M4 a throughput of 222 kbytes per second (Kbps/s) was
achieved by performing all the High algorithm and only using 63% of the RAM of the MO device and 6% of
the program memory.

In method b: the PKCS-1 standard is met, which has as standard the implementation of a complete
digital signature, this type of implementations are common in applications with PC's, but to make an
application of this style in a 32 bits hardware of only a few tens of dollars, makes the system practical and
totally stand-alone, since it does not require any additional device; uses Hash functions and the RSA
algorithm (which is computationally complex), has a response time of 3.42 seconds, with only a 25Mhz
system clock, but the most important thing is that in the consumption parameters a very efficient amount
was observed, using 1.3% RAM and 0.2% ROM, since for each of the cryptographic functions
the microcontroller has a dedicated hardware with specific memory and resources.

The realization of two totally stand-alone cryptography algorithms, without the need for additional
hardware, makes hardware based on cryptography can be used in a number of applications with similar
performance to solutions of the same type using PC's; which allows this type of project to be increasingly
common in the country, Colombia.
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