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1. INTRODUCTION

Cryptography is a strategy for putting away and transmitting information in a verified structure with
the goal that lone proposed client can peruse and process it [1]. It includes encryption and decoding of
messages.Encryption is the way toward changing over plain information into cipher text and decoding is the
way toward getting back the first message from the encoded content. There are many uses for Cryptography
such like: protect e-mail information, credit card information. Indeed it provides confidentiality,
authentication, Integrity and non-repudiation [2].

Elliptic curves are arithmeticcurves which have been studied by numerous mathematicians for quite
a while [3]. One of its most important applications appeared in 1985, where Neal [4] and Miller [5]
independently proposed the public key cryptosystems based on elliptic curve they named elliptic curve
cryptosystem (ECC). From that point forward, numerous scientists have gone through years concentrating the
quality of ECC and improving procedures for its execution. In ECC a 160-bit key provides the same security
as compared to the traditional cryptosystem RSA [6] with a 1024-bit key, in this way it can reduced
computational cost or processing cost [7]. The security of ECC depends on the difficulty of solving elliptic
curve discrete logarithm problem (ECDLP) [8].

Digital images are an appealing information type that offers a far reaching scope of utilization. Any
clients are keen on actualizing content security strategies to their pictures [9]. Recently, many image
encryption techniques have been proposed to verify interactive media data before transmission over insecure
channels such like [10, 11]. Elliptic curve cryptosystem is a superior strategy to transmit the picture safely [12].

The matrix that appears to have an endless interest for mathematicians, is symmetric and definite, it

is The Hilbert matrix, with (i,j) element (i+j1—1)' It is too special matrix that is because symmetric positive
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definite and totally positive [13]. For the purposes of the work in this study, we will use this matrix for a
specific modulo, so no denominator will appear in any element of this matrix.

The security of images is exceptional compelling in this paper. Indeed new image encryption
techniques have been proposed in this paper to combine ECC with Hilbert matrix. The new approaches use ECC
to generate the private and public keys, and then both sender and receiver have the ability to produce the
secret key with no need to share it through the internet or unsecured communication channel. One of the most
important things that these technologies will focus on is that the matrices must be invertible. So, if the key
matrix is not invertible, the decryption process cannot be done, and the receiver cannot get the original data.

Many researchrs were working on this subject such like Singh [14], in 2015 used image encryption
using elliptic curve cryptography. They implement the elliptic curve cryptography to encrypt, decrypt and
digitally sign the cipher image to provide authenticity and integrity. Ahmed [15], in 2013 used a hybrid
chaotic system and cyclic elliptic curve for image encryption. The new scheme generates an initial key stream
based on chaotic system and an external secret key of 256-bit in a feedback manner. Then, the generated key
stream are mixed with key sequences derived from the cyclic elliptic curve points. Thorough encryption
performance and security analysis ascertains efficacy of the proposed encryption scheme. Nagaraj [16] they
propose in 2015 a new encryption technique using elliptic curve cryptography with a magic matrix operations
for securing images that transmits over a public unsecured channel. There are two most important groups of
image encryption algorithms: some are non chaos-based selective methods and chaos- based selective
methods. The majority of these algorithms is planned for a specific image format, compressed or
uncompressed.

2. ELLIPTIC CURVE FUNCTION
Elliptic curve cryptosystem (ECC) it is a reasonable encryption strategy to be utilized in for
example: embedded systems and mobile devices, that is because it can provide high security with smaller key

size and fewer computations with less memory usage and lower power consumptions [17].

—  Definition: An elliptic curve E over a prime field F, is defined by E,(a, b): y* = x* 4+ ax + b modp,
where p >3, a,b € F, and satisfy the condition 4a® + 27b*modp # 0. The elliptic curve group
E(E,) consists of all points (x, y) that satisfy the elliptic curve E,(a, b) and the point at the infinity O,
[18, 19].

—  Elliptic curve operations: The primary operations related to elliptic curve function is the elliptic curve
scalar multiplication which is the main operation on the elliptic curve that consumes more time in
encryption and decryption operations. Two operations are involved in calculating the elliptic curve
scalar multiplication, they are point addition and point doubling [20].

—  Point addition: Suppose P, = (x1,y;) and P, = (x,,y,), where P; # P,, are two points lie on an elliptic
curve E,(a,b). Adding the two points P; and P,giving a third pointP; = (x3,y3), as x3 =

(sz — X1 — X, ) modp, y; = (s(x; —x3) —y;)) modp and s = % modp. P; should lie on the
o

1
same curve E,(a, b).
—  Point doubling: Suppose P = (x;,¥;)is a point on an elliptic curve E,(a,b), the point R = 2P =
(x3,v,) that results from doubling the point P as x, = (s? — 2x;) modp, y, = (s(x; — x3) — y1))
3x2+a
2y1
- Elliptic curve scalar multiplication: Let Pbe any point on the elliptic curve E,(a,b). Elliptic curve
scalar multiplication operation over Pis defined by the repeated addition

modp and s = modp. Ris also point on an elliptic curve E,(a, b).

kP=P+P+--+P.

ktimes

3. HILBERT MATRIX
Hilbert [21] in 1894 presented a square matrix with entries being the unit fractions. That is mean

each element of this matrix say hy; will be written as m+1 David Hilbert named this type of matrices as
Hilbert Matrix. For the purposes of the work in this study, we will use n x n-Hilbert matrix with for modulo

2n — 1, so no denominator will appear in any element of this matrix. So by computing the inverse of each
denominator modulo (i + j — 1) to create a new Hilbert matrix. For example, 4 x 4 — Hilbert matrix:
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can be exchange to 4 x 4-Hilbert matrix modulo 7, as

DR WIRN[R =
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Involved Hilbert matrix with cryptography is new subject duscude recently by Roopaei [22]. In this
work, we will try to use this matrix to high level of security to encrypte images. Indeed, there are another
types of invertible matrix [23, 24] can be subject to future studies.

4. MATERIALS AND METHODS
4.1. Proposed algorithms

Hybrid the ECC and Hilbert matrix is approach to encrypt the image is a technique has been
introduced in this section in two cases. These techniques increase the security and make the system more
efficient, also it speeds up the decryption computations since it does not need the computation of the key
matrix inverse for the first case.

Suppose the sender (User A) wants to send an image M to the other party (User B) using this
technique over an insecure channel. Firstly, they should agree on the elliptic curve E,(a,b) and share the
domain parameters {a, b, p, G}, where G is the generator point. Then each party needs to choose randomly his
private key from the interval [1,p — 1]; n, for User A and ng for User B, and generates his public key as
P,=n, - G and Pg=ng - G. Each user multiplies his private key by the public key of the other user to get the
initial key as:

K=ns-Pg=ng-Pa=n, ng-G=(xy)
then computes;

K =xG = (ky1,ky2)

Ks =y.G = (ka1 kz2)

The next step is generating the secret key matrix K, by sender and receiver. The inverse of the key
matrix does not always exist. So, if the key matrix is not invertible, the recipient cannot decrypt the encrypted
data. To solve this problem, the self invertible key matrix [25] will be generated, and the same key will be
used for encryption and decryption and no need to find the inverse key matrix in the first case. But the second
case, we need compute inverse for the key matrix.

The first case and the second case will be implemented on grayscale images. The image will be
divided into blocks of size four pixel values. So, each party produces the 4x4 key matrix K., where K., be a
self invertible matrix partitioned as four square matrices: K,,K;,,K;; and K,,. So, we can rewrite K, as

Kll KlZ kll k12
K21 K22 k21 k22
K, =1—K;q, Ky; =1+ K5, Kyy + Ky, = 0, where 1 is the identity matrix.

]. Now, if we consider K;; = ] we can calculate the others square matrices as:

4.2. First case

. . . k k .
In this case generating K, will be as follows: Suppose that K, = [kll k“] + H,y,, Where H is
21 22
Hilbert matrix with dimension 2 x 2. So, if we consider K, = Kll K“] be a self invertible matrix, then
21 22

other partitions of the secret matrix key K,is obtained by solving K,, =1—-K;;, K;; =1 +K;q, Ki; +
K,, = 0, where I is the identity matrix. Now, separate the image pixel values into blocks of size four, each
block will be converted to a vector of size 4 x 1: P, P,, P;, .... Next step will be calculating the ciphered
vectors C,,C,,Cs,... as: C; = K,,.Pmod 256, i = 1,2,3,.... The last step for the encryption algorithm is
reconstruct the ciphered image from the values of C; and send it to the other party B. For the decryption
processes, party B will separate the ciphered image pixel values into blocks of 4 x 1:Cy, C;, Cg, .... The next
step is computing P,,P,,P;, ... as: P, = K,;.C;mod 256, i =1,2,3,... The last step for the decryption
algorithm is reconstruct the plain image from the values of P,.
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4.3. Second case
. . . K K
In this case generating K will be as follows: Ky = Ky, + Hyy4,, Where K, = Kll K12] and
21 22

H,4, Where H is Hilbert matrix with dimension 4 x 4. Now, separate the image pixel values into blocks of
size four, each block will be converted to a vector of size 4 x 1: P, P,, P;, .... Next step will be calculating the
ciphered vectors C,C,,Cs, ... as: C; = K,,.Pmod 256, i=1,2,3,... The last step for the encryption
algorithm is reconstruct the ciphered image from the values of C; and send it to the other party B. For the
decryption processes, party B will separate the ciphered image pixel values into blocks of 4 x 1: C4, C;, Cg, ....
The next step is computing P, P,,P;, ... as: P, = K;v,ll.cimod 256, i=1,2,3,... The last step for the

decryption algorithm is reconstruct the plain image from the values of P,.

5. IMPLEMENTATION OF THE PROPOSED ALGORITHMS MATERIALS AND METHODS

Assume that party A wants to send an image "CAT IMAGE" to party B using the proposed
algorithm. They will agreed to use an elliptic curve say E;,(1,3):y? =x3+ x+ 3 mod 37, where
a% + 27b? modp = 247 mod 37 = 25 # 0. The points that satisfying E;,(1,3) are: (0,15), (0,22), (3,12),
(3,25), (4,16), (4,21), (6,15), (6,22), (9,1), (9,36), (12,2), (12,35), (13,17), (13,20), (15,10), (15,27), (17,7),
(17,30), (18,9), (18,28), (19,6), (19,31), (26,17), (26,20), (29,1), (29,36), (31,15), (31,22), (32,13), (32,24),
(33,3), (33,34), (34,11), (34,26), (35,17), (35,20), (36,1) and (36,36). So # E;,(1,3) = 39. So, if we choose
G = (0, 15), the domain parameters for E;, (1, 3) are {a, b, P,G} = {1, 3,37, (0,15)}.

Figures 1 and 2 show the original image, ciphered image, and deciphered image for the proposed
algorithm first case and second case respectively. MATLAB R2014a, 64-bit software on Core i5 computer
with CPU @1.80 GHz 2.30 GHz and RAM 6 GB is used for encryption and decryption processes.

Now, to apply the proposed algorithm first case we will do the following steps:

Step 1: “Generating of keys”

Party A Chooses the private key n, = 11 € [1,36]

—  He computes the public key P, = n, - G = 11(0,15) = (3,25)
—  He computes theK = n,. Py = 11(26,20) = (26,17) = (x,y)
—  Hecomputes K; = x.G = 26(0,15) = (26,17) = (kq41, k13)
and K, =y.G = 17(0,15) = (19,31) = (kyq, k53)

—  He constructs K;; = ,]:1 ,]:2] + Hyxp = ﬁg g] + B g] = [;Z ;Z]
—  Hecalculates K, = (I — K;;)mod256 = ([(1) (1)] - [Z ;Z])modz% - [32(5) 32;
—  Hecalculates K,; = (I + Ky;)mod256 = ([(1) (1)] + [;Z éZDmOdZ% - [;? ;g

229 237]

- He SOIVeS K11 + KZZ = 0, SO Kzz = (_Kll)mod 256:[235 292

—  Finally, he constructs the self invertible key matrix

27 19 230 237

21 34 235 223
28 19 229 237

21 35 235 222

K, =

In the other side:

—  Party BChooses the private key ng = 13 € [1,36]

—  He computes the public key Py = ng.G = 13(0,15) = (26,20)

—  HecomputeskK = ng.P, = 13(3,25) = (26,17) = (x,y)

—  He computes K; = x.G = 26(0,15) = (26,17) = (ky1,k;) and K, = y.G = 17(0,15) = (19,31) =

(k21, kZZ)
He will do the other step same like party A to construct the self invertible key matrix

27 19 230 237

21 34 235 223
28 19 229 237

21 35 235 222

K, =
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Step 2: “Encryption by party A”

—  He separates the pixel values of “CAT IMAGE” into blocks of size four as:

1 2 3 4 5 6 7 8 9
1 249 246 244 245 247 244 237 231
2 249 246 244 245 246 244 237 230
3 249 246 243 244 246 244 237 230
4 248 245 243 244 246 243 236 230
5 : : : : : : : :
249 247 249
_|246| , _|244 _ 246
S0P = 1244] P2 = (237 'P3‘lz44’“'
245 231 245
—  He computes the values of C;, C,, C5, ... as:
27 19 230 2377[249 1421
v o _l21 324 235 223||246 128
Go=Kn Pi=|58 19 220 237||244|m0d256 =147
21 35 235 22211245 129
27 19 230 23771247 2421
v o |21 38 235 223||244 115
C2=Km P2=|58 19 229 237||237|™M04256 =35
21 35 235 22211231 128
27 19 230 2377[249 142
v o |21 34 235 223||246 128
C3=Km P3=|58 19 229 237||244|™M04256 =147
21 35 235 22211245 129

—  He reconstructs the ciphered image from the values of C; as:

1 2 3 4 5 6 7 8 9
1 142 128 147 129 242 115 252 128
2 142 128 147 129 234 127 243 141
3 187 182 193 184 234 127 243 141
4 141 127 146 128 241 114 251 127
5 : H : : : H :

—  He sends it to the other party B.
Step 3: “Decryption by party B”
—  He separates the pixel values of ciphered image into blocks of size four as:

142 242 142

_ 128 _|115 _ 128
= 1147]’ 2= IZSZ]’ (3= [147]’
129 128 129

—  He computes the values of P,, P,, P, ... as:

27 19 230 2377[1421 12497

—w .~ _ |21 34 235 223||128 _ {246

Pr=Kn-Ci=|58 19 229 237||147|™M0d256 =544/

21 35 235 2221l129] 12451

27 19 230 2377[242] 2477

—w ~ _|21 34 235 223||115 _ {244

Po=Km C2=|38 19 229 237||252|™04256 = [337]

21 35 235 222/l128] 2311

27 19 230 237771427 12497

_ o ~ _|21 34 235 223||128 _|246
Py=Km C3=|38 19 229 237||147|™M04256 = (344} ---

21 35 235 222/l129] [245]

Image encryption based on elliptic curve cryptosystem (Zahraa Kadhim Obaidand)
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—  He reconstructs the plain image from the values of P; as:

1 2 3 4 5 6 7 8 9
249 246 244 245 247 244 237 231 .
249 246 244 245 246 244 237 230
249 246 243 244 246 244 237 230
248 245 243 244 246 243 236 230

abwnN -

Figure 1. (2) Plain image, (b) ciphered image, and (c) deciphered imagefor cat image/the proposed algorithm

first case

The second case for the proposed algorithm will apply by doing the following steps:

Step 1: “Generating of keys”

—  Party A Chooses the private key n, = 11 € [1,36]

—  He computes the public key P, = n, - G = 11(0,15) = (3,25)
—  He computes theK = n,. Py = 11(26,20) = (26,17) = (x,y)
—  Hecomputes K; = x.G = 26(0,15) = (26,17) = (kq1, k12)
and K, = y.G = 17(0,15) = (19,31) = (ky4, k33)

kyy k12] _ [26 17

— He constructs K11 = [k k 19 31
21 22

o _([1 01_7q26 17 _
—  Hecalculates K;, = (I — K;;)mod256 = ([? (1)] [%2 %% )mod256 =
—  Hecalculates K,; = (I + K;;)mod256 = ([0 1] + [19 %égm;‘;;% = [
—  He solves K. K,, = 0,50 K,, = (—K;,;)mod 256=
11 + 22 22 ( 11) 237 225
26 17 231 239
; ; ; _ |19 31 237 226
—  He constructs the self invertible key matrix K,,, = 27 17 230 239]
19 32 237 225
—  Finally, he calculates
26 17 231 239 1 4 5 2
— _ (119 31 237 226 4 5 2 3
Kin = K+ Haxa = ([27 17 230 239|T[5s 2 3 6]>m0d256
19 32 237 225 2 3 6 7

23 36 239 229
32 19 233 245(

21 35 243 232

[27 21 236 241]

In the other side:

—  Party BChooses the private key ng = 13 € [1,36]

—  He computes the public key Py = ng.G = 13(0,15) = (26,20)
—  HecomputesK = ng.P, = 13(3,25) = (26,17) = (x,y)

—  Hecomputes K; = x.G = 26(0,15) = (26,17) = (kq41, k12)
and K, = y.G = 17(0,15) = (19,31) = (kyq, k23)

231 239

237 226
27 17

19 32

Int J Elec& Comp Eng, Vol. 11, No. 2, April 2021 : 1293 - 1302
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—  He will do the other step same like party A to construct the matrix

27 21 236 241

23 36 239 229
32 19 233 245
21 35 243 232

K—,\ﬁ:

—  Finally, he computes

97 235 48 69
Kzl = lS7 118 141 119\
m 136 53 43 177(
73 125 107 106

Step 2: “Encryption by party A”

—  He separates the pixel values of “CAT IMAGE” into blocks of size four as he did in the proposed
algorithm first case:

—  He computes the values of C;, C,, Cs, ... as

27 21 236 2417249 F 61

e .» _|23 36 239 229|246 236

Go=Kn Pi=135 19 233 245||244|™0d 256 =555].

21 35 243 2321l245] [179]

27 21 236 24172477 -4

v o |23 36 239 229||244 103

Co=Kn P2=|35 19 233 245||237]|™04256=19¢]|

21 35 243 23201231 [238]

27 21 236 24171249 C 6

v .o _|23 36 239 229||246 236
Cs=KnP3=|35 19 233 245||244|m04256 =539 -

21 35 243 232102451 179

—  He reconstructs the ciphered image from the values of C; as:

1 2 3 4 5 6 7 8 9
6 236 239 179 4 103 196 238
6 236 239 179 248 107 175 241
24 17 216 248 107 175 241
249 221 222 160 247 88 179 219

aswWN R
~
-

—  He sends it to the other party B.

Step 3: “Decryption by party B”
—  He separates the pixel values of ciphered image into blocks of size four as:

236 C, = 103 C 236
239| 2 196 3 239
179 238 179

—  He computes the values of P, P,, Ps, ... as:

97 235 48 69

Kzl = 57 118 141 119
m 136 53 43 177

73 125 107 106

97 235 249
_ o1 . _ |57 118 141 119|236 _ {246
Pr= K Cl_[136 53 177”239]’"0‘1256_[244]’

73 125 107 10641179 245

Image encryption based on elliptic curve cryptosystem (Zahraa Kadhim Obaidand)
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97 235 48  697[ 4 247

o . |57 118 141 119||103 244

Po=Ki "Ca=\136 53 43 177||106|™04256 = [537/

L 73 125 107 106 L238] 231

97 235 48  697[ 6 1 249

o . |57 118 141 119]|236 246
Py =K "C=|136 53 a3 177||239|™0d256 = 544/ -

L 73 125 107 106l L170] 245

— He reconstructs the plain image from the values of P; as:

1 2 3 4 5 6 7 8 9
249 246 244 245 247 244 237 231 .
249 246 244 245 246 244 237 230
249 246 243 244 246 244 237 230
248 245 243 244 246 243 236 230

g WN -

Figure 2. (a) Plain image, (b) ciphered image, and (c) deciphered image for cat image/the proposed algorithm
second case

6. SECURITY ANALYSIS

A security analysis of the cryptographic algorithms is a basic procedure to guarantee the quality of
cryptographic calculation [26]. So, to demonstrate the strength of the proposed algorithms we will discuss
two analyzes PSNR and UACI.

6.1. Peak signal to noise ratio (PSNR)

It is an accessibility estimation of whether a critical unique image information is installed in the
ciphered image. Actually, it can be defined by the computing the mean squared error (MSE) [27]. In this
work, PSNRhas been calculated for the ciphered image and plain image that are shown in Figures 1 and 2

were 7.8654 and 7.6568 respectively, which means that the ciphered image is not like the plain image, so it is

so hard for an aggressor to recover the plain image. The equation of the PSNR is as PSNR = 1010g10%

where MSE =ﬁ2{112}‘11(x(i,j) - Y(@,j)?% X(,j) andY(i,j) are the pixel value of plain image and
ciphered image respectively.

6.2. Unified average changing intensity (UACI)

It is one of differential analyses used to evaluate the strength of image encryption, where it is
estimated the contrast between the ciphered image and plain image. The highest value of the UACI
(approximately 33.46%) implies that the proposed procedure is safe against differential assaults [28]. In this
work we get 31.6912 and 34.0998 for the proposed algorithm first and second case respectively, it is so hard

for an attacker to recover the plain image. It can be calculated by the UACI = 25612562123:?212316%-

100%, X(i,j) and Y(i,j) are the pixel value of plain image and ciphered image respectively. The first case

Int J Elec& Comp Eng, Vol. 11, No. 2, April 2021 : 1293 - 1302
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and second case of the proposed algorithms are tested on for cat image, lena image, baboon image and
caramen image and the results are summarized in Table 1.

Table 1. PSNR, and UACI

The Proposed Algorithm Cat Image Lena Image Baboon Image Caramen Image
PSNR UACI PSNR UACI PSNR UACI PSNR UACI
First Case 7.8654 31.6912 9.2996 28.1854 9.8015 27.0906 9.0097 26.9897
Second Case 7.6568 34.0998 9.2549 28.529 9.7765 27.188 8.0926 32.092
7. CONCLUSION

ECC provides equivalent security with less key size, low mathematical rather than the Global RSA

cryptosystem. Algorithms for image encryption based on elliptic curve cryptosystem in two cases are
proposed in this work. Hilbert matrix is involved in the first and the second case for the proposed algorithms
with dimension 2x2 and 4x4 respectively. Table 1 shows that the proposed algorithms for both cases on cat
image 256x256 gives great outcomes PSNR, and UACI. PSNR has been computed for the ciphered image
and plain image using the first and second proposed algorithm were 7.8654 and 7.6568 respectively, which
means it is hard for an aggressor to recover the plain image. In the other hand,UACI has been computed for
the ciphered image and plain image using the first and second proposed algorithm were 31.6912 and 34.0998
respectively, which means it is hard for an aggressor to recover the plain image.
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