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 At the late years, researches focused on the cyber denial of service (DoS) 

attacks in the vehicle ad hoc networks (VANETS). This is due to high 

importance of ensuring the save receiving of information in terms of vehicle 

to vehicle (V2V), vehicle to infrastructure (V2I) and Vehicle to Road side 

unit (V2R). In this paper, a cyber-security system is proposed to detect and 

block the DoS attacks in VANET. In addition, a simulator for VENAT based 

on lightweight authentication and key exchange is presented to simulate  

the network performance and attacks. The proposed system consists of three 

phases: registration, authentication as well as communications and DoS 

attack detection. These phases improve the system ability to detect  

the attacks in efficient way. Each phase working is based in a proposed 

related algorithm under the guidance of lightweight protocol. In order to test 

the proposed system, a prototype is considered includes six cars and we 

adopt police cars due to high importance of exchanged information. Different 

case studies have been considered to evaluate the proposed system and  

the obtained results show a high efficiency of performance in terms of 

information exchange and attack detection. 
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1. INTRODUCTION  

The VANETs as a branch of the MANETs, shows the ability of communications to exchange data 

between vehicles (V2V) about the security and safety of data. This leads to the safety of vehicles those within 

the network. VANETs working is usually categorized into the use of Dedicated Short-range Communication 

(DSRC) technology that includes coverage of 1000 m, data rate of 27 Mbps, bandwidth of 75MHz and 

general security issues are availability and authentication [1, 2].  

It is important to note that we focused in this paper on the police car network because of the high 

sensitivity to security services. The exchange of information between vehicles requires a system with high 

durability in terms of maintaining the confidentiality of data within the system from the attacks on  

the VANETS for police Vehicle. After our study of a set of researches, it becomes clear that the most 

prominent and widespread attacks within the scope of availability are Denial of Service (DoS) that separate 

the service from the target vehicle [3-7]. So, we suggested a general protocol that includes building a network 

design, information transfer system, and data storage for all vehicles that detects DoS attacks through  

the proposed algorithm in the communication phase. 

Different research studies and works in the field of security in VANET had been presented to tackle 

the raised problems in terms of communication, data transmission and people safety. In [8], The researchers 
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proposed a distributed mechanism to protect against harmful compounds. This mechanism of action was 

performed through the behavior of prediction of malicious vehicles within the network. It used Kalman filters 

to divide the vehicles into three sections: white, gray and black based on working factors within the network 

range. Their goal was to prevent or detect DoS attacks. They have used NS3 simulations to complete their 

work within this specific environment, which result to predict malicious vehicles and this decreases as  

the number of nodes increases, giving results of 80%. While if the number of compounds increases,  

the percentage is gradually decreased. But it can still detect harmful attacks with high intensity and the ratio 

is also high when delivering packets between vehicles. In [9], a mechanism to prevent DoS attack on  

the physical layer, MAC and IEEE 802.16P was suggested. Packet delivery ratio values are used to identify 

the harmful vehicles. The mechanism of work was based on the percentage of beam delivery. A list was 

created to save IP all harmful vehicles. MATLAB and NS2 are used for simulations. The results have 

compared in the event that there were harmful vehicles or not. A specific number of vehicles have used  

only 10. The contract was discovered in seconds and added to the list.  

In [10], the PSO algorithm was used in VANET to detect DoS attacks. The PSO algorithm was 

based on behavior simulations. In [11], authors discussed a mechanism to combat jamming messages that 

could cause a DoS attack. Naturally, there were multiple paths in the network, the path may be long or it may 

be short to be considered by the vehicles. Long paths are alternative in the event of congestion or traffic 

blocks. Harmful vehicles send jamming messages to the long and short paths and this causes a DoS attack.  

A DoS attack separated service from vehicles on VANET to an increase traffic jams and accidents.  

The researchers suggested a mechanism that worked to stop attacks by using the following parameters 

(Packet Send Ratio and Segregation). This mechanism does not prevent or detect harmful vehicles from 

attacking in the future on the VANET.  

In [12], The authors suggested an algorithm based on the detection of an enhanced attack package to 

identify DoS. The mechanism of operation of this algorithm was to verify harmful compounds as well as to 

improve the performance of the system as quickly as possible. The role of road side unit (RSU) here is to 

quickly check with each vehicle that works with server registration to store all the information in the database. 

The algorithm taked the path of early detection of DoS attacks through the channel the vehicle is 

communicating with RSU. In [13], the researchers suggested DJVAN algorithm to detect jamming in 

the VANET. The algorithm was based on the packet delivery rate (PDR). When jamming was effective, 

the attacker launched attacks on the two connected vehicles. Therefore, the contact could not obtain a contact 

link to send the information. Even if there was a communication process, the data packets did not arrive 

completely. Thus, if the value of the PDR was small, the system cloud judge whether it was DoS attacks or not. 

As a result, the literary studies of some researchers regarding DoS attacks leads to considered 

a lightweight protocol based on researchers work. The proposed system differs in terms of construction, 

phases, and handling of DoS attacks. The proposed system supports two different types of communication, 

vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (C2I). 
 

 

2. PROPOSED SYSTEM 

As mentioned earlier, the proposed system takes into account the online security of VANET.  

The proposed system can be divided into different sub-sections as follows. 

 

2.1.  Proposed system schema 
A number of the attacks have appeared recently in the VANET network, the most famous of which 

are DoS that separates the vehicle from other vehicles. This leads to serious problems that may cause material 

or physical damage. Figure 1 shows the proposed scheme that is based on the use of a lightweight protocol 

which consists of three levels. The proposed protocol is characterized by exploiting a very small storage 

space within the system, as well as a currency mainly focused on discovering DoS attacks that separate 

the victim's vehicle from the service. This is done by sending number unlimited of messages which leads to 

the vehicle's delusions with false information providing to take another path which can cause an overlap in 

sending of correct information between police vehicles. 

The proposed protocol works to determine the identity of the attacking vehicle, whether it is in 

the process of sending or receiving through the time difference or the number of messages sent from 

the attacker. The scheme clarifies the work of the protocol with three levels of registration, authentication, 

communication and detection of the attack. The first level is the registration, between the vehicles and 

the server (V2S) by sending each vehicle of request a key to the server. Then, the server returns the request 

accompanied with a key for each vehicle. The second level is authentication where each vehicle works to 

exchange keys with each other. Each vehicle sends the key received to the server to check the presence of 

the keys in the server. The three level represents communication and attack detection through the mechanism 

of the number of messages received and the time difference of messages to identify the vehicle. This level 
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works to store its information within the system and disconnects the car from the network and prevents any 

further trying in future.  
 

 

 
 

Figure 1. Proposed system schema 
 

 

2.2.  Levels of the proposed system 
Three levels are considered in the proposed cyber security system. These levels can be explained in 

the next sub-sections. 

  
2.2.1. Level one: registration algorithm 

In the registration phase, the process between the police vehicles and the server is carried out by 

sending a key request from the vehicle to the server to request a key. Figure 2 shows the work of  

the proposed algorithm at the level of registration, through a number of steps outlined below: 

Step 1 : Start 

Step 2 : Vehicle_n selects and Identification (ID_V_n), PassWords (PW_V_n) and they generate values 

(R_V_n). For ensuring security, all Vehicles computes the following: 

Vehicle_n: 
 

An=h[ID_V_n||PW_V_n]⊕R_V_n     (1) 
 

Bn=h[ID_V_n||An]⊕R_V_n   (2) 
 

Cn=h[PW_V_n||Bn]⊕R_V_n   (3) 
 

Req_n=Bn⊕Cn     (4) 
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Step 3 : Encryption of Req_n using hash function MD5, which is the requested key, is sent to Vehicle_Server 

through insecure path. 

Step 4 : After receiving the Vehicle_Server the requests, it Checking whether the vehicle registered its 

information inside the server beforehand, or not sent to Step 9.  

  As well as checking whether the vehicle is registered as an Attacker vehicle that was discovered 

during the communication process, or not sent to Step 9. 

Step 5 : Server selects the IDs, PWs and time response (ID_V_S, PW_V_S, T_S) and generate values 

(R_V_S). For ensuring security, the Vehicle_Server computes: 
 

Ns=h[ID_V_S||T_S]⊕R_V_S     (5) 
 

Key_V_i=h[ID_V_S||Req_i||Ns]⊕R_V_S      (6) 
 

Then, the TPD_Server Stores the result as (Key_V_i). 

Step 6 : Prior to the process of sending the key, it is tested through NIST using three types of frequency, 

block and runs test it to make sure that the key is strong in terms of randomness [14-16], except that 

return to step 5. 

Step 7 : Encrypted of Key_V_i using hash function MD5, then sent to Vehicle n through insecure path. 

Step 8 : After receiving the keys of Vehicle n, TPD_Vehicle Stores its own key (Key_V_n). 

Step 9 : End. 
 

 

 
 

Figure 2. Vehicle n registration algorithm 
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2.2.2. Level two: authentication algorithm 

In the Authentication phase, the authentication process takes place between a vehicle and a neighbor 

vehicle (V2V) or between the vehicle and the road side units or infrastructure (V2I). After the process of 

checking the vehicle registration, authentication phase begins. The authentication process is carried out by 

exchanging the keys of the two vehicles with each other. Each vehicle sends its key to the server to verify  

the presence of the key that was previously stored in the registration phase. Figure 3 shows the work of  

the proposed algorithm for authentication, and the next steps are illustrated: 

Step 1 : Start. 

Step 2 : Check the Vehicle registration is it registration valid or not previously registered in the network to 

be registered before the authentication phase. 

Step 3 : Send vehicle n key to another vehicle n+1 (Vn2Vn+1) or infrastructure (Vn2Is). 

Step 4 : After receiving the keys of Vehicle n, Vehicle n+1 or infrastructure send their keys to a vehicle n. 

Step 5 : After receiving the keys, the server checks the validity of the keys and makes sure they are inside its 

database. 

Step 6 : After checking if the vehicle and vehicle key to be authenticated with is present, the authentication 

process is successfully completed, otherwise, the authentication currency is not done. 

Step 7 : End. 
 

 

 
 

Figure 3. Authentication algorithm between vehicles n and n+1  
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2.2.3. Level three: communication and DoS attack detection algorithm 
During the communication phase and detection of DoS attacks, data transmission between two 

adjacent or non-adjacent vehicles is carried out. This is done by sending a message from the vehicle n to  

the vehicle n+1 for informing of an accident at the location W or requesting help or otherwise. This requires 

accurate information between vehicles due to the sensitivity of the networks within the scope of maintaining 

security. The proposed protocol determines the identity of the attacking vehicle through the number of 

messages or the time difference that occurs during the transmission process between the sent received 

messages by vehicles. The verification process of the message is done by following it inside the receiving 

and sending vehicles after receiving the response message from the vehicle. Figure 4 illustrates the work of 

the proposed algorithm for the communication process and the detection of DoS attacks. 

 

 

 
 

Figure 4. Communication and attack detection algorithm 
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The following steps illustrate the work of the algorithm. 

Step 1 : Start. 

Step 2 : Vehicle_n , selects: (Msg:Accident at the location W , Key_V_n , Sending time T_n) and generates 

value of (U_V_n) ,then for ensuring security , the Vehicle computes: 

Vehicle_n : 

 
XXn=h[Key_V_n||T_n]⊕U_V_n     (7) 

 
YYn=h[XXn||Key_V_n]⊕U_V_n     (8) 

 
REQn=(INPUT-Msg)⊕Key_V_n⊕XXn⊕YYn⊕T_n      (9)   

 
Step 3 : Encryption of REQn using hash function SHA-256 and is sent to Vehicle_n+1 through insecure path. 

Step 4 : After receiving the Vehicle_n+1 the request, it on (ΔTn+1 ≤ T_ n+1 – T_ n). 

Step 5 : If the equation condition is fulfilled, the communication process is completed. If the equation 

condition is not fulfilled, this means that the sending vehicle is considered as a DoS attack.  
The system works to reserve the vehicle information after confirming that it is a DoS attack. 

It is added to the attack list inside the server to be prevented when you try to enter the network in  

the registration phase again, so it works to disconnect it from the network. 

Step 6 : The car selects: (Msg: ok, Key_V_n+1 , Sending time T_ n+1) and generates value of (U_V_ n+1) ,then 

for ensuring security , the Vehicle computes: 

Vehicle_n+1: 

 
CCn+1=h[Key_V_n+1||T_n+1]⊕U_V_ n+1           (10) 

 
NNn+1=h[CCn+1||Key_V_n+1]⊕U_V_ n+1           (11)  

 
REPn+1=(INPUT-Msg)⊕Key_V_n+1⊕CCn+1⊕NNn+1⊕ ΔT n+1          (12) 

 
Step 7 : Encryption of REP n+1 using hash function SHA-256 and is sent to Vehicle_n through insecure path. 

Step 8 : Next receiving the Vehicle_n the reply, it computed depending on (ΔTn ≤ 'T_ n – 'T_ n+1). 

Step 9 : If the equation condition is fulfilled, the communication process is finished. If the equation 

condition is not fulfilled, Step5. 

Step 9 : End. 

 
2.3.  GUI of the proposed system 

In this side, we deal with the details of the designed VANET’s simulator in terms of the Graphical 

User Interface (GUI). To build this simulator, we rely on a set of software of Microsoft Visual Studio 2013, 

SQL Server 2014, and Photoshop. The C# language was used in programming of the proposed protocol at all 

three levels: registration, authentication, communication and detection of DoS attacks. For the data transfer 

process in V2S, the vehicle traffic mechanism is coordinated within the environment used and the encryption 

used within the protocol’s work. The use of a flexible programming language that deals with Network work 

like C# language. As for the SQL server 2014 is required, to store the information of each vehicle, as well as 

storing vehicles information on the server, it requires us to create a database for each vehicle and also to  

the server. For the design of the interface, we used Photoshop. 

Figure 5 shows the GUI design that is divided into four sections. The first section is the environment 

that represents the vehicles and the mechanism for signal transmission between them and the server.  

The second section is the infrastructure that consists of RSU connected to the server. The third section shows 

the tools used for each case whether it is in the stage of registration, authentication, communication and 

detection of DoS attacks. As for the last section, it represents the results interface for each stage and shows 

how the protocol works. 

 

 
3. RESULTS 

Now, it is well known that the considered prototype includes six vehicles as a prototype. In order to 

test the performance of the proposed security system, three case studies have been considered.  
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Police Vehicle  
Vehicle (DoS Attack)  
Server  
RSU  
Registration V2I  

Authentication V2V  

Transmutation V2V  

NOT- Registration V2I  

NOT- Authentication V2V  

NOT- Transmutation V2V (DoS Attack)  

 

Figure 5. Graphical user interface of the proposed system 
 

 

3.1.  Case Studies of registration results 

In this section, we address the study of registration for a number of cases that may occur during  

the registration process. Also, we address the statement of the results of our proposed protocol. Note,  

that the data used in the sent and received processes has been encrypted at this phase using Hash function 

MD5 [17-19]. 

 

3.1.1. First one  

Figure 6 shows the case that considers a successful registration process between the vehicle (A) and 

the server. Starting the registration phase by sending the vehicle n a request that carries vehicle information 

to the server, which must to be stored previously on the server. After the server receives the request, it checks 

the vehicle information in the server. If the vehicle information is present on the server, the server sends 

a response carrying a key to the vehicle as shown in Figure 7. 
 

 

  
IDn(A) 65785 IDn-S 65785 

PWn(A) 8934567887904 PWn-S 8934567887904 

REQ. h[ IDn+ PWn ] MD5 IF (IDn= IDn-S)&&(PWn= PWn-S) 
REP. h[ Keyn ] MD5 Successful 

 

Figure 6. Communication between V2S (Successful) 

 

 

 
 

Figure 7. Communication result between V2S (Successful) 
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3.1.2. Second one 
The second case adopts an unsuccessful registration process between the vehicle (A) and the server 

as shown in Figure 8. Starting the registration phase by sending the vehicle n a request that carries vehicle 

information to the server. After the server receives the request, it checks the vehicle information in the server. 

If the vehicle information is not present on the server, the server sends a response carrying a message 

(Cannot register or not registration) to the vehicle as shown in Figure 9. 
 

 

  
IDn(A) 65785 IDn-S 65785 

PWn(A) 7855346789856 PWn-S 8934567887904 

REQ. h[ IDn+ PWn ] MD5 IF (IDn= IDn_S)&&(PWn=! PWn_S) 
REP. NOT-Registration Unsuccessful 

 

Figure 8. Communication between V2S (Unsuccessful) 
 

 

 
 

Figure 9. Communication result between V2S (Unsuccessful) 
 

 

3.1.3. Third one 

Figure 10 shows the third case of an unsuccessful registration process between the vehicle (C) and 

the server. Starting the registration phase by sending the vehicle n a request that carries vehicle information 

to the server. After the server receives the request, it checks the vehicle information in it. If the vehicle n,  

is already registered in the list of vehicles that pose a threat to the network after its discovery at  

the communication stage. The server sends a response carrying a message (Cannot register or not registration 

<<Attacker>>) to the vehicle as shown in Figure 11. 
 

 

  
IDn(C) 87785 Attacker 

list-S 
Vehicle (Attack) 

PWn(C) 4995346743756 

REQ. h[ IDn+ PWn ] MD5 If (Vehicle = Attack) 
REP. NOT-Registration Unsuccessful 

 

Figure 10. Communication between VAttack2S (Unsuccessful) 
 
 

 
 

Figure 11. Communication result between VAttack2S (Unsuccessful) 
 

 

3.2.  Case studies of authentication results 

In the authentication section, we explain a study of two cases, namely: the success of authentication 

and the lack of success of authentication and what is the role of the proposed protocol at this stage in 

particular. Note that authentication occurs between V2V or V2I during the registration phase. 

 

3.2.1. First one 

In this case, the authentication process takes place between the vehicle (A) and the vehicle (B) as 

shown in Figure 12. The vehicle n sends its key to the vehicle n+1. Likewise, the vehicle n+1 send its key to 

the vehicle n, in order to the keys exchange. After this step, each vehicle (Vn, Vn+1) sends its key to  

the server. The server, checks for the presence of the key of each vehicle. If the keys are presented for both 

vehicles, authentication is successful. The result is shown in Figure 13. 
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Vn(A) 
h[ Keyn ] MD5 

Vn+1(B) 
h[ Keyn+1 ] MD5 

h[ Keyn+1 ] MD5 h[ Keyn ] MD5 

 
 

 

Check IF (Keyn = Keyn_S)&&(Keyn+1 = Keyn+1_S) 

Results Successful (Authentication) 

 

Figure 12. Authentication between V2V (Successful) 

 

 

 
 

Figure 13. Authentication result between V2V (Successful) 

 

 

3.2.2. Second one 

In the second case, the authentication process between Vehicle (A) and Vehicle (B) is performed as 

shown in Figure 14. After the key exchange process between both vehicles, each vehicle (Vn, Vn + 1) sends 

its key to the server. The server checks the key for each vehicle stored on it. In the event that the vehicle  

n + 1 keys exist, but the vehicle n key does not exist, which means the vehicle n is not passing  

the registration phase. Therefore, the authentication process is failed as shown in Figure 15. 

 

 

  

Vn(A) 
h[ Keyn ] MD5 

Vn+1(B) 
h[ Keyn+1 ] MD5 

h[ Keyn+1 ] MD5 h[ Keyn ] MD5 

 
 

 

Check IF (Keyn =! Keyn_S)&&(Keyn+1 = Keyn+1_S) 

Results Unsuccessful (Authentication) 

 

Figure 14. Authentication between V2V (Unsuccessful) 

 

 

 
 

Figure 15. Authentication result between V2V (Unsuccessful) 

 

 

3.3.  Case studies of communication and dos attack detection results  

After studying the results of the registration and authentication cases, we discuss the results of  

the communication case and the detection of DoS attacks, through two cases. The first case represents 

a normal connection between two vehicles. The second case shows how the DoS attack is discovered during 

the communication phase. Note that the data used in the transmission and reception process has been 

encrypted at this stage by using Hash function SHA-256 [20-26].  

 

3.3.1. First one 

Figure 16 shows a successful communication process between the first vehicle Vn (A) and  

the second vehicle Vn+1 (D). Vehicle n sends a message to the vehicle n+1 holding the following text 

(accident at the location Y) to inform it of an accident at the location Y. After verifying the integrity of  

the message, the vehicle n+1 sends a response bearing the following text (OK) to the vehicle n, which also 

checks the received message and finds whether it is harmful to the network system or not. Figure 17 shows 

the results of the communication process between both vehicles. 
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Vn(A) 

h[Accident at location Y]  

SHA-256 
If (ΔTn+1 ≤ Tn+1 - Tn) 

Vn+1(D) 
True 

If (ΔTn≤ 'Tn- 'Tn+1) h[ OK ] 

SHA-256 True 

Results Successful (Communication) 

 

Figure 16. Communication from vehicle A to vehicle D (Normal) 

 

 

 
 

Figure 17. Communication result from vehicle A to vehicle D (Successful) 

 

 

3.3.2. Second one 

Figure 18 shows the process of identifying or detecting a DoS attack during communication between 

two vehicles (VC2VB) or (Vn2Vn+1). When the vehicle n sends a message to the vehicle n+1, it carries  

the following text (accident at site X) and in large quantities to report it to an accident at site X. This is to 

ensure that a vehicle takes another path or other location. After verifying the message, the type of attack is 

determined using the mechanism of our protocol by calculating the time difference for the transmission and 

to receive (ΔTn+1 ≤ T_ n+1 – T_ n). The Vehicle n+1 sends a response with the following text (OK) to  

the server. In turn, it blocks the vehicle that posed a threat to the vehicle as well as adding it to the list of 

attacking vehicles. Figure 19 shows the results of the attack detection process in our proposed protocol. 
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Figure 18. Communication and DoS attack detection from vehicle C to vehicle B (Attack) 

 

 

 
 

Figure 19. Communication results and DoS attack detection from vehicle C to vehicle B (Attack) 

 

 

4. CONCLUSION  

In this paper, we have proposed a lightweight protocol of cyber security system to detect and block 

of DoS attacks in VANET. A simulator for VANET was presented based on lightweight authentication and 

key exchange protocol. The proposed protocol includes three levels, each of which works to maintain 
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network cyber security from attacks that are related to DoS attacks to reach the required safety. These levels 

were registration, authentication as well as communication and attack detection. The proposed levels worked 

as obstacles to prevent the DoS attaches. Even if the attached vehicle passes the registration and 

authentication levels, the third level can detect it from its behavior inside the VANET. The obtained results 

showed the efficiency in performance of the proposed system in detecting the attacks. This was concluded by 

considering different case studies. 
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