
International Journal of Electrical and Computer Engineering (IJECE) 

Vol. 10, No. 3, June 2020, pp. 3184~3192 

ISSN: 2088-8708, DOI: 10.11591/ijece.v10i3.pp3184-3192      3184 

  

Journal homepage: http://ijece.iaescore.com/index.php/IJECE 

The protect mobile user data in Russia 
 

 

Anna Zharova 
Center for Cyberspace Research, Higher School of Economics National Research University, Russia 

The Institute of State and Law of the Russian Academy of Sciences, Russia 

 

 

Article Info  ABSTRACT 

Article history: 

Received Nov 20, 2019 

Revised Dec 28, 2019 

Accepted Jan 2, 2020 

 This paper studies the issue the information security for smartphone users in 

Russia. The report analyses the regulations the state uses to prevent 

undeclared functionality and malicious programs in mobile phones in Russia; 

the law enforcement practice in this area; the responsibility of legal entities, 

officials and persons for non-compliance with the requirements for 

standardization, ensuring information security and violation of declaration of 

conformity. The paper develops proposals to improve state regulation of 

undeclared functionality of mobile devices providing the collection of 

information, including confidential data. The report discusses specific ethical 

issues related to privacy, including matters relating to compensation for 

damage resulting from the leakage of personal information and develops 

proposals for legal ensuring the information security of mobile phone users. 

The report first outlines the main actors, terms and concepts used in  

the report. Second the standards for mobile phone developers, although there 

is no guarantee of complete information security. In this case, the peculiarity 

of Russia is that standards used in the field of information security are 

voluntary. Third how law enforcement agencies protect the user community. 

In this case there is a potential danger that this may entail uncontrolled access 

of government agencies to confidential data. 
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1. INTRODUCTION 

In the era of smartphones and other internet enabled devices, the question arises as to how much  

a person is protected from the illegal the collection of personal information while using such devices,  

"... small-scale IT users remain ill-served by existing cyber security practices" [1]. While using a mobile 

phone a person may not suspect that his device is relaying information to a third party who may subsequently 

use this information illegally. Alongside the development of this technology, other technologies are being 

developed to illegally collect personal information from smartphone users. The illegal collection of 

information is possible through the installation of a malicious program or through undeclared functions 

installed on the mobile phone by its developer, "95% of the tested apps have at least one vulnerability" [2]. 

There are various vulnerabilities and risks associated with the use of mobile devices[3], including the risks of 

illegal collection of information. New generation of services are often characterized by high dynamism and 

untrustworthiness: “existing technologies for managing and applying data privacy policies could be 

unsuccessful ...” [4] For the purpose of unifying the approaches to information security, states are developing 

standards for technical regulation. Although the application of standards in the development of mobile 

applications is not always effective [5]. The standards define the range of key issues that developers should 

be guided by (this depends on the demand of application the standards in the state). However, standards 

cannot provide all possible vulnerabilities. 
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Therefore, the effective information security is possible only with interoperability of standards with 

legal norms. However, despite the existing regulatory system, malicious software and technologies has used 

in Russia, including undeclared functions to illegally collect information transmitted from internet enabled 

devices. This problem is relevant for many states, however, the methods of struggle differ not only  

the methods included in the standards, and the severity of the punishment defined in the law, but also in  

the level of interoperability of standards and law norms . The analysis of the studies makes it possible to 

identify the main lines of communication security, such as the independent security of smartphone users if 

such capabilities are initially provided in the phone [6, 7]; ensuring the security by the state if defining  

the requirements for developers in field the safety of the mobile technologies, including the requirements of 

the development and application of standards [8]; also by imposing legal liability for the development and 

use of harmful technologies that violate the confidentiality of information. In the field of ICT,  

the development of legal norms without coordination with the norms of technical regulation does not lead  

to security.  

In Russia, legal norms and regulatory standards are divided and inconsistent, that are lead to 

ineffective information security. The various ways of ensuring information security are offered, for example, 

by confirming each software change [9], flexible phone settings [10], testing installed applications on  

the phone [11], by checking the trust metric for each component of the mobile system [12]. Basically, 

regulation is provided at the level of technology development through the use of mandatory standards. 

In Russia, information security standards are optional. Some security models are used in Russian 

standards [12], 13[10] and etc. In this regard, the article analyzes the problems correlation of the legislative 

system with the norms of technical regulation, which, with the developed regulatory and technical system 

leads to the fact that mobile phones with undeclared functions and preinstalled malware are used in Russia. 

For this, methods of preventing the risks of leakage of confidential user information for such application 

levels as software and hardware were investigated.  

The paper examines the following areas of information security for mobile phone users in Russia: 

first, the law enforcement agencies for the protection of the user community, the identification of the risks 

and vulnerabilities of mobile phone users, if the phone has "undeclared functionality". Second, the standards 

for mobile phone developers, although there is no guarantee of complete information security. In this case, 

the peculiarity of Russia is that legal standards used in the field of information security are voluntary.  

Third, how law enforcement agencies protect the user community. In this case there is a potential danger that 

this may entail uncontrolled access of government agencies to confidential data [14]. The paper develops 

proposals for ensuring the information security of mobile phone users in the territory of the Russian 

Federation, and paper also presents: the concept of combining legislative and technical norms to prevent risks 

and threats, and Russian and foreign practices of dealing with vulnerabilities and risks in this area.  

The problems of state management of information security of mobile phone users from the point of view  

of the system of interoperability information security standards and the legal regulations in Russia  

were demonstrated.  

 

 

2. RESEARCH METHOD 
The research was based on the analysis and comparison of normative legal acts and norms of 

technical regulation in Russia and practices of ensuring information security of mobile communications in 

Europe and in Russia. Normative acts define the necessary rules of behavior and regulation of relations in  

the field of ensuring the information security of mobile phone users. The sources of normative legal acts were 

specialized information legal search systems are named "Consultant-Plus" and "Garant", in which all 

normative legal acts are presented in an actual form. The analysis of normative legal acts and standards 

allowed to determine the state approaches that are reflected in the functions of specialized state bodies in  

the field of ensuring information security, and that also revealed the shortcomings of such approaches.  

The study and analysis of the practice of provision, reflected in European studies, describing possible 

solutions protection of personal data and information security, made it possible to compare the Russian 

experience of standardization with the experience in Europe and come to the conclusion that the problems of 

ensuring the safety of communications are relevant worldwide. In the development of standards in the field 

of information security of mobile communications, European researchers have advanced further. This can be 

explained by the fact that a large number of mobile communication technologies (software and hardware) are 

developed by European manufacturers. However, Russia, using such technologies, should also ensure  

the security of communication and users of mobile telephones. For each person in developed countries,  

on average, there is more than one such phone. For example, on average, Russians have two mobile phone 

numbers [15].  
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To search for and formulate possible ways to develop regulatory regulation and eliminate gaps in 

Russian legislation, the forecasting and modeling method was used. In Russia, there is a lack of research in 

this field, in contrast to Europe. For this reason, at a meeting of an expert-consultative group called 

"On Legal Regulation of Limiting the Use of the Internet for Cryptographic Means and Means of 

Anonymization for Terrorist Purposes" which was being held under the direction of Roskomnadzor, 2017, 

this issue was made on the agenda. The author is a member of this expert group. 

 

 

3. RESULTS AND ANALYSIS 

3.1.  The term “mobile phone” and “subscriber” 
A smartphone is a personal computer with a mobile communication function. In this paper we will 

use smartphone and mobile phone as synonyms. UMTS mobile phones are subscriber terminals that are 

structurally and functionally complete devices that have controls and display and provide users with 

telephony, multimedia and data services for the UMTS mobile telephone system [16]. The definition of  

a subscriber of "mobile communication", was determined at the end of July 2017, by amending the Federal 

Law "On Communications". According to Art. 1 "mobile radiotelephone communication services are 

provided to a subscriber who is an individual or a subscriber who is a legal entity or a sole proprietor" [17]. 

 

3.2. The concept of "undeclared functionality" in terms of Russian legislation 

"Undeclared functionality" is a specific term adopted in Russia. According to the guidance 

document, "undeclared capabilities are understood to mean any functionality of the software which is not 

described or not corresponding to functionality described in the documentation and which may violate 

the confidentiality, availability or integrity of the information being processed" [13]. Through such 

undeclared functionality, third parties may illegally gain access to personal data or confidential information.  

Information security specialists from Perception Point warned of the existence of a dangerous vulnerability in 

the Linux kernel which gives the attacker full access to the Android operating system as an administrator. 

This dangerous vulnerability is called CVE-2016-0728 and had existed since 2012 [18]. Software for mobile 

devices that has undeclared functionality is a malicious computer program. According to Art. 273 of  

the Criminal Code "malicious computer programs include programs that are deliberately designed to 

unauthorized destruction, blocking, modification, copying of computer information or neutralizing computer 

information protection facilities." 

 

3.3. The risks of leakage of confidential user information 

The problem of preventing undeclared functionality is directly related to the problems trust 

evaluation which is still not fully resolved. Although developers are looking for and developing possible 

security solutions for smartphones. For example, to ensure information security, it is proposed that each 

update software should be signed (verified) [9]. The market offers an information security system called 

TISSA, which implements Android privacy mode and which can allow users to flexibly control the settings 

of their phone [10]. Defense Information Service Agency (DISA) developed a standard (the Mobile 

Applications Security Requirements Guide or the SRG) that may be used for developing new apps and 

testing, vetting, and assessing existing apps, providing a considerable degree of protection through applying 

controls and best practices in use throughout the industry to reduce vulnerabilities [11]. In Russia there is 

another approach. In 2002, the Federal Law "On Technical Regulation" was adopted to develop, adopt and 

apply mandatory requirements for products and design-related processes, including their application and 

execution on a voluntary basis requirements to products, design processes, production, construction, 

installation, commissioning, operation, storage, transportation, sale and disposal, as well as to performing 

works or provide services for the purpose of voluntary certification. The scope of this law does not include 

hardware or software information security. The declaration of conformity says that the products adhere to  

the requirements of technical regulations (TR). A determination of whether products meet the TR 

requirements can only be made on the basis of the declaration of conformity. 

Further there is no legislative definition of computer information protection tools. In the law 

"On State Secrets" [19] "information security includes technical, cryptographic, software and other means 

designed to protect information that constitutes state secrets, the means in which they are implemented, 

as well as means to control the effectiveness of information protection". However, a mobile phone consists of 

hardware and software, and each may have vulnerabilities that can lead to the illegal collection of 

information stored or associated with the mobile phone. Risk can be assessed using a hierarchical method of 

trust assessment. This allows users to combine trust indicators and to check the metric of trust for each 

component of the mobile system [12]. The Russian approach described in the standards also uses this 

principle [13]. Such an evaluation system is recognized as the most productive, because evaluates all  
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the components of the system. In applying this methodology, the European and Russian approaches are close. 

However, despite the existence of a regulatory framework, the issue of preventing the illegal collection of 

confidential information remains. In this regard, we will consider regulatory acts to determine 

the requirements and conditions for the hardware and software complex to be introduced into civil circulation 

in Russia. 
 

3.4. Interoperability of legal norm with norm of technical regulation for mobile data security 

There are different position on whether the certification of the mobile phone software leads to  

the security of the confidential information of the mobile phone user. Security experts agree that standardized 

solutions and practices should be used in the first place [20], [21]. Standards help officers responsible for 

introducing new security measures to answer the questions regarding the choice of methods, the priorities and 

extent of implementation, or the sufficiency of the approach. On the other hand, it is impossible to envisage 

all situations in the standard, therefore vulnerabilities not covered by regulation will arise. 

Such vulnerabilities can be exploited. There is risk high is using of reeware routines and libraries that can  

contain known malware. Russia's approach to software standardization is different. The scope of the Federal 

Law On Technical Regulation “does not apply to [...] standards for the dissemination, provision or disclosure 

of information” (para. 3 of Art. 1). Consequently, computer programs are not subject to mandatory 

certification. When purchasing software, consumers should be assured that there are no functions allowing 

the illegal transfer of information. However, due to lack or mandatory standards, consumers cannot have  

such confidence. 

According to the logic of the legislation, the voluntarily acceptance of standards means the company 

demonstrates the safety of its phones to the consumer, giving it a competitive advantage. The network 

operating system Microsoft Windows Server 2003 confirmed their compliance with the requirements of 

FSTEC in the certification of information security tools for information security requirements FSTEC of 

Russia, certifying the Russian version of Windows Server 2003 (Standard Edition and Enterprise Edition) 

and the R2 version. Microsoft also undertakes the monthly certification of new patches for these products. 

Given that the development of software is the result of intellectual activity, it is logical to assign 

responsibility to the software developer. However the part of Russian civil legislation devoted to intellectual 

activity and the means of individualization does not. According to the first and second part of the Civil Code, 

the imposition of liability is possible only on the general basis of Art. 15 and 1064 of the Civil Code. 

According to which a person whose right has been violated may claim full compensation for losses caused to 

him Part 1 and part 2 of Art. 1064 specifies that losses are understood as expenses that the person has or will 

have to perform to restore his violated right, as well as the unearned income that this person would have 

received under normal conditions of civil turnover, had his right not been violated.  

The person who caused the harm is exempt from compensation for harm, if he can prove that  

the harm was not caused through his fault. However, the law may provide compensation for harm and in  

the absence of the fault of the harm-bearer. The mobile phone user can protect himself only by inclusion of 

conditions for the responsibility of the developer for errors in the software. However, such procedure for 

concluding a contract in most cases was not used, because practice follows the path of use agreement of 

accession. Seyed, et al. [6] believes that the losses to persons using computer programs in their economic 

activities lie in the contractual sphere. The Civil Code establishes a presumption of fault of the harm-bearer. 

In Art. 1064, the presumption of the fault of the harm-bearer suggests that the absence of guilt should be 

presented by harm-bearer. However, the developer's fault does not arise, if the responsibility of the software 

developer is not determined by the contract and if all the terms that are specified in the contract are  

complied with.  

In the fourth part of the Civil Code: para. 3 of Art. 1252 of the Civil Code determines that 

rightholder can the protection of his exclusive rights by exercised through a claim for compensation for 

damages to a person who illegally used the result of intellectual activity or a means of individualization of 

legal entities, commodities, labor and services, which are provided with legal protection. In this case,  

the proof of the amount of damages in accordance with the general rules is assigned to the right holder whose 

right is violated. According to Art. 1252 of the Civil Code, compensation for damages is connected only with 

the violation of this exclusive right and with the illegal use of the result of intellectual activity or by means of 

individualization, but not with the fact that the software itself can inflict property or moral harm to users of 

software. Judicial practice in cases of the protection of intellectual rights has determined that compensation 

for moral damage as a non-property right is not connected with exclusive rights, "an exclusive right is not 

subject to protection by recovering compensation for moral harm, as it is a property right" [22]. According 

Art. 1100 of the Civil Code, the right holder for a protection of his personal non-property rights can claimed 

on recognizing the right and restoring the situation that existed before the violation of the law; can claimed 

suppressing actions that violate the law or threaten its violation. According to the general grounds, 

compensation for moral harm is carried out regardless of the fault of the harm's causer. 
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Therefore, if the software harms the licensee, then only on the basis of general provisions of  

the Civil Code, can the licensee demand compensation from the licensor. The licensor must provide evidence 

that the damage was not his fault. If it is established that the damage was caused through the fault of  

the licensor, then the licensor will have to satisfy the damage in full, unless the law or the contract provides 

for compensation of losses in a smaller amount. For example, the European Commission in 2009 proposed  

a bill to protect software users from errors inherent in the software which provides for the liability of 

software vendors for the shortcomings of the software product and compensation for damage caused to  

the consumer as a result of its use [23]. In 2017, EC reconsidered the Directive 85/374/EEC. “The purpose of 

this evaluation is to assess the functioning and the performance of Council Directive 85/374/EEC concerning 

Liability for Defective Products (LDP) as modified by Directive 1999/34/EC of the European Parliament  

and of the Council. A key issue is to reflect whether Directive 85/374/EEC is fit for purpose vis-à-vis  

new technological developments and whether it covers cases of malfunctioning apps and non-embedded 

software” [24]. Russia also wants to implement the idea that software should be developed according to 

security rules.  

The Council of the Eurasian Economic Commission determined that "independent software is 

considered an active medical device [...] and the safety of a medical device is defined as the absence of 

unacceptable risk associated with causing harm to life, human health and the environment." [25].  

Companies are trying to solve these problems by developing the Declaration of Information Security.  

For example, MTS has developed a Declaration on the Protection of Subscribers from Cyberthreats (MTS), 

banks are also developing their own Information Security Declarations [26]. Currently, Russian civil law 

does not directly determine the persons responsible for possible damage caused by software. There are no 

current standards that determine the security rules of the software being developed. According to Chapter 19 

of the Russian Administrative Code, administrative liability is established only for violations of technical 

regulations, state standards, certification rules, and regulatory documents on ensuring the uniformity of 

measurements; general purpose hardware and software do not fall into these categories. A way out of such  

a situation could be the introduction of a practice which would include in license agreements the person 

responsible for possible harm from the software.  

According to Art. 5 of the Civil Code "standard business practice are the established rule of conduct 

that is prevalent and widely applied in any area of entrepreneurial or other activity, not the rule of conduct 

provided by law". Standard business practice are sources of law. For example, in ISO/IEC 19770-2: 2009 

which was put into effect in Russia in 2016, section “h” defines the requirement "to reflect in the tag of 

software identification data and the requirements of various subjects, including software developers, software 

licensors, packers, distributors of software, all subjects which are external to the consumer." [27]. 

We propose supplementing section “h” of this standard with a provision to include in the software tags 

identification of who is responsible for any harm caused by the software. This will make it possible to 

uniquely identify the person in charge and extend responsibility According to the general grounds of the Civil 

Code. For the legal regulation of the use and certification of mobile devices, it is necessary to amend Art. 

2 "Basic Concepts" of the Law "On Communications", adding a definition of "mobile device". In addition, 

it is necessary to develop a set of legal proposals for the protection of software users from any inherent 

errors. For this, Art. 1235 of the Civil Code on the license agreement should be supplemented with provisions 

about the liability of the licensor for errors.  

In the preamble of law № 2300 "On the protection of consumer rights" [28] it is determined that  

the law regulates relations that arise between consumers and manufacturers, sellers, importers when selling 

goods; establishes the rights of consumers to purchase goods of adequate quality and safety for the health, 

life and property of consumers and the environment; obtaining information about goods and their 

manufacturer; establishes state and social protection; and the mechanism to realize these rights.  

However, neither Rospotrebnadzor nor the Roskomnadzor controls the information security of consumers of 

mobile communications. Ensuring information security is not a function of Rospotrebnadzor, although it is an 

agency that is empowered to control the observance and upholding the interests of citizens in a wide variety 

of industries. The basis for the work of the agency is the law "On the protection of consumer rights". In order 

for the provisions of the law "On the protection of consumer rights" to apply to the results of intellectual 

activity, it is necessary that such software (the provision and transfer of rights for the results of intellectual 

activity) be included in the preamble of this law.  

The list of Roskomnadzor functions does not include the collection of evidence for an offense 

committed within the "primary" collection of evidence (in the course of the pre-investigation) or  

the implementation of instructions from the investigator or the court on the performance of urgent 

investigative actions. The list of information that Roskomnadzor is authorized to block does not include 

harmful software. Therefore, the extension of the authority of Roskomnadzor will allow application directly 

to this state body. It is also necessary to extend the authority of Roskomnadzor on the primary collection of 
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evidence. This information on the detected offenses, Roskomnadzor should consult with law enforcement 

agencies before making decisions. It is necessary to develop legal methods and criteria for identifying 

undeclared functionality of mobile devices; procedures for interaction between users of mobile devices and 

telecommunications operators, and Roskomnazdor with telecom operators, if the spread of harmful software 

via a mobile phone is confirmed. Interaction procedures should determine the procedure for lodging  

a complaint to a telecommunications operator or Roskomnadzor about checking a mobile phone if the owner 

of a mobile phone suspects the presence of harmful software on his device. 

Russia provides information security by setting requirements in the standards for the process of 

working with specific information of limited access (for example, personal data, bank secrecy). However,  

the study showed that even though mobile operators work with information of limited access (personal user 

information), the process of ensuring the security of transmitted information and stored information on 

mobile phone users' phones is outside of the sphere of information security. In this regard, the state needs to 

reconsider its approaches to monitoring mobile software technologies in Russia, and to standardize  

the software for mobile phones. In both Europe and Russia, the approaches and models that form the basis for 

ensuring the information security of mobile users are close, this is because Russia is a member of the ISO 

international organization for the development of standards. However, most of the problems in Russia are 

connected with the principle of voluntary adoption of standards in the field of information security. 

This, in turn, allows technology developers not to certify their technologies, and state bodies do not have  

the responsibility to control the imported technologies of mobile communication and to supervise the use of 

such technologies in Russia. Accordingly, mobile phone users have a motivation to protect themselves with  

the possible technologies presented on the market, but this also leads to the emergence of unreliable 

technologies on the market that can work for third parties. 
 

3.5. Standards in the field of mobile connection information security 

Ambiguity in the certification requirements of mobile phone components increases the likelihood of 

mobile phones containing undeclared functionality. In Russia, the standards related to information 

technology security tools are united by the ISO 27000 series. In addition in 2016 Russia introduced State 

standards GOST R 56546-2015, for vulnerability detection of information systems and the classification of 

vulnerabilities of information systems. This is part of a set of standards establishing the classification of 

vulnerabilities, the rules for describing the vulnerabilities, and procedures for performing work to identify 

and assess the vulnerabilities of information systems. GOST R 56546-2015 classifies these vulnerabilities by 

their origin and by the type of deficiency. Section 5.2 includes "the ability to introduce commands into  

the operating system that allow attackers to remotely view directory structures, copy, delete files."  

The introduction of commands into the OS allows the profiling of a mobile client. An app may contain no 

malware, but may be programmed to transmit a user's address book, location, and any personally identifying 

information to a pre-determined location [5]. 

Since 2018 in Russia, the issue of preserving information has been solved by communication 

operators being required to store in Russia 1) information about voice data, text messages, images, sounds, 

video or other communications of users for three years; 2) text messages of users of communication services, 

voice information, images, sounds, video, other messages of users of communication services for six  

months [29]. Telecommunications operators are obliged to provide authorized state bodies information on 

users of communication services and on the communication services rendered to them, and other information 

necessary for the performance of the tasks assigned to these bodies, in cases established federal laws [29].  

The cost of entry into force of these norms was assessed in different ways. A representative of MegaFon said 

that according to the most modest calculations, expenses for the whole country for all operators would 

exceed 1 trillion rubles. This will affect the cost of communication services. The head of the Ministry of 

Communications said that he does not see the threat of an increase in prices for mobile operators due to  

the adoption of amendments [30]. 

If confidential data is stored not on the phone but on the server of the mobile operator, then 

operative access to confidential data should be allowed only from the mobile phone using an application that 

does not have caching, since "caching is a vulnerability that allows the leaked confidential information stored 

on the phone" [31]. Although he believes that this risk can be reduced using artificial intelligence, that let add 

adaptability and error resistance when using high-speed computing [32]. This brings into question  

the reliability of operators. An evaluation of "reliability" can be carried out either by voluntary certification 

by the developer of his application, or by an open rating which is carried out by users of this application.  

The presence of a license will allow the developer to be considered "reliable" or "sufficiently reliable."  

In the case of an open vote, the class will be assigned according to the size of the received rating. The wide 

range of applications for mobile phones and mobile phones themselves which all have different requirements 

of information security makes it difficult for the user to ensure their information security. Governments 

assign citizens the responsibility of determining the safest model on which the application is based. 



                ISSN: 2088-8708 

Int J Elec & Comp Eng, Vol. 10, No. 3, June 2020 :  3184 - 3192 

3190 

Creating a mandatory standardization of applications is of great importance, because applications 

will be easily recognizable by consumers. The responsibility of the developer will also be clear. For this, 

standardization bodies should develop mandatory standards for reliable online security and device security in 

terms of personal data processing. For example, the developers of the standard suggest that the level of 

security is confirmed by a valid digital signature. This allows a trusted source to create the code and that it 

does not contain malicious programs. If the signature is missing or the signature cannot be verified,  

the application should not execute it. Further to this, any mobile code in an app must not only be signed, 

but also be a mobile code that has already been categorized. Any uncategorized code, even though potentially 

safe, must not be used [5]. 
 

3.6. SIM-cards 

An important component of the mobile phone is the Subscriber Identification Module card  

(SIM-card). This module is a microcomputer in the form of a plastic card with non-volatile memory and its 

own microprocessor, which provides access to information stored in the memory, and security functions.  

Through unauthorized access to a SIM-card, information about a person's personal data can be obtained. 

Technology developers are trying to overcome various vulnerabilities. To ensure the security of mobile 

business applications, a model of a secure SIM card, named PK-SIM card has been developed, which is 

a standard SIM card with additional PKI functionality. Developers present a security framework offering 

solutions for the development of secure mobile business applications using SMS as the bearer [33]. Standard 

№ 03.48 provides end-to-end security services for a SMS message going to or coming from the SIM  

card [34]. Although there are standards that have some drawbacks, for example, those developed by  

the European Telecommunications Standards Institute (ETSI) which only addresses the mobile industry 

needs and does not consider the authentication and session key distribution for broader solutions. 

In Russia, IPS\IDS, application firewalls, SIEM, security testing, anti DDoS, anti-fraud systems 

have been proposed for the protection and control of vulnerabilities. However, recent studies have suggested 

that IP-based security technologies are no longer effective, and for new solutions - a virtual network, 

software-defined network, network data naming, research is required because they are still at the initial 

stage. [35] In addition, the regulatory security of mobile phone users in Russia is related to the legislative 

requirements for the sale of only identified SIM cards. This practice was introduced only in 2016.  

The amendments to the Federal Law "On Communications" [29] to prohibit the distribution of SIM-cards 

without providing real subscriber data to mobile communications operators, established that mobile 

communications services are provided only to those subscribers who have provided reliable information 

about them. The verification of the information about the subscriber is carried out by establishing the full 

name and date of birth by the provision of an identity document; through a single system of identification and 

authentication; the use of an enhanced electronic signature; through a single portal of government services; 

and through the information systems of state bodies, if the operator has connections to such systems through 

a single system of inter-agency electronic interaction. Prior to the adoption of these provisions, SIM cards 

were sold without a contract. 

Mobile operators are obliged to stop the provision of communication services within fifteen days 

upon receipt of a request from a body that carries out operational searches, or upon receipt of a request from 

Roskomnadzor, formed on the basis of the results of oversight measures, if the actual data about the users do 

not correspond with those stated in the subscriber agreements. A subscriber who is a legal entity or  

an individual entrepreneur, when using corporate tariffs, is obliged to provide the communication operator 

information about each actual user of the corporate tariff. The consent of such users for the transfer their 

personal data to the operator is not required. According to clause 4.1.5. GOST R 53732-2009 "the user of  

a mobile phone becomes the owner of the subscriber number and SIM-card, through which the identification 

of the subscriber device, its access to the operator's mobile network, as well as protection against 

unauthorized use of the subscriber number is ensured". 
 

 

4. CONCLUSION 
This paper demonstrates the problems of state management of information security of mobile phone 

users in Russia. We examined two points of view: the information security standards in Russia and the legal 

regulations. Possible practical solutions for ensuring the security of user data, both from the state and by  

the mobile phone user himself were suggested. Such solutions are changes: to the Russian standards; in key 

management scheme and the control of access to information stored on phones to eliminate problems caused 

by unauthorized third-party access; as well as empowering Roskomnadzor with the authority to control  

the spread of information technology with undeclared functionality, and expanding the scope of 

the law on consumer protection. The study of this problem of ensuring information security is carried out for 

the first time. 
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