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1. INTRODUCTION

Biometrics is a biological and unique characteristics that identify individuals. Biometrics may be
physiological as DNA, Iris, and Fingerprint or behavioral traits as keystroke, gait, and signature. All traits
which can be used as biometric should be characterized by Universality, Exclusivity, Permanence,
Collectability, Performance, Acceptability and Circumvention [1-3]. The electrocardiogram (ECG)
is biological biometric it measures the change of electrical activity of the human heart over time as shown in
Figure 1 [4]. The ECG signal consists of three waves start with the electrical P-wave generates from
the upper chambers followed by straight-line generates when the blood flows from top chambers to lower
chambers. The QRS complex is the next wave which generates from bottom chambers while the last wave is
the T wave from electrical recovery [2, 5, 6].

ECG features are fiducial and non-fiducial features. Figure 2 shows all fiducial features from
the waves which are in the time domain. Non-fiducial features are obtained by using several methods from
the transformed domain. These features needless computation time than the fiducial features also it doesn't
require to find boundaries of the ECG waveforms which change constantly [7-9]. Two ECG approaches are
available based on the used features which are fiducial and non-fiducial approaches as shown in Figure 3.
There is no general rule to get the exact locations of ECG signal boundaries because it has continuously
variations, so using non-fiducial features is solved this problem [1].

A biometric system may operate as identification or verification schemes. In all systems, the first
stage is data collection and preparing the database for the system this process is called the enrollment
process as shown in Figure 4. The enrollment process starts with ECG signals collecting from individuals and
PIN for each one. ECS signals preprocessing is performed to get more suitable signals then applying
one of feature extraction techniques then storing the obtained features in the system database with a PIN
for each individual.
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Figure 4. Enrollment process

In an identification system, it starts with the signal acquisition from individual and the same steps
used before in the enrollment stage repeated exactly in preprocessing and feature extraction process then
comparing between the obtained features with that stores in the database to get the individual identity.
it doesn't need identity claimed and considered as one to many matching because it searches on all
the database and gets who the user's identity or non-identified as shown in Figure 5. In the verification
system, the same as in the enrollment process in ECG signal preprocessing and feature extraction techniques
is exactly repeated. The verification system needs identity claimed and considered as one to one matching
then getting the decision yes if the features are matching and no for not matching so its result is performed
quickly and accurate as shown in Figure 6.

Most of the biometric systems used identification schemes with fiducial and non-fiducial features,
while most of verification biometric systems used fiducial features [11-13]. In [2], the Multimodal Biometric
Authentication system is proposed using a combination of ECG and Fingerprint together. Fiducial features
were extracted from ECG signals after preprocessing also converting the extracted fingerprint to
the transformed domain using DWT then extract only two features. The decision was getting from the final
score which calculated from matching ECG and fingerprint traits. A lot of parameters were calculated for
the system efficiency moreover, the number of subjects is not clear.
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The authors in [14], Proposed an Authentication Biometric system which based on the fiducial
features directly after preprocessing, they used 73 subjects in their experiment. The Euclidean distance was
used for matching. Then they extended their unimodal framework based on ECG trait only to be
a multimodal biometric system based on ECG and Face or ECG and fingerprint using score fusion technique.
A verification biometric system was proposed in [15], they used only 15 subjects, RR intervals were detected
from ECG signals then applying DCT to get the required features. The obtained accuracy is 97.78% after
using the correlation to get the decision.

In [16], ECG Biometric Verification system was proposed by using PCA, they used 8 subjects only
in their experiment. They used fiducial features using PCA and DWT for non-fiducial features.
The authors in [17], they get the signal features using the Hjorth Descriptor and Sample Entropy (SampEn).
Support Vector Machine (SVM) classifier was used for authentication. The obtained accuracy is 93.8% from
Hjorth Descriptor Compared to SampEn. In [18], ECG based biometric system was designed. ECG dataset of
55 users was created during four months to study the ECG-based biometrics stability. He studied
the performance of ECG as a biometric trait in short and long terms and found that more needing studies
towards improving the long-term ECG biometric systems performance.

The authors in [19] proposed ECG biometric algorithm using 184 subjects from different datasets.
They obtained 98.33% accuracy using a random forest classifier and 96.31% accuracy using the wavelet
distance measure algorithm while the two classifiers together give accuracy 99.52%. In [20], a non-fiducial
ECG biometric verification system was proposed using kernel methods for 52 subjects with Discrete Wavelet
Transform (DWT) for denoising. They studied the performance of using Support Vector Machine (SVM)
and the Linear Discriminant Analysis (LDA). A two-lead ECG signals biometric verification was proposed
in [21], autocorrelation feature extraction method was used in conjunction with different techniques for
reduction with different window lengths from short and long-term recordings. The results show that
the recognition rates affected by the recording and the window lengths. The objective of this research is to
apply a verification biometric system using non-fiducial features with Euclidean distance matching
methodology.

2. RESEARCH METHOD
The proposed biometric authentication system consists of three main steps pre-processing,
feature extraction and reduction using DWT, and matching process, as shown in Figure 7.
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2.1. Datasets description

In this research, 90 subjects are used from two datasets. The first dataset is ECG-ID Database while
the second is the MIT-BIH Arrhythmia Database [22]. The number of test subjects used in the proposed
system is 72 subjects includes 11 unauthorized subjects.

2.2. Pre-processing

The first dataset has filtered signals so it used directly while the Butterworth filter was applied on
signals from the second dataset. The Pan and Tompkins algorithm was applied for R peak detection [23].
The cycle length was fixed at 200 samples because features vectors must have an equal length for all
subjects. A normalization process into the range from 0 to 1 is applied to the amplitude of all points for
each R-R cycle.

2.3. Feature extraction

Discrete Wavelet Decomposition was applied as a feature extraction method in each R-R cycle by
using Daubechies wavelets (db8) with five-level decomposition as shown in Figure 8. Selecting
the Daubechies family in this work depending on its shape and energy spectrum which close to the ECG
signal while selecting db8 from previous work which gets good results than others. The total coefficients
number after decomposition is 272 as shown in Figure 8. Figure 9. Shows the selected R-R interval and
Figure 10 shows that the wavelet coefficients after 100 are approximately closed to zero so those coefficients
are neglected (d1 and d2) and the other coefficients (104) were taken in our experiment.
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Figure 8. The 5-level discrete wavelet decomposition using Daubechies wavelets 'db8'
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2.4. Authentication strategy

The Euclidean distance algorithm is used for verification decisions. Euclidean distance calculations
are performed exactly as follows:

Let P (i) is the stored pattern feature matrix of size:m x d:

C [fir o fia
PO = f; ; : 1)
mi m,d

If N is the number of subjects so there where N stored pattern matrices P (i). P'(i) is the sample features
matrix defined as:

fll,l o fll,d

PO =1 : . :
flm,l f’m,d

O]

The distance between the attributes of a sample and features matrix of an individual i is statistically
computed using:

|f1,1—f’1,1| |f1,d_fll,d|

d® = . :
|fm,1 - f’m,ll |fm,d _f’m,dl

®)

The distance score for an individual is calculated from the sum of Euclidean distances between feature
attributes as:

Sh = X featf'dl @

The mean of distance score for an individual (i) should be calculated due to the variations in ECG data set
signals as follows:

st= i =15 ®)

Small distance score value indicates good matching while large distance score value indicates poor
matching [14]. To get an accurate decision a threshold is calculated from the distances of the database and
the sample feature matrix for each tested individual.
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3. EXPERIMENT AND RESULTS

90 subjects are used in the enrolment process to create the system database. Daubechies wavelet
'db8' as a feature extraction method is used. The Euclidean distance algorithm is used as a matching
algorithm. The performance of the proposed ECG verification system is estimated by calculating some
metrics as the accuracy or verification rate.

Total number of correctly samples Nc

e o) —
verlflcatzon rate( A]) Total number of test samples Nt (6)
Besides, some metrics are used such as recall, precision, and F-score to evaluate the proposed

system performance (6).

Sensitivity (%) = —"—x 100 @
e N

Specificity(%) = T < 100 (8)
.. TP

Precision (%) = e 100 9)

2xSensitivity*Precision

F — score = (10)

(Sensitivity+Precision)

Where, TP denotes the number of true positive samples, TN denotes the number of true negative samples,
FP denotes the number of false-positive samples and FN denotes the number of false-negative
samples [24, 25]. The number of test subjects used in the proposed system is 72 subjects includes
11 unauthorized subjects. The following Table 1 summarizes the performance of the system.

Table 1. The Performance of the proposed system

Parameters Percent (%)
Verification Rate 94.44
Sensitivity 95.08
Specificity 90.9
Precision 98.3
F- Score 96.66

4. CONCLUSION

Some bhiometric traits could be imitated but the ECG signal is considered as a real-time trait that
indicates that the person is alive and present by himself. A verification biometric system based ECG signal is
proposed in this research. Daubechies wavelet 'db8' as a feature extraction method is used and the Euclidean
distance algorithm for verification decision. 90 subjects are used to build the system database, 72 subjects for
testing our verification biometric system. The system performance is evaluated by calculating some metrics.
The obtained f- Score is 96.66 %. The proposed system is more suitable for a large number of subjects which
gives its decision in a very short time with good accuracy due to using the verification approach based on
non-fiducial features.
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