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Wireless sensor network (WSN) have limited bandwidth, low computational
functions, energy constraints. Inspite of these constraints, WSN is useful
where communication happens without infrastructure support. The main
concern of WSN is the security as the sensor nodes may be attacked and
information may be hacked. Security of WSN should have the capability to
ensure that the message received was sent by the particular sent node and not
modified during transmission. WSN applications require lightweight and
strong authentication mechanisms for obtaining data from unprivileged users.
In wireless sensor networks, authentication is the effective method to stop
unauthorized and undisrupted communication service. In order to strengthen
the authenticated communication, several researchers have developed
mechanisms. Some of the techniques work with identifying the attacked node
or detecting injected bogus message in the network. Encryption and
decryption are the popular methods of providing the security. These are
based on either public-key or symmetric-key cryptosystems.Many of
the existing solutions have limitations in communication and computational
expertise. Also, the existing mechanisms lack in providing strength and
scalability of the network. In order address these issues; a polynomial based
method was introduced in recent days. Key distribution is a significant aspect
in key management in WSNs. The simplest method of distribution of key is
by hand which was used in the days of couriers. Now a day, most distribution
of keys is done automatically. The automatic distribution of keys is essential
and convenient in networks that require two parties to transmit their security
keys in the same communication medium. In this work, a new type of key
exchange mechanism is proposed. The proposed method for authentication
among sensor nodes proves to be promising as per the simulation results.
The nodes which are unknown to each other setup a private however
arbitrary key for the symmetric key cryptosystem.
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1. INTRODUCTION

By using the concept of authentication, the corrupted and unofficial message can be avoided |
wireless sensor network. Authentication means provisioning a message with authenticity and integrity
assurances. In the literature, it can be found that there exist various authentication methods to provide
genuineness of message and verification of integrity in WSNs. The basic strategies are public-key system and
symmetric-key crypto systems.Several hash based authentication methods were proposed for WSNSs. In these
methods, each of the symmetric authentication key is shared among sensor nodes. By capturing a one sensor
node, an attacker can compromise the key [1]. Hence, these methods are not resilient to compromise attacks
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on node. These mechanisms require initial time synchronization which is very difficult to implement in large
scale wireless sensor networks. The security mechanism introduces overhead like delay in message
authentication which increases as the scalability of the network increases.

As wireless sensor networks have constraints in terms of bandwidth and energy, reducing
the communication between base station and sensors plays vital role on power consumption and utilization of
bandwidth. Aggregated wireless sensor network serve this purpose. The process of collecting, processing
and forwarding the result of the raw sensed data from sensor nodes by intermediary nodes called
‘aggregators’ is called Data Aggregation. This concept reduces the data transmitted in the network and as
a result leads to prolonged life time of network [2]. Without proper security mechanism, it is not possible to
perform this operation. Due to the deployment environment of WSNs, the physical compromise of sensor
nodes and aggregators is possible. It may also lead to false aggregation results [3]. To address these issues,
the first option is cryptographic mechanisms using which confidentiality and integrity mechanisms can be
achieved [3].

Because of high deployment cost and communication cost, the sensor nodes cannot practically make
use of third party trusted servers. The public key protocols involve very high cost for computation.
Hence, in WSNSs, the better method for cryptography is the one which involves symmetric key cryptography.
There exist lot of difficulty in key management in WSNs because of their dynamic structure,
self-organization property and easy node compromise. There are large number of approaches which are
focused on this area of key management because of its difficulty and importance. Based on the existing
techniques, the current approaches can be classified as one way hash schemes, hybrid cryptography schemes
and key pre-distribution schemes, key infection schemes etc. Some of the techniques are combination of
more than one of these approaches. [4]. Figure 1 shows the apparoaches of key management in WSNs. These
security challenges in WSN opens up a broad research issues in this area. In this work, an attempt has been
made for design and development of new key management mechanism among WSN components.

Key Management Protocol in WSNs
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Figure 1. Key management approaches in WSNSs Source [5]

2. RELATEDWORK

Bin Tian et al [6] state that in any secure communication, key management is one of the issues.
It is the need of the hour to introduce reliable and secure key management schemes into the wireless sensor
networks. In this work, the author has proposed a hierarchical method for key management to ensure network
services security and WSN applications. Using this model, transmission and computing energy saving can be
achieved. The researcher proposed an improvement of one-way hash function tree (OFT) by Chinese
Remainder Theorem (CRT) for usage in large-scale WSNs. The experimentation has been done for
evaluation of the security and performance. The results of the experimentation indicated that the results are
satisfactory. C. Chen et al [7] opine that the key management is one of the significant research topics in
secure communications in WSNSs. Considering the mobility, large scale deployment, node failures, dynamic
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network topology, communication failures etc, several dynamic key management methods like LOCK and
SHELL have been proposed for guaranteed security. But the problem of collusion in key management is still
not completely addressed. In this research work, the authors have tried to provide the solution. The new
method has been proposed for secured communications in WSNs. The proposed method employs the three
layered LOCK architecture. The method uses the encryption based on ciphertext-policy attribute for
refreshing the group key in the upper layer and usage of EBS in the lower layer. The proposed method
performed better than the existing related methods and also can avoid collusion attacks. In addition,
considering the overhead of the communication, the number of messages used for rekeying is greatly
reduced.

Guohua Ou et al [8] state that in wireless sensor network, key management is one of
the considerable concerns. In the existing techniques, key management methods share the key for neighbour
pairs of sensors in homogeneous sensor networks. Recently, some of the researchers have proved that
compared to homogeneous networks, heterogeneous networks can achieve better performance in security.
In this research work, key management scheme based on key-chain is proposed for heterogeneous networks.
In the proposed scheme, various events like pair-wise key establishment, cluster key distribution and
renovation are efficiently handled. Considering performance and security, it is demonstrated that
the proposed scheme reduces the node storage requirements andsupport for dynamic sensor networks. It also
achieves better security than the existing sensor key management techniques. R. Kuchipudi et al [9] state that
Wireless Sensor Networks are installed in hostile areas necessitating the need for security. Establishing
the secure links between nodes is a challenging issue in WSNs. Compared to wired wireless sensor networks
are more vulnerable. Security between sensor nodes can be achieved using secret keys for encryption of
the messages exchanged. Key management is the necessity for secured services such as authentication and
confidentiality. The asymmetric and symmetric key cryptography or trusted server methods are used to
provide solution to this problem. Asymmetric key cryptography enhances the security of the network security
but also increases overhead in terms of memory, computation and energy. Symmetric key cryptography
provides is efficient but it provides less security. Some of the techniques use trusted server for key
management. It is not suitable for WSNs as there is trusted server usually. In this research work, Mobile
agent based key distribution (MAKBD) in which mobile agents disseminate public keys and shared keys are
updated. Different symmetric keys are constructed by each of the sensor node with its neighbour. Security of
the communication is achieved by mutual authentication and data encryption with these keys. The results of
the simulation indicate that the proposed method (MAKD) is scalable with less memory overhead.

S. B. Kamble et al [10] opine that as a sensor node is vulnerable to attacks by intruder, the security
key management method has lot of options for coverage. Security and necessities of operational network
activities are presented in various ways in the present techniques. The usage of WSN is in several types of
applications like military surveillance, monitoring of healthcare devices, process monitoring etc. Encryption
algorithms are used in WSNs for securing the data. In this work, security method has been proposed that used
protocol certificate. A CL-EKM helps efficient key updation when a new node gets connected to a cluster.
It also provides the key secrecy. The mitigation of wide effect of node customization on security happens by
a withdrawal of compromised node. The security issues and solution for some of the issues have been
discussed in our previous works [11-15]. From the literature, it can be observed that there are continuous
efforts for improvement in security techniques [16-27].

3. THE PROPOSED METHOD

A public key cryptography called Elliptic Curve Cryptography (ECC) can be used for key
generation and exchange between nodes and CH.In this method, each device that takes place in
the communication has a pair of keys. The pair of keys is private key and a public key which are associated
with a set of operations for cryptographic operation. The private key is known to a particular user whereas
the all users have similar public key. Secure communications can be established by Public-Key cryptography
(PKC) systems without sharing a secret key. RSA and ECC are the most used cryptography systems in recent
days. This method was proposed by Victor Miller and Neal Koblitz in 1985.

The elliptic curve y2 = x 3 + ax + b is defined by the mathematical operations of ECC where
4a3 + 27b2 # 0. Different elliptic curve can be obtained by varying the value of a and b. The points (x,y) that
satisfy the equation plus a point at infinity lies on the elliptic curve. The private key is the random number
and public key is a point in the curve. The multiplication of the private key and the generator G in the curve
results in the Public key. The domain parameter of ECC consists of the generator point G and the curve
parameters a and b, together with few more constants.The proposed method uses enhanced ECC algorithm
for secure transmission of messages as well as key.
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3.1. ECC in wireless sensor network

WSNs are rapidly growing and hence, relevant to research and public at large. Two types of
communication that happen in wireless sensor networks are between nodes and between base station and
nodes. Table 1 shows the comparison of RSA algorithm and ECC. Following is the comparison of the ECC
and RSA algorithms for key generation and exchange for WSN.

Table 1. Comparison of keys in ECC and RSA

ECC Key Sizes RSA Key Size Comment

160 1024 Short period security
256 3072 Medium period security
384 7680 Long term security

3.2. ECC algorithm

The ECC is based on the concepts of algebra related with elliptic curves over finite fields Fp and
F2m. Elliptic Curve encryption and decryption system requires appoint G and an elliptic group Eq(a, b) as
a parameters. For encryption and sending a message Pm to B, A selects a random positive integer k.
The cipher text Cm is produced as given by the (1).

Cm = [K*G, Pm +k*Pg] (1)

In this scenario, A has used Pg, the public key of B.
The cipher text is decrypted using ECC. Here, B multiplies the first point in the pair by B's private key ng and
subtracts the result from the second point as shown by equation.

Pm+ k *Pg - ng (k*G) = Pm+ k (ng* G) - ng (k*G) = Pm 2

The following steps indicate the key exchange between users A and B.

Step 1 A select an integer na<n as A’s private key.

Step 2 A generates a public key Pa = na*G which is a point in Eq (a, b).

Step 3 B select an integer ng<n as B’s private key.

Step 4 B generates a public key Ps= ng*G which is a point in Eq (&, b).

Step 5 Public keys are exchanged between A and B.

Step 6 A generates the secret key K= na* Pg and B generates the secret key K= ng* Pa

3.3. Enhanced ECC method

The existing ECC algorithm has been modified. The proposed algorithm uses Arnold map which is
also known as cat map. Arnold map that is generalized is presented with two parameters a and b as given
below.

| 1 o -'L':r_
T T famed D
Lo&m+1_ ab__.:l':;' (3)

K+l

a and b are control parameters which are real numbers. It can be concluded that the largest Lyapunov

exponent in map (1) is greater when a >1 and b>1. This means that map (1) can perform better in data

shuffling.

The proposed algorithm is given below.

Step 1 Generate key pairs (Public and private key)

Step 2 Convert both keys to binary representation

Step 3 Using Arnold map keys shuffling is done

Step 4 Share the shuffled key with the participating nodes

Step 5 Using Arnold map reshuffle the key , use these keys to encrypt the message using ECC
algorithm

Step 6 After encrypting the message, again encrypt the cipher text using Arnold method for data
shuffling

Step 7 Send the encrypted message to the CH, then CH uses Arnold method for reshuffle. Using
private key original message is recovered.
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The implementation has been tested using MATLAB tool. It is a tool developed by Math Works for
multi-paradigm computing environment. The tool can be used to implement algorithms, user interface
creation, plotting functions and data etc. MATLAB has a wide variety of functions useful to the genetic
algorithm and also has provision to experiment with the genetic algorithm. MATLAB essentially supports
only one data type, a rectangular matrix of real or complex numeric elements. The following figures show
the screen shots of simulation of the proposed work. The screenshot of data encryption between nodes and
cluaster head is shown in Figure 2. Figure 3 depicts the encryption process using public key cryptography.
Cluster head based architecture of wireless sensor network is shown in the Figure 4.
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Figure 2. Data encryption between nodes and CH
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Figure 4. CH based architecture of WSN
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4. RESULTS AND CONCLUSIONS

ECC is a suitable choice to achieve wireless sensor network security. The proposed enhanced
version of ECC uses Arnold map for reshuffling the keys as well as messages. In portable devices, ECC
provides a good choice for asymmetric cryptography. The RSA key with 1024 bit key provides the secured
environment as that of 160 bit elliptic curve key. By using speed, storage, power and bandwidth several
advantages can be achieved by smaller key sizes. The shorter key means less storage space and reduced
arithmetic operations. In total, enhanced ECC based algorithm can be easily included into currently used
protocols to achieve security with smaller resources.
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