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Cross layer spreads across multiple layers of TCP/IP protocol stack. The proposed
Mane_zt multipath QoS enabled source routing provides balanced routing by making
Mult!path ] use of all these features. The imprecise decision making strategy called
Quality of service Rough Set Theory (RST) is used at destination node for decision making.
Rough set theory The Route REQuest (RREQ) messages coming from different routes are

filtered by considering the QoS metrics of each and every route by making
use of RST. The Route REPly (RREP) messages are generated and delivered
to the source node for filtered RREQ messages. The proposed routing
algorithm will reduce load on the network by reducing number of control
messages exchanged for route establishment. This will evenly distribute load
among all the nodes and it also avoid the scenarios like few nodes starved for
resources. Finally, multipath routing always provides alternate routing option
in case of route failure.

Copyright © 2020 Institute of Advanced Engineering and Science.
All rights reserved.

Corresponding Author:

Prathviraj N.,

Manipal School of Information Sciences,
Manipal Academy of Higher Education,
Manipal, India.

Email: praj151986@gmail.com

1. INTRODUCTION

The wireless medium and randomness feature of nodes makes Mobile Ad-hoc NET (MANET) work
in a different way compared to other wired and wireless networks. MANET is spread across indefinite
boundary and is open to interference from unwanted signals. MANET works without any centralized
communication system, here each and every mobile node communicates directly with Independent Basic
Service Set (IBSS) [1-2]. The IBSS works in a distributed manner by synchronizing all nodes to a common
clock without any infrastructure support. The routing uses deterministic approach for delivering the packets
effectively and routing algorithms used in these types of dynamic network should adapt quickly to
nondeterministic nature of the MANET. Many traditional ad-hoc routing protocols have been proposed till
now, such as DSR, Ad Hoc On-Demand Distance Vector (AODV), Temporally Ordered Routing Algorithm
(TORA) etc. MANETS practical implementation and use in the real world multimedia application demands
more than what traditional best effort protocols are able to deliver [3]. The multimedia application always
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demands certain guaranteed delivery of information with respect to certain QoS metrics such as bandwidth,
delay, jitter, packet loss rate, hop count and path reliability [4]. Enabling QoS in routing should consider
multi-layer design methods [5], here input from physical, data link and network layer are integrated in order
to satisfy the needs of resource demanding applications.

The path reliability here in MANET depends on the link stability of each link from source to
destination because of varying mobility of the mobile nodes. Very frequent movement of mobile nodes with
different speed results in link breaks and network partition [6]. In both the cases the source node needs to
rediscover a path from source to destination. The rediscovery process increases the routing delay if
the network is very dense, which results in slow convergence thus reduces the throughput. The established
QoS routing depends on one or two fixed static QoS metrics; most of the time relay on hop count, delay and
bandwidth. Along with this QoS routing comes with additional overhead of disseminating QoS information
while routing [7]. This makes the selected best path runs out of QoS resources and leads to amplification of
issues with respect to MANET. The QoS provisioning is very important aspect in any novel routing
algorithm; in order to achieve this multi path, multi-layer and stability features should be incorporated.
The multipath aims to balance utilization of resources among the nodes. The available multiple paths
between source and destination will be add-on in consideration of dynamic nature of MANET [8]. The QoS
enabled routing requires collection of present scenario from the lower MAC and physical layers. The input
collected from lower layers will give the real time QoS requirement and it can be used for designing the QoS
enabled routing protocol. Routing the packets in consideration of stability of the path will give protection
from non-availability of the path. The stability of the path can be downsized to stability of link involved in
the path construction [9]. Here stability is dependent on parameters like signal strength, relative speed
between nodes, energy etc.

Multi path routing is about maintaining multiple paths between source and destination;
it will consider QoS aspects as well as dynamic and non-deterministic nature of MANET. So ultimately
multi-path routing overcomes problems with respect to single path routing but it comes with the overhead of
computing and maintaining more than one path. On-demand nature of source routing protocol overrides
the requirement of periodic exchange of route advertisement packet for neighbor detection present in
the other protocol [10, 11]. The DSR is a representative of on-demand routing protocols, where multiple
paths can be returned to the source nodes. The generally used standard single constrained QoS routing
algorithm makes an extra overhead compared to other best-effort routing algorithm, since extra information
being communicated to maintain QoS. These factors lead to a higher drain of resources on mobile nodes.
Numerous attempts have been made to optimize multi-constraint QoS routing with consideration of two or
more fixed QoS parameters. The limited applicability in terms of fixed QoS parameters in such methods
leads to performance degradation in other QoS aspects. The genetic algorithm enabled multi constrained QoS
routing [12] proposed to reserve resources required by collecting all nodes state information. Collecting and
maintaining the state information is an overhead in this methodology. Practically there is still space for
a novel multi-constrained QoS routing which incorporates multiple QoS parameters with minimum overhead.
A novel routing should balance and extend the lifetime of nodes in the network by balancing the load
among all nodes.

The Rough Set Theory (RST) is an excellent mathematical tool to build the decision model from
the large set of inconsistent data with multiple attributes [13, 14]. Extracting decision model in terms of rules
from inconsistent data is a crucial task without considering any additional information on data. This concept
can be considered as another approach to deal with vagueness and imprecise, unlike dealing only with precise
data set in fuzzy set theory. Suppose, QoS parameter of the different route is considered as a set of objects U
called universe and an equivalence relation ReUxU. The proposed multipath QoS enabled source routing
overcomes the drawback identified in single constrained and multi constrained QoS routing. The decision
rules derived from RST are applied to limit the control message exchanged in route discovery process.
The decision rules are used to filter the RREQ message and RREP messages will be generated only for
selected RREQ messages. Since decision rules are framed considering all QoS aspects, selected routes will
be able to balance QoS resource in network. The rest of the research article spans across different sections.
Section 2 gives reflection on literature study. The proposed multipath QoS enabled source routing is
discussed under section 3. In section 4 experimental setup and results are discussed. Finally section 5
concludes the research article.

2. REFLECTION ON LITERATURE

The delay, energy, throughput, packet loss rate and jitter are the commonly used metrics by
MANET applications to specify QoS requirements to any routing protocol. In accordance with this, these are
frequently used as constraints on route discovery and selection [15]. Each and every QoS metric is identified
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by expected reference point, which will be considered as a constraint in QoS routing. For example Minimum
Required Throughput or Capacity (b/s), Maximum Tolerable Delay (s), Jitter, Maximum Tolerable Packet
Loss Ratio (PLR). The application running on MANET typically requires more than one of the above
mentioned QoS requirements.

The routing protocols adopted in MANET provide different routing strategy. Few routing protocols
considers QoS aspects in route discovery stage, few other routing protocols do not consider QoS [16].
Along with this some routing protocols are working with MAC layer and others are not. Based on these
prerequisites QoS protocols can be classified into three categories: first, reserving quantified resource and
availability of those resources in any network conditions, called as pseudo-hard QoS. TDMA is one of
the examples for such contention free MAC solution. Providing guaranteed QoS service in MANET scenario
is extremely hard. Second, reserving the resources and likely utilize lesser resources than reserved, called as
soft-QoS. These routing strategies are dependent on contended MAC protocol, so work on available
resources. Third, without reserving the resources attempting to forward route request message under
favorable scenarios, called as no QoS. These routing strategies are independent of MAC protocol and do not
promising any QoS guarantee. The aim of such protocols is to provide immediate delivery without promising
anything [17, 18]. The QoS routing protocols can be classified under different categories for the better
understanding of how these protocols are working to enable QoS in routing [19]. So the QoS protocols can be
classified under 3 different categories: first, based on the QoS approach incorporated in routing.
QoS approach again can be classified under two different categories. Coupled QoS approach, in which QoS
provisioning is closely associated with routing and any change in routing may fail to provision guaranteed
QoS. The decoupled QoS approach does not depend on any particular routing protocol. Second, QoS
provisioning can also be classified according to layer on which these protocols are provisioning QoS aspects.
The protocols working on MAC layer make use of random back off and channel sensing mechanism, these
protocols will be suitable for real time traffic expecting guaranteed bandwidth. Third, QoS provisioning is
not dependent on any routing algorithm or layers. This is considered as QoS framework for providing better
service in terms of packet delivery.

The deployment of QoS aspects in MANET routing focus only throughput and delay to some extent.
Even though throughput and delay are prominent QoS aspects to be considered, relying only on these leads to
compromise in other QoS parameter. The characteristics of MANET shift the focus from single constrained
QoS to multi-constrained QoS. The complexity involved in multi constrained makes QoS routing
NP-complete problem [20]. The QoS guarantee mechanism incorporates input from all layers of TCP/IP, here
every layer is responsible for corresponding QoS metric [21, 22]. The network layer is having the impact on
very critical QoS metric like multimedia QoS and network resources. The data link layer is responsible for
setting up the priorities for the business flow, to ensure compliance of end to end QoS and scheduling
the channel selection. The physical layer is responsible for controlling the throughput, error rate and sending
rate to achieve QoS requirement. The different business requirement demands different categories of QoS
requirement and these QoS requirements can be satisfied from different layers of the protocol stack [23, 24].
So, each layer of the protocol stack should be considered independently to meet the business requirement of
various QoS demanding application. The load balancing among all nodes in the MANET improves
performance of the node in all QoS aspects. Load balancing mitigates network congestion and increases
the overall network throughput. It also processes every packet and every flow for every destination
independently. The existing multi path routing protocols utilizes all available path to deliver packets to
the destination. Here load balancing is implemented [25] by sharing the load among all available paths.

3. QoS ENABLED MULTIPATH SOURCE ROUTING

QoS enabled multipath routing is intended for deriving multiple reliable routes from source to
destination with consideration of multiple QoS aspects. The proposed routing algorithm should consider
multiple QoS metric such as minimum bandwidth, balanced energy consumption, minimum end to end delay
and maximum packet delivery fraction. The availability of QoS metric related information is limited to
different layers of protocol stack. So, the proposed algorithm should perform the multi-layer mechanism to
collect QoS metric information from different layers. The mobile node participating MANET routing
maintains route cache, it keeps track of available active route information from that particular source node to
different destination. The mobile node initiating packet delivery has to first check in its route cache for
availability of active route information. If active route is not available then route discovery process is
initiated by the source node. The route discovery process works in two stages: route request and route reply.
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The packet generated for route request message consists of different QoS metric information
collected from different layer in addition to regular route request (RREQ) message. The destination node
receives RREQ message from different route with varying QoS metric information. The rough set theory
decision rules are applied to filter the RREQ message and for the filtered RREQ message RREP message will
be generated. The RREP message delivered to the source node consists of route information to
the destination.

3.1. QoS enabled multipath

The multiple paths between source and destination will be discovered in the route discovery process
of DSR. These available multiple paths will be used if there is congestion on the path with first priority or if
the path is unavailable due to movement of nodes. So, multipath routing enhances the performance of packet
delivery by compensating the unpredictable nature of MANET. Benefits of multipath routing comes with
some drawbacks like computation overhead and extra routing table space to maintain multiple paths.
The flexible nature of on demand source routing makes it simpler to compute and maintain multiple paths.
This will lessen the overhead of multipath.

3.2. QoS enabled cross layer

The QoS guaranteed routing in ad-hoc network takes input from all the layers of TCP/IP protocol
stack, each and every layer contributing to collect input for QoS parameters. So, QoS enabled multipath
algorithm is a multi-layer design which incorporates input from all layer of the TCP/IP protocol stack.
The proposed algorithm collects QoS requirements from application layer, end-to-end throughput and latency
from transport layer, throughput from data link layer, bandwidth and energy from physical layer.

3.3. QoS Enabled route reliability

The path reliability is defined as the ability of the path to successfully deliver data packets to
the destination. Predicting the ability of path in dynamic scenario like MANET is difficult job. The ability of
the path is dependent on resources available on all intermediate nodes; accumulation of this information will
be the deciding factor for the reliability of the path. Here resources are nothing but QoS parameters, which
includes different classes of parameters like additive, comparative and multiplicative. In multi parameters
decision making significance of all the parameters has to be taken into consideration separately.

The significance of parameter is evaluating how much that parameter is important to successfully
transmit data. The significance of the particular QoS parameter is calculated by evaluating impact of negating
that QoS from routing information table. Let QoS and route be a set of condition and decision attributes.
Let energy be a condition attributes, i.e., energy € QoS. The representation of degree of dependency of
condition with dependency is shown as (QoS, route) . Difference in eliminating energy from condition leads
to lower the degree of dependency. This can be represented as follows:

o(energy) = y(QoS, route) — y(QoS — {energy}, route) (D)

The difference will yield the significance of attribute energy and it is represented using g(energy).
QoS enabled route parameters

3.4. Bandwidth estimation

Make sure that channel used for packet forwarding is free and channel utilization is estimated by
the bandwidth. The availability of bandwidth information is from data link layer, multi-layer mechanism is
incorporated to fetch the bandwidth information. The available bandwidth at the time of arrival of RREQ
message is calculated by considering the consumed bandwidth from the raw bandwidth. The comparative
strategy is used to compute the bandwidth in the RREQ message traversal, whichever link is having low
bandwidth availability is stored in the RREQ.

3.5. Delay estimation

The delay involved in delivering the packet from source to destination is accumulation of a delay in
all intermediate nodes participating in the traversal of packets. Estimation of the delay is based on the round
trip time and queuing delay. The queuing delay is impacted by number of packets already arrived and waiting
in a buffer, i.e. load on the node. The round trip time is accumulation of processing delay and transmission
delay. The processing delay is time required to extract packet header information to get to know where to
direct the packet. The transmission delay is time required to transmit and to receive the packet. The additive
strategy of all such delays in the packet traversal is maintained in the packet header.
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3.6. Energy estimation

The significance of energy parameter in QoS routing very high, so energy estimation should be done
very carefully. The remaining energy should be considered out of initial energy after consuming the energy
for other packet traversal. The energy parameter of the arrival RREQ message is compared with remaining
energy of the node, whichever is low updated in the RREQ message. The nodes remaining energy is updated
by considering energy consumed for transmission and reception of the current packet traversal.

3.7. Route finding process

The node which intend to send the message, check for available route information in the route
cache. If routes are available sender will make use of the existing routes for message delivery. If no routes
are available sender makes an attempt to initiate route discovery process. In the route discovery process two
types of messages exchanged between source and destination: RREQ and RREP. Nodes in the MANET
prone to changes its position dynamically, restricts all routes to expiration time. The correction of routes
from the missing link will initiate route maintenance phase, here missing link will be identified and reported
back to the source node.

3.7.1. Route request

The RREQ packet consists of IPV4 address of source and destination node, unique route
identification number, route record to keep track of all intermediate nodes it passes through and for QoS
parameters. The intermediate node checks the incoming RREQ packets route identification and make sure
that same packet is not received through other nodes. If it has already received simply discard the packet,
otherwise compare the QoS parameters make the updation in RREQ.

3.7.2. Rough set theory

The routing problems in dynamic nature MANET identify the requirement of dynamically changing
QoS parameters in routing condition balance the trade-off between QoS parameter. The RSES is used to
analyse the values of QoS parameters with different techniques like data discretization, reduction, decision
rules and prediction. The significance of the particular attribute or condition values will be calculated based
on the impact of that attribute in the decision rules. The Rough Set Exploration System (RSES) is used for
data exploration, discretization, reduction and decision making. It is an open source tool helps in
understanding tabular data set generated from stack parameter configuration and makes decision with respect
to reason for variation in different QoS parameters. In order to ensure good decision has been made accuracy
and coverage of the decision will be displayed for all QoS parameters.

The discretization is the partition of set of values into subset based on the cuts fulfilling some
standard condition. Here partition is done to make sure that if subset falls under certain decision rule than all
QoS values that comes under particular subset will be in aligned with the respective decision rule.
The Figure 1 shows the discretization of values into multiple subsets based on the cut set from the original
decision table. The cut set will give the boundary for the partition. So the discretization will be helpful to take
the decision rule with respect to subset and for all the values of subset decision rule will be applied.

.. N

7] Table: QoS
8/6 hops | delay } goodput } PER ene... result
01 | 8 | 108 | 10986 | 082 | 7823  reject
0:2 5 0.8l | 9132 | 071 | 89.87 | accept
0:3 7 0.97 | 10869 | 0.81 | 90.86 | accept
0:4 6 0.83 | 9045 | 078 | 8205 | reject
0:5 8 0.98 | 9137 | 079 | 90.28  reject
0:6 6 0.82 | 11087 | 082 | 7958 | accept
0:7 7 1.07 | 9074 | 078 | 80.75  reject
0:8 5 0.82 10906 0.81 88.87 | accept

@ Discretization

'E] Table: QoSD

{ 8/6 ] hops , delay ‘ goodput | PER ' ene... result
0:1  “"(6.5,Inf)* *(0.96,Inf)" | "(10800.0,Inf)* *(0.8,Inf)* "(Inf,85...., reject
0:2 “(Inf,6.5)" |*(-Inf,0.9... *(-Inf,10800.0)" *(-Inf,0.8)" “(85.0,Inf)*accept
0:3  "(6.5,Inf)" |"(0.96,Inf)" | "(10800.0,inf)" *(0.8,Inf)" "(85.0,Inf)* accept
0:4  “(4nf,6.5)" “(4nf,0.9... *(-Inf,10800.0)* "(-Inf,0.8)" "(-Inf,85.... reject
0:5  “(6.5,Inf)* *(0.96,Inf)" | *(-Inf,10800.0)" “(-Inf,0.8)" "(85.0,InN)"| reject
0:6 “(-Inf,6.5)" *(-Inf,0.9...| “(10800.0,Inf)*  “(0.8,Inf)" “(-Inf,85...., accept
0:7  "(6.5,Inf)" |*(0.96,Inf)" “(-Inf,10800.0)" *(-Inf,0.8)" “(-Inf,85....| reject
0:8 “(-Inf,6.5)" " (-Inf,0.9...| "(10800.0,Inf)*  “(0.8,Inf)" "(85.0,Inf)* accept

\. 7

Figure 1. Transformation of original data set into discretized information
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The decision rule table consists of set of rules which specifies the different QoS condition to be
considered before forwarding packet. The RSES will come up with set of decision rules as shown in Figure 2,
based on the discretized decision table and significance of the attribute. The coverage of the decision rule
should be all rows of the decision table. The impact of energy parameter on the decision rule is 0.5, based on
energy parameter decision can be taken on the decision attribute. The removal of energy leads to loss of 50%
consistency of decision rule. The impact of all other parameter like hops, goodput, delay, PER is 0.25 means
removal of other parameter leads to loss of 25% consistency of decision rule.

ﬁ;’_‘] Rule set: QoSD

[ (1-16) ‘ Match ‘ Decision rules

2| (hops="(6.5,Inf)')&(energy="(-Inf,85,0)")=>(result={reject(2]})
(delay="(0.96,Inf)")&{energy="(-Inf,85.0)")=>(result={ reject[2]})

| (hops="(-Inf,6.5)')&(enerqy="(85.0,Inf)")=>(result«{ accept(2)})

| (delay="(-Inf,0.96)') &{energy="(85.0,Inf)")=>(result={ accept(2]})
(goodput="(10800.0,Inf)")&(enerqy="(85.0,Inf)")=>(result={ accept[2})

| (PER«"(0.8,Inf)')&(energy"(85.0,nf)’)=>(result={accept(2]})

| (goodput="(-Inf,10800.0)")&{enerqy="(nf,85.0)')=>(result={reject(2]})

| (PER="(:Inf,0.8)')&(energy="(Inf,85.0)")=>(result={ reject[21})

| (hops="(6.5,Inf)')&(goodput«"(:Inf,10800.0)')»>(result={reject(2]})

| (hops="(6,5Inf)*)&{PER="(-Inf,0.8)")=>(result={ reject(2]})
(delay="(0.96, Inf)')&{goodput="(-Inf,10800.0) )=>(result={reject[2]})

| (delay"(0.96,Inf)') &(PER«"(:Inf,0.8)') w>(result={reject[2]})

| (hops="(-Inf,6.5)')&(goodput="(10800.0,Inf)')=>(result={ accept(2]})

| (hops="(-Inf,6.5))&(PER="(0.8,Inf)')=>(result={ accept[2]})

| (delays"(-Inf,0.96)')&(goodput"(10800.0,Inf)‘) »>(result={ accept(2]})
(delay="(-Inf,0,96)') &(PER="(0.8, Inf)")=>(result={ accept(2]})

DNV B w N —

o
NN NN NN NN NN

Figure 2. Rule set generated from RST

3.7.3. Route reply

The RREP packet is generated for RST filtered paths by the destination node, which will place all
relevant information in reply message. The RREP will take same path which will earlier used by RREQ,
since this route information is stored in the packet. Otherwise traversal of the RREP packet will takes place
by referring to cache of the intermediate node and this route information in the route record. Once source
node receives such RREP packet through different path, now source node knows how to communicate with
the destination.

3.7.4. Route Maintenance

Since source node receives multiple RREP messages and multiple paths are maintained, route
maintenance in the proposed algorithm is simpler. To get to know existing path is not available for message
transfer two types of feedback message is exchanged, i.e. Route Error (RERR) and Acknowledgment (ACK).
The existence of the path is confirmed to neighboring nodes by communicating ACK packet on delivery of
the packet to next hop. Whenever ACK packet is not received RERR packet is initiated and delivered to
the source node. Alternate path maintained by source node through multipath routing comes to help and new
packet is send through alternate path.

4. EXPERIMENTAL SET UP AND RESULT

The simulation environment developed with variable number of mobile nodes like 25, 30...75
within a 1000mx1000m area. Each mobile node has its own radio propagation range and these nodes are
placed with in their range. The 5 sec is set as pause time and mobility speed is established between 2 m/s to
12 m/s for these mobile nodes. To analyze the performance of MQSR over the DSR different application
level traffic and transport layer protocols were incorporated. The experimentation setup includes CBR and
FTP as application traffic, here CBR uses UDP and FTP uses TCP as transport layer protocol.

The experimental results are analyzed with respect to packet drop, delay and throughput for variable
number of mobile nodes. The Figure 3 depicts the packet drop variation for MQSR and DSR routing for
variable number of mobile nodes. The packet drop of DSR gradually increases with respect to number of
mobile nodes but MQSR controls the packet drop even with more number of nodes. The Figure 4 depicts
variation of delay in packet arrival with respect to MQSR and DSR for different size of network.
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The performance of DSR gradually degrading in terms of delivering packet on time as there is an increase in
number of nodes participating in the network. On the other hand MQSR steadily delivering the packet
without much delay even with more number of nodes. The Figure 5 represents the throughput variation with
respect to MQSR and DSR for variable number of mobile nodes. Like packet drop and delay throughput also
degrading as there is increase in number of nodes for DSR routing algorithm. On the other hand MQSR
shows not much drop in throughput with higher number of mobile nodes.

Drop variation Delay variation
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Figure 3. Packet drop variation Figure 4. Delay variation
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Figure 5. Throughput variation

5. CONCLUSION

The proposed multipath QoS enabled source routing algorithm incorporates multipath and multi-
layer mechanism into DSR. The extended version of DSR enhances the performance of packet delivery by
taking into consideration of all QoS metric from different layers of protocol stack. The RST based route
filtering at the destination node and generation of the RREP message only for filtered route makes the
balanced usage of nodes over the network. It also overrides the drawback of DSR specifically with more
number of nodes. The performance of MQSR compared against DSR with respect to packet drop, delay and
throughput. The experimental results clearly shows better performance in MQSR against DSR especially in
larger networks.
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