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Steganography is one of the method to communicate in a hidden way.
In another word, steganography literally means the practice of hiding
messages or information within another data. Previous studies have proposed
various steganography techniques using different approaches including Least
Significant Bit (LSB), Discrete Cosine Transform (DCT) and Discrete
Wavelet Transform (DWT). However, different approaches still have its own
weaknesses. Therefore image stenography using Knight Tour Algorithm with
Least Significant Bit (LSB) technique is presented. The main objective is to
improve the security factor in the stego image. Basically, the proposed
technique is divided into two parts which are the sender and receiver side.
Then, steganalysis which is a type of attack on stenography algorithm is used
to detect the secret message in the cover image by the statistical analysis of
pixel values. Chi Square Statistical Attach which is one of the type of
steganalysis is used to detect these near-equal Po Vs in images and bases

the probability of embedding on how close to equal the even pixel values and
their corresponding odd pixel values are in the test image. The Knight Tour
Algorithm is applied due to the common Least Significant Bit technique that
is weak in security and easily decoded by outsider.
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1. INTRODUCTION

With the rise of modern technology, it is very easy to distribute digital media, such as audio, images
and videos, online. This leads to several problems as it is very easy for personal information to be leaked to
other people. This means that toprevent leaked data, there is a dramatic increase in demand for methods to
protect confidential data. Presently, there are few effective techniques developed and available in the market
to provide the security to hide confidential data from public and still be able to pass the data to the correct
person. One of the methods to protect from unauthorized access and use is steganography.

Steganography refers to the practice of hiding messages or information within other data. According
to Laskar and Hemachandran [1], the goal of steganography is to hide messages inside other “harmless”
digital media in a way that does not allow any person to even detect the presence of a secret message.
Johnson and Jajodia [2] also state that the main goal of steganography is to communicate securely in such
a way as to avoid drawing suspicion to the transmission of hidden data. Steganography is divided mainly into
three categories which are image steganography, audio steganography and video steganography. This paper
introduces a new approach for image steganography on a non-encrypted images that combines the widely
used Least Significant Bit (LSB) technique with the Knight Tour Algorithm.
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2. BACKGROUND

Encrypting data and embedding a secret message in an image is a real challenge. There are
many established techniques, such as watermarking and steganography, for transmitting the data within
images safely. Steganography is also capable of preventing secret messages being used illegally
by unauthorized people.

According to Johnson and Jajodia [2], steganography does not alter the structure of the secret
message, but hides it inside a medium so that the change is not visible. “In other words, steganography
prevents an unintended recipient from suspecting that the data exists and the security of the steganography
system relies on secrecy of the data encoding system Conway [3]”.

Image steganography techniques can be classified into two major categories, spatial domain
techniques and frequency domain techniques. In spatial domain techniques, image pixels are manipulated to
store the secret message, while in frequency domain techniques, the image is first transformed by applying
a transformation like a discrete wavelet transform, and then an embedding technique is applied to hide
the message. Both techniques have their own advantages and disadvantages. In the spatial domain, there are
a number of different categories, including Least Significant Bit steganography, pixel value differencing
steganography, mapping based steganography, and palette based steganography [4]. In this paper, the Least
Significant Bit (LSB) technique will be used for image steganography. The LSB technique embeds secret
messages into the cover image by replacing the least significant bits directly.

However, once the encoding system is known, the steganography system is easily defeated.
Therefore, the defence of the chosen steganography technique against various attacks from any adversary is
very important. The performance of various steganography methods can be evaluated by two of the most
important parameters [5], which are the robustness and security of the stego image.

The security factor refers to the secret data being hidden even after being targeted by various
attacks. If the secret message is visible in the cover image, its file format, or is discovered during
steganalysis, this proves that steganography is a failure. Robustness represents the amount of distortion that a
digital cover can endure to keep the secret message safe. This factor includes ensuring the unity of the secret
message for the receiver even if the stego image is damaged by any attacks during the transmission phase.
Therefore, the purpose of technique proposed in this paper is to achieve and at the same time improve
the robustness and security of the stego image. The aim is that both the host image and the stego image
cannot be differentiated by any differences after undergoing Chi-square statistical attack, and the secret
message remains in its original form.

A number of techniques that have been proposed using the LSB method. Zhang and Tang [6]
proposed an enhancement over Least Significant Bit (LSB) technique that selects random sets of pixels with
the help of a pseudo random number and then embeds n bits in each pixel using addition and modular
division operations. The length of the bit stream of the embedded message affects the n value. Both security
and capacity are addressed.

Additionally, Mathkour et al. [7] proposed a spiral based LSB substitution approach for hiding
messages in images. This approach is based on LSB substitution technique applied to RGB colour
components of an image. The image is divided into many image segments and different processing is applied
to each segment.

In this paper we propose to combine the Knight’s Tour Algorithm with the LSB technique to
enhance the steganography method. In the Knight’s Tour Algorithm, the image is considered just like
a surface of a chessboard. According to Sobol and Levitan [8], the advantages of the Knight’s Tour method
over the Pseudo-Random Number Generator (PRNG) technique are that it is a self-developed algorithm
based on the Knight’s Tour mathematical problem, and it is almost undetectable by unintended or
unauthorised receivers.

As discussed previously, it is important that the steganography image is not vulnerable to various
attacks and the secret message conveying is not visible to anyone. However, many previous studies [9, 10]
have identified that steganography techniques do not successfully hide the secret message in the stego
image [11]. In this paper, the Chi-square statistical attack is used to test whether the existence of the secret
message in the stego image can be easily detected.

3. PROPOSED FRAMEWORK

In this paper, we propose a new approach to achieve higher security by using the LSB method with
Knight Tour Algorithm. The two main stages are the embedding stage for the cover image, and the receiving
stage for the stego image.
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3.1. Least significant bit (LSB)

Least Significant Bit (LSB) insertion is one of the most popular techniques in the spatial-domain
category. It is a common and simple approach to embed a secret message in a host image. The LSB technique
works by using the least significant bits of each pixel in one image to hide the most significant bits
of another [18]. Changing the LSB of a pixel will cause some small changes in pixel intensity, however,
these changes cannot be identified by the human eye [2]. In the receiving stage, the data will be extracted and
decompressed. The cipher text is then decrypted to reveal the embedded message. Figure 1 illustrates
the entire general framework process for sender and receiver.

SENDER RECEIVER

Plain Text Secret Message

Encrypt Text l [ Decryption l

TRANSMISSION

Embedding Data Extracting Data

Figure 1. General stage for sender and receiver Figure 2. Knight's movement on a board

3.2. Kbnight tour algorithm

The “Knight Tour” algorithm was first analysed by Euler in 1759, and is a suitable technique to
formulate the sequence of the secret bit stream within the image pixels. The Knight Tour algorithm is a self-
developed algorithm based on the knight tour mathematical problem [6]. It has the advantage over the Pseudo

Random Number Generator (PRNG) technique in that it cannot be identified by unintended receivers.

The Knight Tour Algorithm divides the chess board into blocks. In the n x n chessboard, the knight travels to

all squares once, as shown in Figure 2. By using this idea, high security can be achieved in steganography

since the search space will be significantly high whether or not the the starting square of the knight’s

move is known [13].

- Sender side: First of all, the plain text has to be prepared beforehand. The plain text is encrypted and
converted to binary form from its original ASCII value. The image pixels will be used to embed
the encrypted message. From here, LSB is used to embed the secret message together with the cover
image by replacing the least significant bit of pixel values with the encrypted information bits. Thus, a
stego image is created. The entire process is illustrated in Figure 3.

- Receiver side: The stego image is then transmitted to the receiver. The receiver receives the stego key and
the extracting algorithm to decode the image. The pixel binary values are used with the LSB decoder to
separate the encrypted data from the image pixel values. The extracting algorithm is used to decrypt the
data to reveal the hidden message. The process is shown in Figure 4.

- Embeddeding stage: The embedding stage, shown in Figure 5 is the most important part of the process.
This determines which order the image pixels will be altered with the secret message. The order of pixels
to be changed is determined by using the Knight Tour Algorithm [14]. This provides higher security to
the embedded data as only the sender and receiver can determine the location of its initial chosen pixel
and the later paths correctly, in comparison to the Pseudo Random Number Generator (PRNG) technique.
The LSB technique is then used to embed the message into the cover image. Finally a stego image is
created.

3.3. Applying knight tour algorithm

The Knight Tour Algorithm firstly divides the chess board into 4x4 blocks. Four groups of the four
squares in each block are named “Right Diamond”, “Left Diamond”, “Right Square” and “Left Square” as
shown in Figure 6 [13].

The algorithm will cover all pixels if the size of the image is divisible by 4. However, extra columns
or rows which are less than 4 will be unusable. The proposed algorithm has the following steps:
a. Divide the image’s width and height by four by ignoring the extra pixels.
b. Divide the image into 4x4 pixel blocks.
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c. Start from the pixel indicated by the stego-key, and after that start with one group of the same till all
pixels in that group are traversed.

d. All 4 squares must be traversed to move from one block to the next block.

e. After the movement of the group of colour has finished, move on with the next group of colours.

f. Repeat all the steps above to traverse all the pixels in the image.

After the series of certain pixels has been determined in the steps above, the LSB technique is used to

substitute the image pixels with the bit stream of the secret message.

Plain Text
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Figure 3. Sender side proposed process
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Figure 6. Four groups of squares representing block of pixels
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3.4. Applying LSB
The LSB technique works by changing the least significant bit, in a greyscale image, generally

the eighth bit, to a bit of the secret message. An 800x600 pixel image can theoretically store up to 1,440,000

bits or 180,000 bytes of embedded data [21]. An 8-bit grayscale image also needs 8 pixels for the embedding

process. The LSB embedding technique is described as below:

a. Read the cover image in binary, identifying dimensions.

b. Use Knight Tour Algorithm to obtain pixels to hide information in the cover image.

c. Apply LSB technique by changing the eighth bit on every chosen 8 bit pixel to hide information, leaving
the most significant bits (MSB) unchanged. The algorithm that can be used to change the bit of a 8 bit
image is:

if pixel value = odd
Then increment by 1
Else if the pixel value = 255
then decrement by 1
If pixel value = odd
if bit =0
then add 1
else if the pixel value = 255
if bit value =0
then decrement by 1
else if pixel value = even
if bit =1
then increment by 1
d. Replace the LSB by one bit of the bits to be embedded.
e. Finally, the secret message is hidden using Bit Replcamenet method on the cover image.

3.5. Extraction stage
The final stage is the extraction by the receiver. Figure 7 illustrates the extraction stage.

Received stego key and the
embedding algorithm from
the sender

Change image back from
ASCTI form to binary pixel

J

Use stego key and extracting
algorithm from sender to extract
binary string in the image.

|

Retrieve image bits and convert
each & bit into character

Secret Message revealed

Figure 7. Extraction stage

4. RESULT AND DISCUSSIONS

This section presents the results of steganography technique and its effect on the cover image.
The standard cover images used are Elaine.tiff and Stream.tiff. A plain text acting as the secret message will
be hidden inside the cover image. Chi Square Statistical Attack will be used to evaluate the level of security
of the cover image after it had undergo steganography.
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4.1. Dataset

We use a standard dataset for the cover images. The cover image are being used in 8-bit
grayscale mode for testing. Each image is 512x512 pixels in size. These images are taken from
http://sipi.usc.edu/database/database.php?volume=misc. Figure 8 shows examples of the cover images used.

Stream tiff

Figure 8. Cover image

4.2. Measurement and evaluation

The proposed algorithm will be evaluated based on several factors which are imperceptibility,
robustness and security using Peak Signal to Noise Ratio (PSNR), Mean Squared Error (MSE) formulas, and
Chi-Squared Statistical Attack. PSNR formula is calculated to evaluate the imperceptibility of the stego
image while MSE is one of the formulas in PSNR. The higher the quality of the stego image, the higher
the level of imperceptibility of the hidden secret message. On the other hand, Chi Square Statistical Attack is
used to evaluate the level of security and robustness of the stego image.

4.3. Results

Figure 9 shows the comparison between the original Elaine image and the Elaine stego image after
undergoing steganography. To the human eye, both images appear exactly the same. PSNR is used to
measure image imperceptibility. A greater PSNR value will show a lower degree of image distortion by
the embedding algorithm and the higher the quality of the stegpo image. After embedding, the PSNR should
remain similar.

Stego Image

Figure 9. Original Elaine image and its stego image

Steganalysis is then conducted using Chi Square Statistical Attack. It is applied to images to check
the likelihood of conveying a secret message. The attack is based on the distribution probability of zeros and
ones over the image. Figure 10 illustrates the expected result of Chi Square attack on the stego image using
simple LSB method only. Due to space limitations, we present some example results.

The results show in Figure 11, Figure 12 and Figure 13 that for the LSB method only, the existence
of the message can be easily detected when the probability trend falls dramatically from around one (hundred
percent) to zero. However, when our proposed approach is used for embedding data, the results are
noticeably different. There are cases where the Chi-square diagram detects almost no embedded data in
the stego images.
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Conversely, the PSNR value of both techniques are almost the same. The deviation from zero are
just visible in few points of probability trend and especially, these values are not even more than one percent.
This is because the proposed method is still the using the same embedding technique.

The results clearly show that the security of the proposed technique is higher compared to the simple
LSB method against Chi-square Statistical Attack. Overall, by comparing LSB method with our proposed
LSB and Knight Tour Algorithm, the Knight Tour Algorithm increases the image security. To be able to
decode the stego image, sender has to give the receiver the algorithm. LSB acts as a first layer of security
while Knight Tour Algorithm acts as a second layer. Since LSB is a common method, it is easy for outsiders
to detect and extract the data from the image. However, together with Knight Tour Algorithm, although
the outsider may be able to extract the data from the image, they would not be able to re-assemble
the original message due to its unpredictable data embedding.

of Emb ing vs.P ge of the Tested Image IPmuaD!IIty of Embedding vs.Parcentage of the Tested image
R A4 ~ v Ty — h ' - i v " v . . - 7

08

e o

Probability of Embedding
a o
T A

Probabiity of Embedding
-]

- )

s
PR
®

/

10 20 30 4 50 60 70 80 280 100 i 20 0 40 50 &0 r0 B0 B0 100

Percentage of the Tested image

Parcontage of the Tested Image

Figure 10. Chi-square result of LSB method for
embedding 15kb data-stream

Figure 11. Chi-square result of LSB with knight tour
algorithm method for embedding 15kb data-stream

IPrDbaDllltv of Embedding vs.Percentage of the Tested Image
: - = ; g . - 1 - 1

0.9 |

0.8

Probabiity of Embedding
s & 8 B o O

¥

-]

0 i 50 & TO ) a0 100

w

Parcantage of the Tested Image

Probability of Embedding vs.Parcentage of the Tested Image
1 T T L T T T T T T 1

0.9

oaf-*

Probabiity of Embedding
= o o o 0 o
i

o

=

20 30 A 50 L) 70 B0 Bl 100
Parcanage of the Tested Image

Figure 12. Chi-square result of LSB method for
embedding 25kb data -stream

5. CONCLUSION

Figure 13. Chi-square result of LSB with knight tour
algorithm method for embedding 25kb data-stream

This study proposed an enhanced technique to the existing common LSB technique combined with
the Knight Tour Algorithm. Widely used grayscale images were was chosen to test the proposed technique.
We considered the security and the robustness of the stego image. However, Knight Tour Algorithm has a
fatal flaw in the size of image that can be used as cover. Only image size that can divided by 4 without any
remainder enables the algorithm to be able to walk through the whole image pixels for encoding. Therefore,
for future work, to enable the algorithm to be used in any size as cover image. Also, add in another
steganography technique to increase capacity of embedding in the cover image as it can covers maximum up
to 32.765KB data size due to limited space is available.
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