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1. INTRODUCTION

In the year 2000, an unnamed sewage control system in Queensland, Australia, faced several
difficulties from the moment it was installed by the manufacturer. Most of these problems continued for
several of the following months; with pumps not responding and running when required to, a complete loss
of transmission between the control room and the pumping stations etc. These lead to several months of
flooding in several of the nearby communities and a river with several tons of sewage.

An insight into several of the industrial cyber-attacks is that they are very difficult to identify, this
case was no different. The attacker linked with this attack managed to attack the system a total of 46 times,
until the unknown entity was caught. At the onset it was considered that a leakage in the pipes must have
been the root cause of all the problems. Only after months of data logging it was discovered that several of
the controllers were hacked, and would activate the valves randomly without a command being initiated at
the remote control rooms. Later it was discovered that, one of the ex-employee of the contractor company
was behind all these hacking attempts in order to be hired by the company to resolve these issues [1].
The above case study is an indicator on why protecting these industrial control systems is crucial.
Development of highly sophisticated industrial firewalls can prevent such a haphazard [2, 3].

In these recent times, Industrial control systems have increased their dependence on several typical
internet protocols such as Ethernet, TCP/IP and Windows for transmission of sensitive or non-sensitive
information. Utilization of these protocols in large scale industrial systems have become a lot more
networked and easily reachable from any portion of the world, making them a lot more vulnerable to a cyber
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threat. Moreover, the rising reliance over internet-connected devices, also known as Internet of things is
making the devices more susceptible to Cyber-attacks.

Keeping all the above risks in mind, when Supervisory control and data acquisition engineers or
experts are questioned over the actual threats to industrial control systems, often cast a blind eye over
the entire issue by claiming that specially designed communication protocols and exclusive automation
systems would incorporate to all the external factors affecting the systems [4-7]. The proposed ideology,
suggests a SCADA based Firewall which is implemented for shielding the data transmission to a PLC,
against extrinsic hacking gizmos. This firewall is virtually exposed to extrinsic hackers trying to override
TCP interface protocols and further improvisations are incorporated based on the pattern observed in order to
develop a germane firewall.

2. GENERALIZED OVERVIEW ON FIREWALLS
Firewalls are crucial accessories in the field of cybersecurity, for protection of several industrial
based PC’s, control systems or as in the above case a large scale Industrial sewage systems.

2.1. Importance of firewalls

A wide range of firewalls persist in today’s market, with unique attributes associated with each one
of them. The two major categories of distinction are Host firewalls and Networked Firewalls. The Host
firewalls are installed on Personal Computers or in several operating systems, which are mainly software
based. These windows operating based firewalls installed in almost every computer or PC are these days to
protect them from malicious attacks over the internet [8-10].

The later type of firewall is called a networked firewall and as the name suggests, is the type of
firewall which part of a networked system unlike the host based firewall. Figurel is a depiction of such type
of industrial networked firewalls. These types of networks can usually be found in large scale industries,
which store data on a centralized server, which can easily be accessed by several authorized professionals
based on access codes. These Distinctive firewalls are utilized in various sites within a networked system to
provide different types of security as part of a strategy. They help in safeguarding the link between
company’s network and the industrial network, by securing them against hackers. Likewise, several types of
firewalls are devised with specific set of rules, to limit a specific type of communication. The concept of
decisively limiting communication between members within the network, as well as separating of various
network areas from each other, is known as Zones and Conduits [11].

SCADA HMI

SCADA PLC
FIREWALL

HACKER

Figure 1. Generalized Industrial Firewall working diagram

2.2. The differences between IT and industrial firewalls
2.2.1. Security priority

The first and foremost difference between the Industrial and I.T firewalls is in terms of security
priority. In the case of Industrial Control System (ICS), focus is shifted to the availability, visibility in
various processes and the operations involved, integrity and at last the confidentiality aspect. On the other
hand, IT has kept its first priority on confidentiality followed by integrity and at the end towards
availability [12].

2.2.2. Service providing and latency

In terms of latency ICS is always based on the real-time requirements which is of a vantage point as
for IT the response times tend to be varying in nature. ICS is functional 24 hours by 7 days by 365 days per
year whereas as IT needs to be restarted when it is needed to do so.
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2.2.3. Software robustness

For ICS, apart from the case of a benign environment protocols tend to fail only when challenged.
For IT, there are implementations which are put under continuous hacker scrutiny and then the weaknesses
are eliminated.

2.2.4. Technical and economic span

One key difference between ICS and IT is the technical and economic lifespan. The periods
typically used for ‘writing-off” ICS are very long when compared to the periods in which organizations ‘write
off” IT. Typical ICS therefore have an installed base of aging technology, the so-called legacy ICS, which
often includes supplier-specific applications and hardware, and decades-old communication protocols and
hardware [13].

2.2.5. Depreciation
ICS records about 10 to 25 years of the depreciation value whereas IT only records 3 to 5 years
which far less in comparison to the ICS.

2.2.6. Safety instrumented systems

Plant safety is a crucial part of plant operation, and ICS. Therefore, the ICS often include integrated,
yet distinctive, safety instrumented systems (SISs). The SIS is responsible for ensuring and maintaining
the safe operations of the process by placing the process into a safe state when process conditions that
threaten safety are detected. IT systems have no systems analogous to the SIS [14-15].

3. INDUSTRIAL FIREWALL CONFIGURATION

Tofino is a modernized Industrial Control System firewall, which unlike it’s LT firewall
counterparts also accepts SCADA protocols. This particular project involves utilization of two user-defined
assets as suggested in Figure 2. SCADA-HMI and PLC are the two defined assets. These assets function on
the basis of two primaries and one secondary protocol. The two primary protocols are mandatory for
the software, while the secondary protocols can be defined to enable several other form of communication as
per user requirement.

& Tofino F8:1D:78:00:00:9E - Firewall

Rule Table
The firewall rules confiqured for this Tofino SA
I Asset Interface  Direction  Asset Interface  Protocel Permission  Log  Type Details Description
¥ Ay Met 1 Ll Any Net 2 £ ARP @alow [0 Standard Default rule to allow all ARF
| SCADA-HMI Met 1 = PLC Net 2 MODBUSTCP  E)Enforcer (] Standard 1D FC:12...
o Any Net1 &= Any Net2 fIcMP Ring Onty @ Mlow (] Standard

Figure 2. User-defined asset designation

3.1. Address resolution protocol

The First and foremost protocol being the Address resolution protocol (ARP), which is set by
default by the firewall in order to recognize the Mac Address, associated with a given internet layer address,
like an IPv4 address as utilized in this case, which is important for the functioning of internet protocol suite.
This is a distinctively better form of encoding as compared to considering only an IP address of the device.
This mapping process reduces vulnerability towards hacking by a significant margin. It is vital to keep
the flow of data bi-directional for any given asset.
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3.2. Transfer control Protocol

The second primary protocol is the MODBUS/TCP protocol.This is responsible for transmission of
data from one user to other, by defining distinct set of rules. The permitted communication lines for this
protocol are enforced. This means that only uni-directional flow of data is permitted along with this protocol.
The permission is enforced from the SCADA-HMI to the PLC. This is developed on the basis of certain
types of function codes as suggested in Figure 3, these function codes enable the firewall to read and write
coils, discrete inputs, holding and input register in addition reporting the Slave ID. While defining the assets
for the SCADA-HMI and the PLC in the above protocol, it is critical to define their respective MAC and IP
addresses.

Advanced Modbus TCP Function Code Filtering

e v
v

FC Function Name Range
(701 Read Coils " 0-65535
02 Read Discrete Inputs 0-65535
03 Read Holding Registers 0-65535
04 Read Input Registers 0-65535
05 Write Single Coil 0-65535
06 Write Single Register 0-65535
15 Write Multiple Coils 0-65535

16 Write Multiple Registers 0-65535
17 Report Slave ID
23  Read/Write Multiple Re...  0-65535, 0-65535

Figure 3. Function codes set-up

4. MASTER AND SLAVE SIMULATOR CONFIGURATIONS
A typical master and slave ideology is implemented in this section, where information generated at
the slave end of the system will be extracted by the master.

4.1. Modbus simulator (slave)

This particular simulator as suggested in Figure 4 will virtually represent the Programmable Logic
Controller. The PLC will mimic as a slave to the SCADA HMI. ModSim64 connection includes connecting
to the Modbus/TCP server. The following window includes the address of the offset provided, Length of
the array, Device id and the type of MODBUS point type introduced. Different point types can be assigned
based on the user-requirement; these include Holding registers, Input registers, Coil status and Input status.
For the intent of this project, Input Registers have been considered.

PLC
General Communications
The general settings for this asset The communication settings for this asset
Name: PLC IP Address: 192 . 168 . 1 . 2
Type: Controller v Subnet Mask: 0 . 0 . 0 . 0
Description: PLC MAC Address: % : 3k : AA : 9% . BB : BB
Manufacturer
Model:

General Location:
Specific Location:
Asset Tag: PLC

Figure 4. Modbus PLC simulator configuration
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4.2. Interactive graphical SCADA system (IGSS)

Interactive Graphical SCADA system is an automation based software developed by Schneider
electric. In the following sections, the software has been utilized to develop the human user interface for
accessing data from the PLC simulator [16].

4.2.1. SCADA-HMI (master)

The system configuration of this software, involves setting up a remote and local IP. This is
followed by selecting the protocol over which the transmission of data occurs. The protocol used is
MODBUS/TCP. The offset is defined here, such that it points to the position of the data acquired from
the slave. After the HMI is configured, the design mode is selected for defining tag name, type and attributes.
Once the tag is defined, the simulation is ready to use [17]

This project utilizes a flow defined parameter, which can be created by using the definition function
in the IGSS software. The area properties employed in this section consist of defining a default driver,
suitable for the communication between the Slave and the master. The default driver used is a Demo-station
for 7TTMODTCP.The flow defined object creation takes place with respect to object type. The object type
defined is analog. This is followed by selection of symbols under the Symbol definition table. Implementing
the enable option, allows the user to supervise the value or state of the flow.

The subsequent atom mapping category will handle the atom properties and the slave offset address
Enabling. The actual value option proves to be very decisive, as it ensures the original data is captured from
the Slave [18-20]. The slave offset address includes defining the data type as Read input registers. This is
done in-order to co-relate with the slave. The corresponding offset defined in decimal and hexadecimal,
will point out the value from the Slave simulator. Since the values are being extracted from the slave as an
input for the master, hence the I/0O mode opted will be of input type. The settings defined in the atom
mapping section will be reflected in the analog segment of the object properties [21]. Once the settings are
imminently carried out, the individual I.P and MAC addresses are updated as indicated in Figure 5, to
establish the Master simulator on the same network as the PLC simulator.

& SCADA-HMI

General Communications

The general settings for this asset The communication settings for this asset
Name: SCADA-HMI IP Address: 192 . 168 . 1 . 3
Type: (=] Computer v Subnet Mask: 255 . 255 . 255 . 0
Description: MODBUS MASTER MAC Address: & : 8 : W® : 75 0: 4 B
Manufacturer:
Model:
General Location:
Specific Location:

Asset Tag:

Figure 5. SCADA-HMI Configuration on the firewall

4.2.2. SCADA-HMI (attacker)

The setup for the attacker will remain the same as the master along with distinct IP address.
The device Unit Id and port number for both the SCADA-HMI (Attacker and Master) and Modsim64
simulator should always remain the same. Figure 6 is the display utilized to supervise the data flow in the
master and as well as the attacker.

5. PROPOSED METHODOLOGY AND PERFORMANCE EVALUATION
5.1. Without firewall scenario

After setting up the Slave, Master and the Attacker they all need to be configured to a particular
range of IP. Before commencing the scenario, test the ping between all the three systems respectively.
This ensures a stable communication between the systems and connecting switch involved. An offset
declared in IGSS will be extracted from Modbus simulator. This data extracted will be transmitted to
the Master and Attacker SCADA-HMI. The dual transmission of data occurs due to absence of a firewall.
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Hence, allowing the attacker access to the Modbus simulator. The offset set in the PLC configuration is
originally, 55. Due to the absence of the firewall in this scenario, the original reading is transferred to
the interface, which makes it easier for the hacker to conceive information from. Figure 6 displays
the hacker’s screen, being able to obtain the offset change in the PLC [22].

File Edit View UserPrograms Area Diagram Graph Tools Server Views Window Help

P [ kewls v e v s -

Figure 6. Hacker SCADA-HMI (without firewall)

5.2. With firewall scenario
In this scenario a firewall is introduced between the Master and the slave as shown in Figure 7.

The Net 1 port of the firewall is connected to the Master SCADA-HMI, while the Net 2 port is connected to
the slave PLC simulator. The remaining connection stays the same as the without firewall scenario.
The Firewall is ready to use, due to the previously defined assets. The use of this firewall prevents
the attacker from accessing the PLC simulator on the basis of a standard protocol. From the figure, due to
the presence of the firewall, is selectively ruling out the hacker. Thereby, obscuring the original offset change

from the PLC.
|Eile Edit View UserPrograms Area Diagram Graph Tools Server Views Window Help

P [ kewis v @vra

Figure 7. Hacker SCADA-HMI (with firewall)
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6. RESULTS AND CONCLUSION

This paper provides a generalized insight on the requirement of firewalls in the case of Industrial
control systems. The major surveillance criteria’s have been addressed, followed by providing a stark
contrast been an IT and an Industrial firewall. The above proposed idea could certainly prove useful in major
industrial units. A major point that should be taken into consideration is that, there is no such customized
firewall present in the market to tailor all the security protocols. Moreover, as cyber-attacks get more and
more fatal, regularly updating these pre-defined protocols is crucial [23]. The idea proposed above is one out
of many, in the field of Cybersecurity of control systems. At the moment encoding with the help of MAC and
I.P addresses is a very unique way of tackling external traffic within the network. More sophisticated
methods of encoding can be developed to assure even higher level of security [24, 25]. Working scenario
with all three devices connected to one single network as shown in Figure 8.

Figure 8. Working scenario, with all three devices connected to one single network
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