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 The automotive industry has been incorporating various technological 
advancement on top-end versions of the vehicle order to improvise 

the degree of comfortability as well as enhancing the safer driving system. 
Infotainment system is one such pivotal system which not only makes 
the vehicle smart but also offers abundance of information as well as 
entertainment to the driver and passenger. The capability to offer extensive 
relay of service through infotainment system is highly dependent on 
vehicular adhoc network as well as back end support of cloud environment. 
However, it is know that such legacy system of vehicular adhoc network is 
also characterized by various problems associated with channel capacity, 
latency, heterogeneous network processing, and many more. Therefore, this 

paper offers a comprehensive insight to the research work being carried out 
towards leveraging the infotainment system in order to obtain the true picture 
of strength, limitation, and open end problems associated with infotainment 
system. 
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1. INTRODUCTION  

With the advancement of the technology in the automotive sector, various innovations have started 

evolving in recent times [1]. Such innovations are essentially meant for enhancing the safety of the vehicle 

driving on road, optimizing performance of engine, managing different forms of automated in-built system, 

and offering infotainment [2]. Out of all these, the current topic of discussion is basically the infotainment 

system which combines both software and hardware in order to provide various information as well as 

entertainment [3]. Apart from this, navigational assistance and health-diagnostics of vehicle are also included 
in the infotainment system assisting in comfortable and safer driving experience [4]. Infotainment system is 

a topic worth discussion as it is found that there will be a tremendous increase of its usage by the year 2022. 

With the evolution of different commercial products, it can be said that there are certain premium luxury cars 

which in equipped with massive computational capability and is capable of generating massive size of data 

each seconds [5]. With the evolution of cloud computing and Internet-of-Things, there is a rise of multiple 

smart devices that are connected to each other with more mobility services supportability [6]. Similar trend of 

device-to-device connectivity paradigm is being initiated by various automakers. This gives a rise of internet-

of-vehicles [7] where the vehicles are treated as a mobile node and is connected using cloud system. 

Basically, internet of vehicle is an advanced version of vehicle to vehicle communication. Such forms of 

communication scheme make use of geo-positioning system, sensors, braking system, entertainment system, 

etc. Hence, such smart vehicles are equipped with artificial intelligence. Generally, adhoc network is used for 
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establish communication among the vehicles with infotainment system and then they could be connected via 

World Wide Web. Usage of 5G communication system also facilitates such forms of communication system. 

However, it is not that simple in reality. In fact there are only countable numbers of vehicles that offer such 

services as the devices, infrastructures as well as services are pretty expensive in nature. Therefore, such 

applications are few to find in all the countries or accessible to common people. However, demands of 

the clients are changing with the evolution of new technologies which is more pervasive or ubiquitous in its  

form [8]. There are multiple reason that results in not so proliferation of using infotainment system over 

vehicular network viz. i) the first reason is the roadways, network, and transportation infrastructure which has 
to be changed accordingly. Road should be equipped with hotspots called as road-side unit and all road-side 

units should be connected to some core network connected with cloud or internet, ii) infotainment system 

should have integrated with maximum sensors and internal system of the vehicle  in order to offer correct 

information for safer driving. Infotainment system is a part of on-board unit which should also offer 

extensive communication supportability of almost all forms of wireless standards e.g. Bluetooth, Near-Field 

Communication, Wi-Fi, GSM, CDMA, etc. Various studies e.g. [9-12] shows that vehicular adhoc network 

suffers significant problems and the same problem do exists in vehicular cloud networks too [13]. 

Therefore, this paper discusses about the research work carried out towards infotainment system 

when using cloud-based vehicular adhoc network.  The paper also offers insights towards effectiveness and 

limitation of existing infotainment system. The organization of the paper is as follow Section 2 discusses 

about the basic fundamentals of the infotainment system followed by discussion of existing research 

contribution in Section 3. The briefing of the open research issues is carried out in Section 4 while conclusion 
of the paper is briefed in Section 5. 

 

 

2. INSIGHTS ON INFOTAINMENT SYSTEM 

Basically, an Infotainment system is a system that integrates the entertainment system as well as 

data services in order to facilitate the better form of driving experience. A typical infotainment system is 

shown in Figure 1 which consists of audio as well as video interfaces, keypads, and touchscreen. At present, 

the availability of infotainment system is restricted only to some premium cars but it is expected to have 80% 

increment in the usage of infotainment system by the year 2025 [14]. 

 

 

 
 

Figure 1. Apple car play infotainment system 

 

 

Basically, infotainment system is a safer and smarter mechanism to utilize the smartphones and it 
allows the driver to perform all the operation on the visual interface of the infotainment system which they 

can do in their smartphone.  Various third party applications (e.g. Apple’s digital assistance, Siri, etc) are also 

utilized with the infotainment system for improving the features. At present, they can be controlled by knob, 

touch screen, and voice-based commands. Hence, infotainment system offers the capability to connect 

the complete vehicle with a network as well as a vehicle can also act as a hotspot for other vehicle. 

The degree of smartness of infotainment system can be further improved by integrating vehicular adhoc 

network and cloud environment. It is potentially important to ensure higher efficiency, minimal delay, 

reliability, scalability, as well as security when an infotainment system is connected with vehicular adhoc 

network system. Such forms of incorporation of operation incorporate in smartness in offering multiple 

services though infotainment giving a shape of intelligent transportation system. Therefore, appending cloud 

with the vehicular adhoc network permits amalgamation of various conventional computing systems with 
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the available resources of the vehicle. However, there is a lot of difference between typical cloud 

environment and vehicular cloud as shown in Figure 2. In vehicular cloud, there are various contributor 

e.g. gateway system, infrastructure, and broker. Basically, vehicular cloud system is classified into three 

types viz. a) vehicular cloud, b) vehicle using cloud, and c) hybrid system [15]. Basically, typical cloud 

system emphasizes on clients, application, platform, and infrastructure in the form of services. However, 

vehicular system using cloud will use multiple components connected with specific cloud-based services. 

The vehicular nodes are integrated with the clients while different forms of applications used either in 

smartphone or the infotainment system is connected with application services on cloud. Different application 

could be associated with both information as well as entertainment which utilize various cloud-based 

applications. Similarly, usage of on-board units using radio frequencies for communication is connected with 
the platform-based services on cloud. Finally, utilization of on-board units and road-side units are integrated 

with the infrastructure based cloud services. 

 

 

  

Figure 2. Difference between cloud and cloud with 

vehicular network 

Figure 3. Vehicular cloud service architecture 

 

 
The conventional vehicular cloud service architecture (Figure 3) consists of only three layers. 

The bottom layer is Infrastructure as a Service which is meant for storage, connectivity with data center etc. 

The middle layer is for Platform as a Service which is integrating with the conventional IEEE standard of 

vehicular adhoc network. The top layer is for Software as a Service which is basically meant for 

infotainment system as well as vehicle-to-vehicle communication, as well as different other application of 

vehicular cloud system. 

 

 

3. EXISTING RESEARCH CONTRIBUTION 

From the discussion made in prior section, it can be seen that there are various forms of network 

services being run within an infotainment system of a vehicle. Network plays a very significant role in 
the process of relaying services. At present, there are various research work being carried out towards 

leveraging infotainment system over a vehicular network and this section briefs of all the significant 

literature addressing the problem. The existing system has been found to be classified into two core methods 

towards development of infotainment system which is discussed as below: 

 

3.1.  Infotainment system over vehicular networks 

The betterment of services offered in infotainment system can be only facilitated by as faster 

wireless communication system. Radio over Fiber (RoF) based approach is proven to for faster 

communication with the road-side units harnessing the concept of IoV which is also characterized by 

multiple interfaces of communication system. This approach was seen in the work of Sherazi et al. [16] 

where multiple vehicles perform group-based communication under defined radio access units. All the access 
units are integrated with a control system that uses optical fiber to establish connection with its backbone 

cloud network. Multiple test environments are used for assessing its outcome with respect to throughput, 

load, delay, etc. Usage of open source is also carried out towards developing an interface application of 

infotainment system. The main idea behind adding such interface is that existing design of infotainment 

system are developed on different platform and hence is always dependent on specific form of application to 
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be executed within it. Therefore, the work of Kovacevic et al. [17] proved this concept by using java toward 

building an application interface followed by developing a prototype application. Apart from the problem of 

data forwarding and service transition, it was seen distribution of data in large scale, mobility, and sensitivity 

to delay is another set of problems in infotainment system. According to Guo et al. [18], all these problems 

can be sorted by compressed sensing methods. This method is reported to assists in video streaming, 

recognition of object, sensing vehicle crowd, security and privacy protection, estimation of road traffic 

system, tracking object, etc. However, they are too associated with various challenges e.g. hardware design, 

analysis of behaviour on-road, streaming data, etc. Service relaying over infotainment system is also 
facilitated by using Wi-Fi protocol, however, it suffers from interference problem and can significantly affect 

the data to be received in infotainment device. Study towards this direction is carried out by Na et al. [19] has 

discussed various approaches to control interference problems e.g. channel hoping approach, power control 

policy, infra-structured based cooperation with adjacent nodes, etc. Authors have presented a simulation-

based study with two different case studies to solve interference problems. The study outcome shows that 

presented scheme offers better throughput. There are some studies when conventional approaches have been 

used quite uniquely to offer better infotainment services. It has been reported that usage of television bands 

can facilitate better relaying of service. The work carried out by Chen et al. [20] has specified that reusing 

the spatial spectrum can assist in relaying data for infotainment services. However, the only difference it 

makes with other conventional approach is that-conventional approaches data is restricted to core internet 

network (i.e. cloud) whereas the presented scheme forwards the data to application server and geo-location 

database server. The work carried out by Rene et al. [21] have emphasized on adoption of emulation towards 
investigating infotainment system associated with the vehicular network. The authors have discussed 

a real-time emulation platform called as Vespa for this purpose and discussed various analytical capabilities 

of this emulator. Different from main-stream studies, there is a study conducted by Tian et al. [22] that 

discusses about the problem associated with the position of display for the infotainment device. The complete 

study has been carried out considering multiple display position to find that fluctuation on the position of 

lane could be minimize considering position with cluster display. The multiple display position considered 

was on radio interface, phone interface and HVAC (Heating, ventilation, and air condition) interface. 

Abdullah et al. [23] have used raptor codes in order to assess the relaying services along with using decode 

and forward scheme.  A simulation-based scheme was adopted over conventional IEEE standard of VANET 

as well as design of MAC layer to find increase in its throughput. Another form of such non-conventional 

approach was carried out by Cheng and Trivedi [24] where gesture recognition is used for improving 
the driving experience over new form of hands-free infotainment system. The scheme make use of 

vision-based computational model where supervised learning scheme along with denoising scheme has been 

used for training the system to understand hand gestures. The work carried out by Galarza et al. [25] has 

presented an adaptive scheme to develop an interface for machine and human interaction in presence of 

dynamic scenarios of driving. A prototyping has been carried out for this purpose to check its statistical 

outcomes. However, direct applicability as well as work towards developing infotainment system is restricted 

only till this much of research papers and no further significant research work found till now. 

 

3.2.  Integration cloud with vehicular network 

In order to support various services and application over the infotainment system over vehicular 

network, there is a potential need of a distributed and large network which is also ubiquitous in nature. 
Hence, cloud is one of the most preferred backbone or core network that can solve maximum problems 

associated with the accessing diversified services in vehicles [26]. As cloud offers extensive scheme for 

supporting various services, therefore studies towards combined usage of cloud and vehicular network is 

classified into three types on the basis of the existing research trends: 

a. Schema-based Approaches: This kind of approaches makes use of unique schemes and planning in order 

to improve the service accessibility over vehicular network that can indirectly improve the performance 

of infotainment system. However, it should be known that such studies do not directly target towards 

infotainment system; however, their outcomes are claimed to offer better supportability towards 

challenging services accessed using infotainment system over vehicular network. Most recently, 

the work carried out by Shah et al. [27] discussed that transmit-power has prominent effect as well as it 

also has direct connectivity with the state of congestion in vehicular network. Hence, the solution offered 

by author was by using game theory for developing an adaptive scheme for congestion control 
considering transmit-power. It was also seen that usage of fog computing too offers advantage to 

vehicular cloud network. One such usage can be found in the work of Tang et al. [28] where fog 

computing is used for smart parking system using experimental approach over vehicular network. 

A typical algorithm is written for exploring the free parking slot using multiple optimization objects. 

The analysis of the study is carried out using cost over space of parking. However, the study doesn’t 
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consider many other essential elements e.g. information and domain related systems and is focused only 

on specific information. Emphasis on information as well as domain related schemes has been 

theoretically discussed by Grewe et al. [29] using different use cases. The study reveal that existing 

approaches using such schemes have diversified differences with respect to mechanism of data 

dissemination, naming, or security, etc; however, all the approaches offer equal emphasis to the mobility 

problems. Moreover, the impact of data offloading is not much found to be discussed in this work. 

It is believed that data offloading results in challenging situation of data explosion over wireless network 

and hence a control scheme is required. The study towards addressing this problem was carried out by 

Huang et al. [30] where an integration of mobile edge computing and software defined network has been 

utilized to develop a control scheme. This scheme allows a formulation of better route for vehicle-to-
vehicle communication scheme using contextual information. It should be noted that majority of such 

system is basically operational over IP network which doesn’t offer suitability for any form of content-

centric network.  Hussain et al. [31] claimed that if such IP network is connected with vehicular cloud 

network that such problems could be resisted. Existing system also offers a scheme for catering up 

demands of autonomous vehicles. The work carried out by Maalej et al. [32] uses computer vision in 

order to develop a multimodal scheme for identification of object by the vehicle followed by recognition 

of it. A hypothetical scheme towards improving vehicular cloud has been also emphasized 

by Gong et al. [33] and Huang et al. [34]. Study towards resource allocation for effective heterogeneous 

vehicle is carried out by Lin et al. [35] using Markov modeling. The work of Quan et al. [36] has 

emphasized on improving the delivery quality by packetizing the multimedia file content over vehicular 

cloud network. The authors have used Markov chain for system model. A storage scheme was presented 
by Wu et al. [37] where it targeted for transmitting the data to a different vehicular node prior to 

transmitting the data to particular zone. Fuzzy logic was utilized and cluster-based method is used for 

transmitting the data. The problem associated with the energy efficiency and the quality of experience is 

investigated by Xu et al. [38]. The work of Girau et al. [39] have presented a discussion of reusability of 

different layers considering IoT for developing a social platform of all the objects that are connected to 

each other. The work carried out by Kim et al. [40] has presented discussion on the solution towards 

the data forwarding scheme. The scheme uses greedy algorithm as well as learning scheme in order 

model data dissemination process. Li et al. [41] have presented a discussion of a scheme that uses smart 

phone for facilitating routing scheme on vehicular network. Adoption of game theory is also seen in 

the work of Zhang et al. [42] towards intelligent transportation system. The mechanism introduces 

a trajectory-based system to establish communication among the vehicles. A search-based approach is 

developed by Mershad and Artail [43] where an efficient cloud server is looked for. 
b. Security-based Approaches: Owing to the utilization of the diversified adhoc network in highly 

distributed fashion, the communications within the vehicular nodes are highly vulnerable. Hence, 

security is of higher degree of concern when it comes to vehicular cloud network. The consequences of 

security breach can cost the life of a driver by remotely tampering the infotainment system. 

As infotainment system also retains various private information about the vehicle owner, hence privacy 

is always of higher concern. Most recently, the work carried out by Huang et al. [44] have addressed 

such security problems quite uniquely.  A security schema is designed that is capable of resisting all 

sorts of negative messages or counterfeited messages. The work carried out by Yang et al. [45] have 

used game theory in order to compute the channel capacity associated with different vehicles for 

controlling the security breach and make the communication more efficient. Problems associated with 

the privacy problems are discussed by Xue et al. [46]. The authors have used encryption based 
mechanism using fog computing to perform prediction of mobility of vehicular nodes to fog server. 

Shao et al. [47] have presented a privacy protection scheme over vehicular cloud network by combining 

digital signature scheme and tree-based authentication mechanism. Another study over privacy problem 

is addressed by Ni et al. [48] where a navigation assistance system has been designed. The technique 

uses Bloom filter for retrieving the data for supporting querying system and a mathematical model is 

presented using digital signature which ensure validation and updating of all the vehicular nodes. 

Solution towards data stealing problems from infotainment system can be resisted of the vehicular 

communication is safeguarded with fail-proof mechanism. Study towards such direction was carried out 

by Luo and Ma [49] where multi-authority scheme of attribute based cryptography has been 

implemented for controlling access on the vehicles. Study towards emphasis on data security has been 

presented by Li et al. [50]. According to the study, over channel utilization, is one indicator of security 

breach and existing security approaches doesn’t offer comprehensive security solution. The study carried 
out by Fan et al. [51] have discussed that mobility with high speed and distribution of node with high 

density can significantly affect data forwarding as well as may invite security problems too. 

Therefore, the solution presented by authors is based on retrieving the ciphertext with higher efficiency. 



                ISSN: 2088-8708 

Int J Elec & Comp Eng, Vol. 10, No. 2, April 2020 :  2077 - 2087 

2082 

The problem associated with the privacy problem is also addressed in the work of Hussain et al. [52]. 

An interesting solution has been presented by the author where images are captured from the site of 

interest by the image capturing devices of the vehicles and the information is forwarded to the cloud. 

The capturing of image is carried out only when the vehicular node encounters any event. An incentive-

based mechanism is introduced in order to promote participation of many vehicles. The works carried 

out by Soleymani et al. [53] have presented a trust-based framework in order to maintain the reliability 

and integrity among the vehicular nodes. Harnessing fuzzy logic, the model is capable of checking 

the validity often messages exchanged by the vehicles.  Usage of message authentication codes is also 
reported for ensuring better anonymity of the messages exchange in vehicular networks. The work of 

Jiang et al. [54] has used hash message authentication codes for performing authentication of list of 

revoked certificate. The implementation has used pseudonym for strengthening the privacy factor too. 

A unique study carried out by Zhou et al. [55] have used delay tolerant network in order to resist 

the node compromise attack. The study also shows that it can offer equal performance towards data 

delivery performance too apart from security. Another unique study was proposed by Liu et al. [56] 

where a downlink dissemination of the message is presented. According to the study, the delivery of 

the secured messages are offered with higher priority using specifically defined gateways followed by 

message dissemination among the vehicle. 

c. Traffic-based Scheme: Traffic-based scheme is another approach which has been implemented by some 

of the researchers. The prime motive of this kind of approach is to basically to develop a unique 

topological policy which has a direct impact on the traffic system of vehicular network. Majority of such 
scheme make use of directionality factor and various conditional options for allowing the traffic. 

Most recently, there was no such approach and the only latest approach in this regard is found in the year 

2016, where Azizian et al. [57] have presented a transmission scheduling. In such schemes sensor has 

been utilized for scheduling by using a cluster formation approach for newly forming vehicular cloud 

dynamically and not in predefined fashion. Calculation towards relative mobility is carried out for 

selecting the broker node. The approach uses medium access control using contention free approach. 

Usage of cooperative relaying also assists in formation of a new traffic system for an efficient service 

relaying over infotainment system in vehicular cloud networks. The work carried out by Feteiha and 

Hassanein [58] has discussed about the cooperative relaying mechanism over 4G networks. According to 

the authors, existing relaying scheme suffers from performance degradation that adversely affects 

the data arriving on the infotainment device while using existing vehicular cloud system. It also suffers 
from more degree of channel related errors. Therefore, the presented scheme uses cooperative technique 

with pre-coded scheme which is meant for extracting the spatial diversity information of 4G network. 

Adoption of this scheme is claimed to enhance the traffic system among the node communication. 

According to Salahuddin et al. [59], the contribution of software defined network is essential for framing 

up the traffic system of vehicular cloud. The authors have presented an architecture where a unique road 

side unit is developed for dynamic traffic management. 

Therefore, it can be seen that there are various forms of algorithms as well as approaches which 

directly as well as indirectly assists in enriching the operation of infotainment system. The direct systems are 

developed towards infotainment system while the indirect systems are developed towards improving 

the vehicular cloud system which can directly contribute to support the better performance of infotainment 

system. Table 1 summarizes all the existing research contribution. 
 

 

Table 1. Summary of existing research contribution 
Authors Problems Techniques Advantages Limitation 

Infotainment System over Vehicular N/W 

Sherazi et al. 

[16] 

Data forwarding RoF-communication Better connectivity No model of constraints of 

infotainment considered 

Kovacevic et 

al. [17] 

Service transition Open Source based 

Application programming 

interface 

Highly flexible for 

supporting 

heterogeneous task 

Lack of extensive analysis 

Na et al. [19] Interference while using 

WiFi protocol 

Power controlling, channel 

hopping 

Better throughput Narrowed scope of study 

Chen et 

al.[20] 

Throughput 

maximization 

Reuse of spatial spectrum, 

Service relaying over 

television bands 

Better throughput No extensive analysis 

Tian et al. 

[22] 

Effective position of 

infotainment 

Prototyping with 3 different 

position 

Offers better decision 

with respect to multiple 

visibility 

Diversity of the 

information displayed on 

infotainment is not 

considered. 
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Table 1. Summary of existing research contribution (continue) 
Authors Problems Techniques Advantages Limitation 

Infotainment System over Vehicular N/W (continue) 

Abdullah et 

al. [23] 

Throughput 

maximization 

Raptor Codes Time improvement No benchmarking 

Cheng and 

Trivedi [24] 

Vision-based controlling 

of infotainment system 

Gesture recognition Effective for 

infotainment with 

limited service option 

No analysis of response 

time in adverse condition 

Galarza et al. 

[25] 

Dealing with dynamic 

driving scenario 

Adaptive interaction between 

machine and human, 

prototyping 

Positive feedback No comparative analysis 

Schema based Approach 

Shah et al. 

[27] 

Increase in transmit 

power during congestion 

Game theory Increase in throughput Computational complexity 

not considered 

Tang et al. 

[28] 

Smart parking system Analytical scheme Lower cost Specific to one application 

only 

Huang et al. 

[30] 

Data offloading Mobile edge, software 

defined network, context 

Increases average 

lifetime 

Accuracy is context 

processing not ensured 

Hussain et 

al.[31] 

IP based network Integrating vehicular cloud 

with content centric network 

Comprehensive 

architecture 

No numerical analysis 

Maalej et al. 

[32] 

Autonomous vehicle Computer vision, multimodal 

scheme 

Effective object 

detection 

Complexity with object 

detection not considered. 

Lin et al. [35] Resource allocation Semi-Markov decision Effective cost 

computation 

No comparative analysis 

Quan et al. 

[36] 

Delivery quality of 

multimedia streaming 

Queuing, multipath Improved delivery 

quality 

Network problems not 

considered 

Wu et al.[37] Independence from 

infrastructure usage 

Fuzzy logic, cluster-based 

transmission, learning 

scheme 

Simplified scheme No comparative analysis 

Xu et al. [38] Energy efficiency in 

multimedia streaming 

Markov process, in-

networking caching, 

multipath transmission, 

processing on cloud 

Highly reduced delay Computational complexity 

evaluation not carried out 

Girau et 

al.[39] 

Connectivity among 

devices 

Social IoT reduced delay Less extensive evaluation 

Kim et al. [40 Data dissemination Greedy approach, 

combinatorial approach 

Reduces connectivity 

problems. 

Narrowed study scope 

Li et al.[41] Improving on-board unit 

performance 

Integrating Smart-phone with 

on-board unit. 

Improved performance 

of delay and packet 

delivery 

Computational constraint 

during peak traffic is not 

discussed 

Zhang et al. 

[42] 

Vehicle connectivity Game theory, simulation 

based 

Better benefits Computational constraint 

during peak traffic is not 

discussed 

Mershad and 

Artail [43] 

Search for cloud serve Simulation based Reduced delay No comparative analysis 

Security-based Approach 

Huang et al. 

[44] 

Resisting negative 

message 

Algorithm to distribute and 

redistribute negative message 

Reduced complexity Doesn’t balance with 

increased throughput 

Yang et al. 

[45] 

Secure communication 

among vehicles 

Game theory Optimize channel 

capacity 

Doesn’t discusses about 

complexity in 

communication 

Xue et al. 

[46] 

Privacy problems Encryption-based Reduced transmission 

time 

Complexity is not analyzed 

with respect to different 

attack scenarios 

Shao et al. 

[47] 

Privacy Bilinear pairing, digital 

signature 

Reduced time 

consumption 

Doesn’t discuss about 

throughput 

Ni et al. [48] Privacy Digital signature, 

mathematical model 

Reduced cost of time 

and communication 

Doesn’t discuss about 

throughput 

Luo and Ma 

[49] 

Data stealing Attribute-based encryption, 

multi-authority 

Reduced encryption 

time 

Doesn’t discuss about 

throughput 

Fan et al. [51] Security Ciphertext retrieval, hybrid 

indexing 

Reduced search time No comparative analysis, 

doesn’t discuss about 

throughput. 

Hussain et al. 

[52] 

Privacy Incentive mechanism, 

pseudonym exchange 

Simplified approach Doesn’t discuss about 

throughput 

Soleymani et 

al. [53] 

Trust issue Fog computing, fuzzy logic Easy assessing of 

accuracy of event 

Doesn’t discusses about 

complexity in 

communication 

Jiang et al. 

[54] 

Privacy Hash message authentication 

code, pseudonym 

Reduced delay Doesn’t deal with non-

linear constraints 
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Table 1. Summary of existing research contribution (continue) 
Authors Problems Techniques Advantages Limitation 

Security-based Approach (continue) 

Zhou et al. 

[55] 

Privacy Delay tolerant network, 

incentive scheme 

Offers reliability Doesn’t discusses about 

complexity in 

communication 

Liu et al. [56] Secure message 

dissemination 

Gateway and target area, 

selection of delegator node, 

mathematical modeling 

Reduce delay, lower 

overhead 

Doesn’t discusses about 

complexity in 

communication 

Traffic-based Scheme 

Azizian et al. 

[57] 

Transmission scheduling Contention free medium 

access control 

Stabilized performance 

of newly formed 

vehicular cloud 

Analysis doesn’t consider 

peak traffic condition 

Feteiha and 

Hassanein 

[58] 

Channel fading Cooperative transmission, 

spatial diversity 

Lower outage 

probability 

Issues of LTE not modeled 

Salahuddin et 

al. [59] 

Cloud resource 

management 

A new roadside unit, 

reinforcement learning 

Minimized cost of 

configuration, reduced 

delay 

Complexity associated in 

peak traffic not analyzed. 

 
 

4. OPEN END PROBLEMS OR RESEARCH GAPS 

There is no denying the fact that existing research contribution discussed in prior section has given 

a considerable edge of features towards infotainment system. However, majority of the problems are 

associated with the loopholes which are yet to be investigated. Following are some briefing of the open end 

problems extracted after reviewing the existing system: 

a. Bias focus on Problems: In order to offer a superior form of service relaying on infotainment system, it is 

required that existing research contribution should offer better quality of service, flexible form of 

modeling, resistivity capability against all form of potential threats, and capability to deal with all sorts 

of traffic / network related issues. Unfortunately, majority of the research work are focused on security 

problems and least on other quality of service problems. The operation carried out by an infotainment 
system demands a complete supportability of vehicular cloud network which has many other problems 

critical than security problems.  Even from security solution discussed, they are not meant for dynamic 

adversarial attack but are quite specific to one form of attacks. Moreover, maximum approaches have no 

evidence that they are also effective towards data delivery performance along with security. Hence, there 

is a long way to go ahead even to obtain a better form of security solution. 

b. Doesn’t Cater up Actual Demand of Infotainment System: A robust and better form of infotainment 

system can be only said if they have complete support of minimal latency, offers optimal bandwidth, and 

maximum retention of connectivity among the vehicles. Although, there are many literatures that claims 

of lower delay, but they are not found to claim for other performance factors which are equally essential 

to prove the supportability of futuristic infotainment system. Without lower latency, it is not feasible to 

support delivery of massive streams of contents while maximum channel capacity is required for 

seamless uploading of necessary back end services and data to offer online loading of dynamic services. 
Similarly, seamless connectivity is highly essential as infotainment system for upcoming driverless 

vehicle requires non-intermittent and fail-proof connectivity. There is no such literature where all these 

problems are sorted out in reality.  

c. Lack of consideration of Infotainment Device: Basically, an infotainment device is a part of the on-board 

unit in intelligent transportation system. In order to offer better service supportability with better quality 

of experience, it is required that all the capability factor associated with radio communication of 

the vehicle should be considered e.g. adopted channels for radio frequency, radio communication using 

single/multiple hops, bit rate, available channel capacity, degree of compensation towards propagation 

issues for radio signals, etc. In existing system, all these factors are considered only for road side units 

and never for on-board units.   

d. Non-Applicability to Road Transport System: A closer look into various scheme-based approach as well 
as traffic-based approach shows good conceptual model but without any evidence of their applicability 

to road transport system. It was seen that majority of the research contribution under this uses data 

dissemination process using unicast and broadcasting scheme. The unicast mechanism uses trajectory-

based, stability factor of link, and geographic-based. Such approaches results in vehicle to fail in 

exploring the next vehicular node to perform forwarding because network related global knowledge is 

not provided to the vehicles. For this, the data dissemination schemes are not equipped with global data.  
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Apart from this, existing approaches of data dissemination on vehicular cloud are carried out on specific 

network model which is pre-configured. 

e. Unrealistic Test Environment & Modeling: Basically, the service to support infotainment requires 

massive flow of information. Therefore, real-time usage of infotainment system is shrouded with 

different challenges due to maximum transmission rate of data along with adaptability of dynamic 

topology. This requires a joint accomplishment of interference-free network, higher bandwidth, lower 

resource consumption, etc. Unfortunately, all these are hard to achieve at same time as per existing 

approaches without which it is not feasible for achieve superior quality of streamed data. Existing studies 

towards multimedia streaming doesn’t deal with contention problem as well as they also lack resisting 

problems like congestion and collision. 
f. Lack of Optimization Approach: There are no research works carried out towards optimization. 

At present, there are various optimization algorithms dealing with wide range of scientific problems. 

Even in cloud computing, machine learning is slowly increasing in almost all the application to offer 

better optimized outcomes in order to meet user demands. Unfortunately, the research work using 

optimization based approach is significantly missing which has capability to solve maximum problems. 

There is an immense need of novel optimization technique to find best solution for supportability of 

seamless services on infotainment devices using vehicular cloud network. 

 

 

5. CONCLUSION 

This manuscript discusses about the actual scenario of infotainment system in vehicular network. 
After reviewing the existing studies it is just concluded that there are lot of scope of work to be carried out 

over vehicular cloud system with more emphasis on comprehensive computational model. Existing work can 

be just treated as a better form of guidelines to start a new work with more exposure towards achievements as 

well as limitation. The contribution of the this manuscript is that it offers better idea of Advancement in 

Infotainment System in Automotive Sector with Vehicular Cloud Network by introdcing the basic 

fundamentals of the infotainment system along with gaps in the research area of Automotive Sector with 

Vehicular Cloud Network. The future work could be on the direction of the addressing the open end issues 

discussed in prior section. A novel computational model can be constructed with inclusion of real-time 

non-linear constraints so that maximum problems associated with robust and efficient service supportability 

towards infotainment system can be developed. 
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