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this survey is twofold. Firstly, it provides a comprehensive exhaustive and

categorized overview of the existing surveys for smart cities.
Keywords: The categorization is based on several criteria such as structures, benefits,
advantages, applications, challenges, issues, and future directions. Secondly,
it aims to analyze several studies with respect to emergent situations and
management to smart cities. The analysis is based on several factors such as

Cloud computing
Emergent situations

Fog computing the challenges and issues discussed, the solutions proposed, and opportunities
loT for future research. The challenges include security, privacy, reliability,
Smart cities performance, scalability, heterogeneity, scheduling, resource management,

and latency. Few studies have investigated the emergent situations of smart
cities and despite the importance of latency factor for smart city applications,
it is rarely discussed.
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1. INTRODUCTION

The world citizens' percentage that inhabits in cities is over 50%, by 2050, this percentage will
probably grow to 70 percent [1]. It is mandatory to build cities for the rising numbers of people with
the required services, which gives rise to the idea of building smart cities that seek to adopt the life through
constructing infrastructure with the use of information of communication technology (ICT) [2].
The conception of smart cities includes the city organization and management as a whole through
technology. It is constructed and maintained by using integrated technologies, such as sensors, electronics,
and networks. To improve the city services provided to the citizens and to improve the quality of their life,
smart city services have shown a major motivation of investigation [3]. Some the latest ICT that are
the essential component of the smart city are the cloud computing, Internet of things (loT), smartphone
technology, smart meters, semantic web, Radio Frequency Identification system and artificial intelligence.
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The loT is the network of tangible objects embedded with computational devices, software,
electronics, smart sensors and connectivity and connectivity enabling these objects to connect and exchange
data [4, 5]. Many services are currently broadly used with the implementation of 10T applications such as
natural disasters for public safety [6, 7]. The promising strengths of smart city paradigm face many
prominent and challenges in the development of 10T applications [8]. The integration between sensors,
human, mobile, and vehicles allows obtaining and analyzing information and inputs for some tasks in
the paradigm of loT and clouding computing [6, 9]. Cloud computing is a model, that enables network access
upon request to a pool that shared computing resources to outfit with scalable construction for data,
application, and file storage [10].

The crucial advantages of cloud computing such as elasticity and scalability are the main
challenging issues still faced in the research community [11]. There are inherent issues of cloud computing
that prohibit a wide range of cloud computing application and services from popular benefits of computing.
These issues include lack of mobility, lack of location awareness, and unacceptable latency [12]. One of
the critical issues of cloud computing that have not been resolved yet is the unreliable latency. Other issues
include location awareness and lack of mobility. Therefore, fog computing or edge computing can resolve
these issues through elasticity of resources and services in distributed networks [13].

The fog clouding is a collective of loosely coupled, facultative and resources such as computers,
data centers, etc. where the resources settle in at the network edge and are within short distance from
the clients and sensors [14]. It is generally considered as cloud computing extension from the core network to
the edge network. It is objective is to reduce latency on the data computation or aggregation while routing it
to the central cloud for heavy computations [14]. The cloud computing platforms such as fog computing is
required to handle big data streams in the resource-rich processing of data and low latency to be integrated
with cloud computing and edge computing [7]. As fog computing paradigm promises and extends cloud
computing for more improved services, its distinct characteristics face security and privacy issues.
Cloud computing inherits these issues to fog computing [15]. Fog computing can address many concerns of
cloud computing such as battery life, bandwidth cost, data privacy, and response time [16].

Relying on a literature review of studies published between 1990 and 2018, the technological
revolution influenced everything [17-40], and the use of Artificial Intelligence (Al) algorithms is expansive,
particularly in providing solution to challenging problems including analysis of medical image [41-45],
nurse rostering problem [46], Healthcare Monitoring system [31, 47], prediction of river flow [48-50],
patterns recognition and retrieval of information [51-62] and image segmentation [17, 18, 28, 63-69],
Learning Management System [70, 71]. Accordingly, the ensuing results show that Internet of Things and
Artificial Intelligence represent the most used technologies for smart cities [72].

Our objectives in revisiting the studies related smart cities are to learn more about the smart cities, to
identify the related issues, and to highlight open challenges in purpose directing us to future research. In this
paper, we will discuss several issues in smart city applications, by reviewing some of the existing work-
related work in underlying domains, to identify some issues. We carry out a theoretical-methodological
approach to achieve the objectives of this study, by collecting related works about cloud computing, fog
computing, 10T and smart city applications, reviewing literature conducted in fog computing and smart city
applications, and comparing between previous studies against some criteria to distinguish the novelty of this
survey paper. The criteria include the main topics, applications, structures, benefits, advantages, challenges
and issues, and future directions. We reviewed several factors in each study such as the challenges and issues
discussed, the solutions proposed, and opportunities for future research. The challenges include security,
privacy, reliability, performance, scalability, heterogeneity, scheduling, resource management, and latency.

The structure of this research is as follows. Beside this section, the second section will review
the related literature that gives an overview of cloud computing, fog computing, smart city, and emergency
systems. The third is the section concerned with discussion and analysis shows comparison between
the researchers reviewed in this research and analyses the results they contained. The differences between
these studies are also discussed in order to show the contribution of new research. Finally, yet importantly,
our conclusions and future works are presented in the fourth section.

2.  LITERATURE REVIEW

Several Researches have been published, to formally define smart cities and the related challenges.
Here we try to present some of the preceding researches which are near in some way from our study, surveys
of previous studies are listed in the first subsection, the second subsection concerned with smart cities
researches and some relevant subjects, and the last subsection focused on the emergent situations of
smart cities.
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2.1. Previous surveys

In this section, we present some the previous surveys related to our study. Several researches have
been published, to formally define the different types of computing and the related challenges, and issues.
For instance, the authors in [73] have focused on the integration of cloud and 10T called CloudloT including
their properties, features, technologies, and open challenges. New applications, challenges, and open research
opportunities also have been analyzed in detail under the CloudloT paradigm. Similarly, the work in [74]
includes a study of the integration of cloud computing and 10T that cope a lot of research for investigation.
It describes the integration from the perspective of general architectures and applications. The authors in [75]
created an action plan that outlines the literature about the social and technological components of 10T, big
data, and clouds. The technology and user motivation play an essential role in the development of the smart
city. Also, the authors in [12] presented and discussed different definitions of fog computing at the edge of
the network as a promising infrastructure that provides elasticity of resources.

While the study in [7] included a review of many dimensions of the architecture, platforms,
characteristics, applications, and abstractions of edge computing, fog computing, and eco-systems. Also,
the physical properties, application mobility, runtime environment, privacy sensitivity, novel capabilities of
edge and fog layers were highlighted. A network architecture and framework is proposed in [76] to achieve
high levels of resilience based on cloud computing paradigm and RPL routing protocol. The work in [16]
introduces a defined structure of edge computing including different cases of cloud computing. The provision
of resources and services by the clouds has addressed in [77] a novel paradigm called fog computing to be
provided outside of the cloud and closer to the end users and at the network edge. It is obvious that none of
these previous surveys have reviewed the smart cities from emergency situations perspectives, and that will
be our objective that to identify the smart city in emergent situations.

2.2. Previous searches

The increasing of cities population and the growth of the demands of required services have created
a mandatory task of the researchers to examine the infrastructure of smart city environment proper to
the population [2]. The trending paradigm of the smart city becomes popular in technological and strategic
planning in the current environment. Many challenges should be overcome to qualify the city and then
improve the residents' life.

Smart city concept is discussed in [78] and the data adopted to resolve the encountered issues and
then improving the quality of the life of citizens. With the great amount, wide variety, and high speed of life
requirements and city data, big data technologies received a valuable interest to utilize new mechanisms for
better quality of life. The progress of smart city environments is discussed in [3] through reviewing
the fundamentals of data processing and software platforms to support the integration and development of
smart city services. On the other hand, it included some mechanisms to overcome the existing essential
technologies and practical issues that limit the development of these platforms from wide implementation.

The authors in [79] presented a smart city concept that plays a vital role in industrial and academic
fields in smart city technologies. The development of many middleware platforms and infrastructures of loT
have emerged distinguishable methods to create fragments of loT eco-systems noticed for
the communications among them. Also the study in [80] outlined smart city concepts, motivations,
challenges, and applications. Further, it shows the main components and features of 10T technology provided
to the smart city with practical experience. In the other hand, the authors in [16] introduced a defined
structure of edge computing including different cases of smart city and smart homes. Mobile cloud services
under the paradigm of smart city applications and projects are devoted in [81], in addition to data processing
and storage transformed from local mobile devices to the clouds per mobile cloud computing paradigm.
The researchers in [77] outlined the extent of cloud computing services that satisfy the objectives of smart
grid eco-systems requirements due to the growth of the development of information technology applications
such as intelligent transportation using smart devices. The infrastructure of 10T and sensor networks revealed
the University of the online and active objects to outperform the traditional cloud deployment of resource
time and dynamic nature of intelligent systems. In cloud platform, the authors in [6] provided information
about the opportunities of analyzing data of geographic regions to save the life of people. The results of [82]
show some patterns and the use of cloud-based solutions allow to manage and consolidate infrastructure for
lower consumption of cost and electricity.

The authors in [76] aims to achieve a multi-layer recovery system using smart objects located at
the lower layer of the architecture. These objects interact with each other through virtual gateways and across
RPL protocol. It uses the fog of the cloud for virtual gateways in the edge of the network to enable easier
access to the internet. At higher layers, data is collected to have an insight of the IoT infrastructure for
multilayer systems. The disaster management based on fog computing is one of the proposed models in loT
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platforms. In addition, the mechanism of this model depends on IoT data and fog computing real-time
applications [82].

The applications, facilities of abstraction, implementations, and the distributed nature of multiple
providers of cloud IoT are involved in [83]. The study in [81] explains the access to these services becomes
available as a vital feature of mobile cloud services. The mobile terminal is used as the main source of data
collection. The study also focuses on the criteria used to select mobile cloud services. Further, the projects
and implementations of CloudloT are included and the future directions and the leading roles of CloudloT
environment [73]. Where, the authors in [84] discussed many opportunities to improve the quality of life by
improving the present environment of cyber-physical system and existing services as well as the associated
challenges, concerns, and future trends. Furthermore, the study in [85] involved a discussion about
the characteristics of fog computing in addition to the future research opportunities and concerning
challenges. Research in [73] critically reviewed the literature work and surveyed fog computing architectures
and algorithms.

Further, the emerging technologies and lessons learned are reviewed by [77] within the role of fog
computing. Additionally, the study in [75] includes an implementation and evaluation of a prototype of fog
computing. A reference architecture is derived by [3] to direct the progress of the future developments and
platforms of the smart city. The valuable data, processing steps, and big data applications and platforms are
also involved in the study [78]. Different applications of cloud computing integrated with 10T are detailed
in [74] and compared in terms of architecture model, service model, algorithms used, protocols applied, and
database technologies. However, it does not security aspect of the data transfer from cloud resources to loT
applications. Moreover, the potential applications of cloud 10T architecture is elaborated by [83] including
the intelligent transportation systems, smart cities, environment tracking etc. Real world examples, data-
driven, practical applications, and the smart energy domains are shown in [78] with respect to data
visualization, smart traffic systems, and smart public safety.

The smart city vision provides main requirements and information about the advantages of
integrated services of cloud and 10T. In addition to the relevant challenges are discussed in [79]. The study
in [3] includes a monitor of air quality to analyze the behavior of carbon track. In addition, the architecture of
the smart city is tested in [86] using 10T in terms of security threats. Further, some good practices of smart
city security are described by [86] from the perspective of different stakeholders of smart city and
the performance of each solution.

Data security and privacy layers support the infrastructure of data management techniques and
computing and networking technologies to improve smart city are shown by [87]. It also covered many
lessons learned, limitations, challenges, achievements, and aspects of the smart city. However, the proposed
architecture of [76] needs to be described in more details. It also needs to provide end to end resilience for
the environment to develop the smart city and cloud services. Therefore, more concerning aspects include
flexibility, reliability, resilience, and security have to be discussed.

Moreover, the authors in [15] highlights the privacy issues including location privacy, user privacy
and data privacy that require developing new solutions to adapt these changes and challenges. In addition,
the research directions and open challenges of fog computing are focused in [73]. Furthermore, the main
opportunities of fog-based smart grid computing development and the key challenges and research drives to
make fog computing success and viable are included in [77]. In addition, the challenges and goals of fog
computing platform are analyzed by [75] including the design of different applications.

2.3. Emergent situations in smart cities

The key objective of smart cities is to provide a high-quality life for citizens, and this goal can't be
achieved without taking in considerations the emergent situations, respond to these situations, survive
citizens, and supply to them more efficient and safe routes. Several studies give some attention to this field.
For example; the authors in [88] discussed the possible challenges that faced smart cities and provide
a pre-disaster plan for building all smart cities infrastructure be disaster resilience and fire protection.
In the same manner, also the study in [89] explored several issues in the occasion of residing citizens in smart
cities, such as the emergency response, and encourage the process of plan drawing to ensure that smart city is
robust. Where, the authors in [90] study smart city emergent systems in regarding to the real-time and
distributed emergency recourses, schedule these resources in a way that maximize the resource quality and
minimize cost and time by using Hierarchy Particle Swarm Optimization Algorithm (HPSO), in addition to
construct emergency architecture that consists of the following layers: resource, network, sense, smart
service, and application. On the other hand, the study in [91] managed emergent situations in the smart city
by using the smart signal that analyses situations, integrate with 10T, share information and it must be aware
of its contents. Also, the authors in [92] proposed a semi-Markov model in smart cities to capture
the probable dynamics events succeed an earthquake, this model supposed to quantify hazard rate and
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estimate the restoration time, this model implemented by dynamic programming, it considering suitable in
the smart city because that in these cities the data followed events are recorded.

However, the study in [93] aimed to develop emergency response systems for disasters of various
scales concentrate on transportation systems, by using Vehicular Ad-hoc Networks (VANETS), mobile and
Cloud Computing technologies and based on demand and speed strategies. While, the authors in [94]
suggested system composed of a central agent and the three layers located over different dimensions,
unmanned aerial vehicle (UAV) layer, multi-robot layer and sensor network layer. UAV collects data from
air, where on the ground there are robots that dealing with emergencies, and the sensor network layer helping
the previous layers to accomplish the required tasks. With the same goal, the authors in [95] proposed an
architecture of emergency response system in order to improve the response event in smart cities, this is done
by enabling the information from emergency site to service provider, this system depends on smart building
supplied with the facilities of motion detection, tracking, and sensing system, LAN server collect this
information, then the emergency service provider hosts the smart building information. Lastly; the study
in [96] designed traffic control system to improve the emergency response in smart cities, by changing
the control of network routes, and driving policies. It aims to reduce emergency vehicles response time, and
determine the emergency level, by using the fuzzy Logic controller that needs the traffic parameters, and
upon certain functionality and routing techniques choose the suitable actions. The latency sensitive
applications demand fast response of real-time applications and the distance between cloud and end user
devices or terminals in [11] involve several issues to many applications such as content delivery and disaster
management applications. Whereas; the authors in [77] presents a description of fog-based computing
architectures and the applicability of algorithms to support cloud computing and enable new trends of
real-time applications in terms of latency. The emergent discussed, proposed approach and the related issues
are summarized in Table 1.

Table 1. Summary of emergent situations of smart cities literatures

Reference  Emergent Proposed Approach Related Issues

[88] Earthquake Fire Protection Security

Disaster Pre-disaster plan Delivery

Climate Change i Sustainable energy and
[89] and Disaster Pre-disaster plan mobility

. Real time aware, Distributed,
[90] Emergency management by recourses, scheduling Self-organization,
HPSO :
Response time, Heterogeneous

[91] Smart signal Err:qeergy consumption, Response
[92] Earthquake Semi-Markov model Safety, Response time

Emergency response systems
(VANETSs and mobile)
Central agent and three layers: unmanned aerial vehicle

[93] Disasters Response time and Speed

[94] layer, multi-robot layer and sensor network layer. Localization, Safety, Security
Emergency response system(motion detection, tracking, . .

[95] and sensing system, LAN server) Security and Privacy

[96] Fuzzy Logic based System Congestion, Response time

3. DISCUSSION AND COMPARISON

This section shows the findings from reviewing the above-related works. Table 2 shows
the categorization of the investigated related works in terms of main issues discussed, main structures
included, and main future subjects suggested. The authors in [85] discussed fog computing, cloudlets, and
mobile edge computing. The main issues that are discussed in [85] are High latency, non-adaptive machine,
and low spectral efficiency. The study in [73] presents a survey of cloud IoT and the main properties,
features, technologies, and open challenges for future research. In addition, new application, challenges and
leading roles of fog computing are discussed. The study in [84] also shows loT cloud-based infrastructure,
demands, and services. Moreover, the study in [84] includes an overview of the fast development and
technologies in terms of their challenges, concerns, and solutions against issues. Similarly, the authors in [3]
provide a review of the 10T and cloud computing technologies, functional requirements and categories of the
current practical issues of data processing. It also shows open research issues and future trends of the smart
city. The energy efficiency, performance, and reduced latency are considered by [83] for fog nodes of
the architecture of smart router. The study in [83] also offers the applications, facilities, abstractions, and
implementation of fog applications. The authors in [79] and [6] have shown the paradigms of 10T and clouds
to understand the opportunities and solutions for save life and smart city applications. They also provided fog
computing services and the main platforms and infrastructures for cloud and 10T to support the smart city.
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Finally, the authors in [7, 11, 77] have presented Fog-based computing architectures and the applicability of
algorithms to support cloud computing and enable new trends of real-time applications. In addition,
they analyze latency sensitive applications demand fast response of real-time application.

Table 2. The categorization of the investigated related works in terms of main issues discussed,
main structures included, and main future subjects suggested

References  Main topics discussed Main issues discussed Main structures included Main future subjects suggested
[85] Fog computing, High latency, non- Architectures, principles, Opportunities and concerning
cloudlets, and mobile adaptive machine, and efforts, and applications challenges
edge computing low spectral efficiency
[73] CloudloT Properties, features, New applications, The future directions and the
technologies, and open challenges, and open leading roles
challenges research opportunities
[84] 10T-Cloud based Infrastructure, demands, Fast development of Challenges, concerns, and future
and services technologies and the trends
solutions to the raised issues
[78] Big data for the smart Applications, potential Visibility of smart city, data ~ Valuable data, processing steps,
city improvements and the collection, visualization, and  smart traffic systems, and big
innovations in smart the infrastructure of the data applications and platforms
cities smart city
[81] Mobile cloud services ~ The paradigm of smart Data processing and storage,  Criteria used to select mobile
city applications and sharing data cloud services
projects
[3] Internet of things, Facilitating technologies,  Existing essential Frequent open research issues
cloud computing, and functional requirements,  technologies and practical and future directions and trends
cyber-physical and classifying issues fundamentals of data of the smart city
systems categories of new processing and software
technologies platforms
[83] Cloud loT Energy-efficiency, quick  The architectural paradigm Applications, facilities of
response time, of fog nodes such as edge abstraction, implementations,
performance, reduced servers, smart routers, and and the distributed nature of
latency, better-localized base stations has received multiple providers
accuracy and computational requests and
performance sensing information
[7] Edge computing, fog Architecture, platforms, Physical properties, Identified challenging issues and
computing, and eco- characteristics, application mobility, solutions potential possibilities
systems applications, and runtime environment,
abstractions privacy sensitivity, and
novel capabilities
[11] Fog computing Elasticity and scalability ~ Latency sensitive Research directions and open
are the main challenging  applications demand fast challenges of fog computing
issues still faced in the response of real-time emerging technologies and
research community applications lessons learned
[77] Fog computing and The infrastructure of loT ~ Fog-based computing Main opportunities for fog-
smart grid and sensor networks architectures and the based smart grid computing
deployment of resource applicability of algorithms development and the key
time and dynamic nature  to support cloud computing challenges and research drives
of intelligent systems and enable new trends of
real-time applications
[79] 10T and clouds Smart city concept that Many middleware platforms  Smart city and general
plays a vital role in and infrastructures of 10T approaches to cloud and sensors
industrial and academic smart city vision to provide as well as services with the
fields in smart city main requirements and implementation of cloud and
technologies information loT
[6] The paradigm of loT Opportunities for Fog computing services for loT data and fog computing

and cloud computing

analyzing data of
geographic regions to
save life of people

efficient analysis and critical
review of 10T data

real-time applications
opportunities of analyzing data

Figure 1 shows the classification of the different studies. Some of the researchers discuss advantages
and benefits of fog-based smart city applications. Others discuss environment applications, fog computing,
architectures and infrastructure, and issues and challenges. Several researchers in [3, 13, 74, 82, 87, 97]
studied the advantages and benefits of fog-based smart city applications. The environmental applications of
fog-based smart city are discussed in several studies [3, 12, 74, 76, 80, 82, 87]. Fog computing is discussed
also by many studies [12, 13, 16, 76, 97]. The architectures and infrastructure of fog-based smart city are
focused in [3, 13, 76, 86, 87, 97]. The study in [76] presented assumptions for environmental applications of
fog computing and the architectures and infrastructure of fog computing paradigm, whereas; the authors
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in [87] introduced some challenging issues in the framework of fog computing as well as the advantages and
benefits gained by deploying different environmental applications. Other studies such as [82] have studied
the resource management, pricing, and heterogeneity issues of fog computing. In addition, the study in [3]
discusses internet of things, cloud computing, and cyber-physical systems. Therefore, the authors in [3]
reveal that facilitating technologies, functional requirements, classified categories of new technologies,
existing essential technologies and practical issues of data processing and software platforms. It is also
showed frequent open research issues, future directions and trends of the smart city.

| Previous Studies I
[ I I - 1

Adventages Environment Fog computing Arch;t;{;tures Issues and
and benefits applications infrastructure challenges
[3] .
[82] 2] 2] [3] [2]
& 6 e = *
[74] (50] 113] [75] [86]
[3] [76] [16]

[87] [16]
[13] [86] [76]

[74] [07]
[97] 2] [74] [80]

Figure 1. The classification of the different studies and how they introduce the surveys

A summary of the related works that have investigated the application of cloud computing (mainly
fog computing) in the smart city considering resource management, pricing, security, privacy, performance,
reliability, latency, scheduling, and heterogeneity measures is presented in Table 3. In [82], resources
management, pricing, and heterogeneity issues are discussed. The study in [73] presented an overview of
pricing, security, privacy, performance, and reliability issues of fog computing. Similarly, the study in [77]
presents security, privacy, performance, and reliability issues. However, the study in [6] only discussed the
latency and security issues of fog computing applications. Further, the study in [7] only discussed reliability.
Most of the studies have investigated the issues of privacy, security, performance, and reliability. Differently,
the study in [98] discussed the scheduling issues in fog computing applications, while [99] showed resources
management issues.

Table 3. A summary of the related works that have investigated the application of cloud
and fog computing in smart city

Ref mi?]i%iﬁ?nt Pricing Se;l;lir\lltayqa/md Performance Reliability Latency Scheduling  Heterogeneity
[82] N N v
[73] N \ V v
[77] v J J
[6] N x/
[7] v
[8] v \ N
[15] V N x/
[83] N \/ J
[100] \ \ v
[101] v N
[102] N v
[103] d J
[104] v \/
[12] v 3 v
[105] V
[99] \
[98] \ \
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4. CONCLUSION

Smart cities expected to be grow rapidly, as a result to the cost decreasing and sensing technology
increasing. In these cities, there are always unexpected emergencies that have to be treated to maintain
the ordinary life and to save citizens liven within. Then a smart system is needed to detect the emergent
situations and to deal with them. This surveys the literature on emergent situations of smart cities. We have
analyzed and evaluated different aspects of smart cities, cloud, 10T and fog computing. A set of lessons
learned are derived based on the literature review. The remaining challenges and corresponding research
directions are discussed. In addition, we have discussed the prospects of smart cities with a focus on
the emergent situations. However, most of these studies have lack deep knowledge in the critical issues of
smart city real-time systems. Our finding obviously affirm the necessity of dealing with emergent situations
in smart cities. The limitation of this study is that the limited number of reference that motivates us to more
investigates the work in future with more references, especially in latency factor of fog computing and real-
time applications.
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