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 The usage of existing Internet architecture is shrouded by various security 

loopholes and hence is highly ineffective towards resisting potential threats 

over internet. Hence, it is claimed that future internet architecture has been 

evolved as a solution to address this security gaps of existing internet 

architecture. Therefore, this paper initiates its discussion by reviewing the 

existing practices of web security in conventional internet architecture and 

has also discussed about some recent solutions towards mitigating potentially 

reported threats e.g. cross-site scripting, SQL inject, and distributed denial-

of-service. The paper has also discussed some of the recent research 

contribution towards security solution considering future internet 

architecture. The proposed manuscripts contributes to showcase the true 

effectiveness of existing approaches with respect to advantages and 

limitation of existing approaches along with explicit highlights of existing 

research problems that requires immediate attention. 
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1. INTRODUCTION  

There are various applications running on current internet architecture that offers wide range of 

communication and data exchange at present times. Although, millions of users and their adopted 

applications run over existing internet architecture, it is never safe from all the potential threats arising every 

day [1]. The existing version of internet architecture has been serving since 40 years for all communication 

needs and has also contributed to many successful implementation of communication protocols. The security 

system of existing internet architecture tremendously suffers from various critical challenges with consistent 

changes in the internet technology. At the same time, mobile networks as well as cloud computing has also 

boosted the need of an efficient security system over the web-based services as well as application [1]. 

Majority of the application of present times are supported by mobile technologies where tremendous amount 

of data is generated, stored, as well as queried. There are also various studies that has emphasized on the 

cloud security [2-4]; however, challenges are yet to be resolved. Majority of the reported and studied attacks 

over the existing interne architecture are related to financial factors or privacy factors [5-9]. However such 

forms of security issues are arising from different forms of infinite list of web-based attacks that keeps on 

evolving almost all days.  Existing researchers have also evolved up with certain level of solutions towards 

such problems in existing internet architecture. Some of the newly evolving solutions are network 

virtualization [10], software defined network [11], named data networking [12], etc.  

However, the above mentioned techniques are just in nascent stage of research that requires more 

level of investigation with the rising demands of distributed network system as they are no more potential 
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especially with respect to security factor. There are various reasons behind this viz. i) they use IP network 

that is host centric and cannot cater up any form of distributed communication system, which is the need of 

present age, ii) the policy of IP address is encountering exhaustion with the exponential rise of users, 

iii) no inclusion of security attributes (except IPv6 that offers distinct and unique IP addresses to promote 

security), iv) highly non-flexible posing difficult to incorporate new operation [13]. Therefore, web security 

has become one of the essential concerns among the network communities [14-16] and this leads to the 

formation of Future Internet Architecture (FIA) [17]. One of the essential parts of FIA is its security 

inclusion. Funded by National Science Foundation (NSF) in United States, FIA project has been initiated that 

has transformed the existing host centric web design to content centric architecture [18] with more capability 

to perform an effective traffic management. Some of the reputed projects of FIA are Mobility First [19], 

XIA [20], SCION [21], COAST [22], etc. However, work carried out by Ding et al. [23] has reported 

significant level of problems associated with almost all the evolved projects of NSF. This leads to a 

conclusion that there is a need to investigate the security demands of FIA right from gauging strength of 

existing web security approaches. 

Therefore, this paper reviews the existing system of web security practiced over present state of 

internet architecture and then discusses about some of the recent research approaches towards securing future 

internet architecture followed by investigation of unexplored problems in this domain of research. 

The organization of the paper is as following: Section-2 discusses about the security problems associated 

with the Web followed by discussion of different approaches to ensure web security in Section-3. Discussion 

of approaches towards securing future internet architecture is carried out in Section 4 followed by discussion 

of unsolved research problems in Section 5.Finally, Section 6 summarizes the findings of the paper. 

Security threat evolves in web in various shape and forms with different intensities of attack. There are 

diversified forms of security threatsreported in existing internet architecture of Web 2.0 and till date there is 

no full proof solution against mitigating such threat. Figure 1 highlights that there existing research work 

classifies security tools to resists threat into various forms, where majority are attack specific. 

 

 

 
 

Figure 1. Classification of web-based attacks 

 

 

All the attacks highlighted above are also anticipated to continue to lead in its enhanced version of 

internet architecture in future too. The most frequently found internet-based attacks are malware, phishing, 

SQL injection attack, cross-site scripting, Denial-of-Service, Session Hijacking, Man-in-Middle attack, 

Credential reuse, etc. In existing system, there are two forms of tools where one is used for attack and another 

is used for defender. The tools used by attackers are mainly used for launching malicious programs e.g. 

Trojans, Denial-of-Service, packet forging attack, fingerprinting attack, application layer attack, user attack. 
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The initiation of Denial-of-Service is carried out by degree of automation, by exploited vulnerability, 

by attack network used, by attack rate dynamics, by victim type, by impact, and by agent. The application 

layer attack is again classified into types i.e. browser attack and server attack. The browser attack is again 

initiated using XSS request while server attack is initiated by protocols, SQL injection, code injection, buffer 

error, URL misinterpretation. Thetools used by defender mainly user network monitoring tools e.g. 

visualization and analysis. Interestingly, there is a common tool usage found between attacker and defender 

i.e. information gathering tool. This tool is used for sniffing and network mapping operation where the 

intention of attacker is to look for suitable environment of launching attack while intention of defender is to 

capture the presence of abnormal or vulnerable network condition to report a problem. There is no doubt 

maximum information is circulated through the web and it becomes the hub of all the attackers too. 

Unfortunately, existing internet architectures lacks robustness as well as capabilities to identify and prevent 

all the lethal forms of attacks irrespective of usage of expensive firewall system. There are various 

researchers e.g. [24] who have already stated the challenges associated with existing cyber security that 

possible immense threat to existing web users. This leads to evolution of FIA, however, it is still unknown 

how much existing web security is prepared to be customized for shaping itself to offer maximum security 

when used with FIA. The next section discusses about existing web security approaches. 

Apart from the above mentioned discussion of threats, there exists different other forms of attacks, 

refer Figure 2. Out of different other forms of attacks Cross Site Scripting (XSS) is considered to the most 

lethal threats when it comes to attacking web-based applications.  However, there are other forms of attack 

also that is nearly similar to XSS i.e. Local File inclusion, File Upload, SQL injection, general bypass, etc. 
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Figure 2 Statistics of web-based attacks 

 

 

 

2. APPROACHES ON WEB SECURITY 

This section discusses about various approaches reported in the existing literatures towards securing 

web-based services. Web services as well as its corresponding application is frequently used and accessed by 

millions of users worldwide. With increasing incorporation of securing the web, it is equally important to 

enhance the user’s experience too. According to Stritter et al. [25], Web 2.0 is highly prone to different forms 

of intrusion over its cross-site scripting while adversely affecting Domain Name System. Usage of public key 

infrastructures for securing Web 2.0 is also claimed to be unjustified. Study towards identification of attacks 

on web-application is carried out by Kozik et al. [26] by introducing a joint implementation of machine 
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learning and clustering approaches. A very unique prototype has been introduced by Tsalaportas et al. [27] 

that uses cross-platform environment. The complete prototype is designed by making it independent from 

any server side and is purely self-contained. This is a lightweight concept of security but lacks consideration 

of identification of any specific security indicators. The work carried out by Tatli and Urgun [28] have 

evolved up with a benchmarked tool with capability of investigating intrusion while searching the web using 

Java scripts. According to the mechanism, the system performs an initial configuration of their crawling 

process, which is then followed by forwarding all forms of HTTPP request. A robust tool to capture phishing 

event was discussed by Mao et al. [29]. 

The authors have used certain feature that are not possible to be corrupted by attackers and has 

emphasized more on script security. The features were formed from whitelisted database, target page, and 

suspicious page which when subjected to similarity comparison detects phishing. The analysis of the study is 

carried out considering dataset if phishing event whereas the outcome is assessed considering accuracy 

parameters e.f. recall, precision, etc. Study towards resisting phishing has been carried out by Marchal 

et al. [30] where the approach is to identify different constraint encountered by attacker to construct forged 

page. Literature has also witnessed certain hybridized technique for securing web application. Goldsteen et 

al. [31] have hybridized network layer and presentation layer to introduce a secure masking policy to 

safeguard sensitive information. 

The authors have also discussed about the certain masking rules that should be adhered upon while 

working on such security policies. However, the loophole of this work is that it doesn’t support securing any 

contents generated by multiple parties on web. This problem is reported to be addressed by Phung et al. [32] 

where security of JavaScript and mixed flash contents are subjected to security. However, the work doesn’t 

safeguard many other forms of attacks e.g. denial-of-Service (DoS) attack. Therefore, it is essential to study 

the internal knowledge about the attack strategy and mining approach is most suitable for this task. Adoption 

of mining approach was seen in work of Medieros et al. [33] where policy for attack detection was 

formulated and then it was used to capture diverse attacks. However, owing to inclusion of iterative rules, it 

could offer computational complexity that has not been assessed. Similar direction of research was also 

carried out by Antunes and Viera [34] considering benchmarking approach for SQL injection and work of 

Gillman et al. [35] who discussed about delivering contents securely. 

From the above existing approaches towards securing threats over web, it can be visualized from 

above table that researchers have offered solution towards phishing problems, DoS attack, identification of 

attack problems etc. Apart from this generic research work, there are some exclusive research work towards 

identifying and preventing some lethal threats as below: 

 

2.1.  Studies towards resisting cross-site scripting attack (XSS) 

Basically, this is the most frequently reported attacks on web application that let the adversary inject 

malicious code in the web-pages for invoking attacks. Existing literature has reported towards promoting 

identification process of XSS attack. The work carried out by Das et al [36] have presented an unique method 

of identifying only legal set of actions executed by normal user as well as adversary considering multiple 

attack examples. 

However, the isolation process recommended by the authors has not been checked for its mitigation 

quality. Research towards evolving up with an effective mitigation policy has been carried out by Yusof and 

Pathan [37] where the authors have emphasized more on constructing security policy for sensitive web 

contents. The researcher has constructed a prototype web-based application in order to testify their 

algorithms over various browsers. Study towards resisting similar attack has also been presented by Shar and 

Tan [38]. However, they have spoken theoretically the strength of various tools and practices. Similar 

theoretical study of security loopholes of Web 2.0 and existing web application is also discussed by 

Saiedian [39]. According to author, domain-based XSS attacks are quite hard to mitigate.Salas and 

Martins [40] have presented a black-box based mechanism to resist attacks on web-services. However, 

the study lacks any discussion of possible overheads. Work carried out by Faghani and Nguyen [41] have 

discussed about a security mechanism using social network and clustering concept to formulate a strategy for 

resisting spread of XSS attacks. An analytical modeling has been carried out using graph theory to implement 

this concept where the outcome is assessed using number of compromised users as well as different forms of 

clustering metrics of social networks. Shar et al. [42] have adopted machine learning-based approach for 

forecasting the attack events for web applications. The technique uses validation inputs as well as code 

patterns for carrying out the computation using semi-supervised learning approach. Shar and Tan [43] have 

presented a study towards auditing the defensive charecteristics of XSS. An interesting part of this study is 

that it offers a comprehensive assessment of the defense measures adopted to restrict XSS attacks. 

The technique adopted by this author is quite unique and adheres to the security requirements discussed by 

Halderman [44]. Hence, research work towards resisting XSS based attacks are quite new and less number of 
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standard research work exists at present. Majority of the existing researchers have made theoretical 

discussion towards XSS attacks while less number of work are carried out towards implementing robust 

solution. However, apart from XSS, there are other lethal attacks on web applications too that are 

discussed next. 

 

2.2.  Studies towards resisting SQL injection 

SQL injection is a kind of attack technique where an attacker inserts their own code into a pre-

existing database in order to steal data-information by targeting web-based applications. It can be mitigated 

by ensuring that a system has powerful security system. This section discusses the existing Web security 

approaches to avoid the SQL injection attacks.The work carried out by Appelt et al. [45] have considered the 

failure of web security system in presence of SQL injection attacks and formulated this issue as optimization 

problem. The authors have used machine learning approach and genetic algorithm to fix the vulnerability of 

security system. The experimental implementation demonstrates that the presented approach efficiently 

blocks the attacks. Khoury et al. [46] have investigated effectiveness the existing security scanner that used to 

detect stored attacks. 

The author have performed custom test-bed scenario that show that existing security scanner is not 

much effective in detecting stored SQL injection vulnerabilities. Li et al. [47] have presented a new dynamic 

model based on Hidden Markov Model to detect attacks and to analyze the behavior of attacker and the legal 

user. The experimental performance of proposed model reveals that it achieves higher accuracy rate 

compared to K-means technique in terms of detecting malicious user and attacks. Ping et al. [48] have 

developed prototype architecture to prevent the attacks in the Web applications. The authors have used 

Randomization technique that randomizes the SQL queries which result in to detect SQL injected attacker. 

Experimental effects display that proposed architecture obtains good performances to preventing attacks with 

the low-cost rate. Xiao et al. [49] have investigated existing approaches to attacks detection and found that 

these methods have some defects which do not meet full requirements of the detection system. 

The outcomes of this study show that the presented approach overcomes the issues of existing 

approach with higher accuracy. Yassin et al. [50] have presented intrusion detection framework for cloud 

service provider to detected attacks. The proposed framework provides interrelationship between the HTTP 

request and the SQL queries which helps to identify the attacks without modifying source code of cloud 

application. The author have also proposed that the presented framework is integrated in Amazon Web 

Services which allows a cloud provider to reduce its infrastructure costs by pooling many computing 

resources to provide multiple clients or applications.Majority of the research work is not benchmarked and 

yet the problem is open-end.  

 

2.3.  Studies towards resisting DDoS attacks 

At present, the usage of internet or web services becoming very essential for everyone such as 

organizations, governments, as well as in the education sector. Unfortunately, with the growth of the number 

of hosts, the number of attacks on the internet is also incredibly increasing fast. Thus, there are different 

kinds of attacks, out of them DDoS attack is the most common and significant threat. To prevent such kind of 

attacks, several researchers introduced the different approaches, are briefly discussing in this section. 

In [51], Luo et al. have proposed prevention mechanism against DDoS attacks, i.e., identifier or 

locator separation method which shows that how can prevent & defend the web services from DDoS attacks. 

Also introduced the mapping approach of identifier onto locator and demonstrated how this mechanism 

makes it difficult for the attackers to manage botnets. But proposed “Identifier or locator” separation 

mechanism has its features which are mainly intended to solve the routing problems in the internetworking. 

Shea et al. [52], have presented an experimental study on modern virtualization machines under networked 

DoS attacks. In this study, have examined the performance of virtualization techniques beneath standard TCP 

based DDoS attacks. 

For the result analysis, have compared the same DDoS on non-virtualization servers. Shiaeles and 

Papadaki [53], proposed an enhanced multi-layer IP-Spoof detection method, was named as a hybrid IP 

spoofing detection method for internet DDoS attacks. The proposed mechanism based on fuzzy empirical 

policies which can identify the IP offensive as well as mitigate the traffic offending. The experimental results 

showed that hybrid spoofing approach analyzed ten thousand packets, and precisely identified 99.9% of 

traffic within 5 sec. The primary limitation of this approach is, there is the need for geographical information, 

so that has to maintain a database with appropriate TTL values forms the IPs with the country. 

Tang et al. [54] have investigated the impact of low rate DoS attack on feedback control system. 

Also proposed a methodology to compute the effect of low rate Daniel of service attack on feedback control 

system which identifies the different attack scenarios and calculates the impact of all attack scenarios. The 

simulation results demonstrated the tradeoff between the effect of DoS attack and its revenue, which 
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represents the existence of optimal DoS attack. Zhou et al. [55] have introduced a lightweight method to filter 

the DoS attacks on SIP (i.e., Session Initiation Protocol) and defeat the DoS attacks by blocking SIP packets. 

The empirical calculation showed that proposed history based IP filtering method reaches the useful 

improvement in CPU utilization beneath denial of service attacks. 

Yoon [56], proposed a DDoS attack mitigation mechanism for critical web services. The study 

noticed that critical web services can continue their business if significant users can access their services. 

The primary aim was to design a white listing i.e. very important IP addresses. Finally, the experimental 

analysis showed that the proposed white listing scheme efficiently mitigate the DDoS attacks and provides 

a new defense mechanism for complex web services. But major drawback was that there should be strong 

binding among the application level ID & Login IPs.Hong et.al [57], have proposed a novel of network based 

DDoS attack defense scheme, which was assisted by SDN which can identifies and mitigates the HTTP 

distributed DoS attack in the internet. The simulation outcomes showed that proposed DDoS defense scheme 

efficiently protects the internet severs against Distributed DoS attacks.  

 

 

3. STUDIES TOWARDS SECURING FUTURE INTERNET 

Basically, Future Internet Architecture (FIA) is meant for overcoming the pitfalls of conventional 

architecture of current version of internet. The discussion of Pan et al. [58] has elaborated about different 

scale of contributions towards future internet architecture. However, projects carried out in FIA still have 

open scope of security incorporation. A good initiative towards investigating security over FIA (called as 

CoLoR) was carried out by Chen et al. [59] where the authors have carried out comparative strength analysis 

of various threat levels. According to authors, designing FIA considering service location and inter-domain 

routing could offer better resource management as well as its packet forwarding strategy is highly resistive 

against reflection attacks, poisoning of DNS cache, prefix hijacking, bandwidth depletion, falsification of 

routing path, etc. However, the study doesn’t consider any form of enhancing task for network security. 

This problem was further investigated by Chen et al. [60] where it was discussed that path 

identifiers plays a critical role in securing communication in FIA. It was discussed that if the path identifiers 

were changed dynamically that it could significantly escalate network security. The findings of Malyuk and 

Miloslavskaya [61] show that a highly structured form of data security is demanded in FIA. Just like IoT, 

Reconfigurable Computing is also claimed to be used extensively in FIA. The discussion of Mesquita and 

Rosa [62] shows that there is an ongoing research towards securing incorporation of such concepts in FIA. 

As cloud and virtualization environment is highly required for secure hosting of applications on FIA so 

Network virtualization becomes highly essential to be considered. Chances to intrude network virtualization 

is more owing to vulnerability of virtual machines irrespective of various existing studies towards securing 

virtual machines over cloud [63, 64]. There are certain desperate research attempts towards securing FIA. 

A unique test-bed of security has been formulated by Ozcelik et al. [65] that deals with data security 

mainly. The work carried out by Rebahi et al. [66] has investigated about the security strength of network 

technologies of autonomic type. The authors have discussed about Generic Autonomic Network Architecture 

(GANA) as a reference model and discusses about various hypothetical means to elevate the security strength 

of GANA. Samad et al. [67] have discussed about different strategies that could protect IoT from different 

risk factors. The authors have developed a technique that performs assessment of risk using contextual 

attributes.There are also work being carried out towards resisting specific forms of attacks in cloud 

environment as well as cyber-physical system owing to increase of complexity in design. 

Work of Ge et al. [68] have presented architecture with double loop system for leveraging 

the optimal security system. The problem of pollution attack was addressed by Guo et al. [69] using 

simulation-based approach that uses diversity factor of path in point-of-presence network. The authors have 

used bloom filter for incorporating security. IoT and adhoc networks are some of the prominent backbone of 

FIA which requires higher degree of security. From these existing contribution it is found to be resilient 

against certain set of lethal attacks. However, problems continue to exist as these solutions has their own 

scope and own limitations that couldn’t encapsulate all the security problems associated with FIA. 

 

 

4. OPEN RESEARCH ISSUES 

From the prior section, it is evident that there is various research works being carried out towards 

web security as well as towards securing future internet architecture. These section further briefs of the open 

research issues explored as follows: 

− Solution Highly Focus on Attack: Majority of the existing security solutions towards FIA is developed 

on the basis of specific attacks e.g. pollution attacks, table overflow attack, suppression attack, collusion 
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attack, etc. There are few studies to emphasize the effectiveness of such attack-specific solution to be 

functional if the adversary changes.  

− Less Emphasis on Component: FIA is considered as a wholesome architecture of communication that is 

constructed on multiple components. Since, last decade, there have been various changes in every 

projects of FIA with evolution of new characteristics. However, none of the projects on FIA 

(e.g. NEBULA, Mobility First, etc) have been found to emphasize on the changing trend of robust 

components for developing potential FIA e.g. Content Centric Network (CCN), Internet-of-Things, and 

Software Defined Network. There is no doubt that there exists massive literature talking about problems 

associated with above mentioned components but none of them are actually correlated with FIA or there 

was no visualization about its usage in FIA. This leads to avenue of more set of problems in these 

component inclusion with respect to security as: 

− Gap between Web Security and FIA security: A closer look into existing literatures shows that there are 

quantitatively more research papers for web security as compared to FIA security. However, neither 

research towards web security has no consideration of FIA standards and vice-versa. Hence, applicability 

of both on each other remains undisclosed at present. Moreover, very few research work is found to be 

benchmarked as the concept of FIA security is quite novel. 

− Security Threats in CCN: There are various studies that has claimed that content centric network is one 

of the most effective and secure data delivery system for FIA owing to verifiable integrity, absence of 

address, resistance against DoS, and name resolution. However, they also present some of the potential 

challenges towards privacy e.g. conversation cloning, timing attack, etc. 

− Security Threat in SDN: SDN offers a suitable network management for IoT operations in FIA but is 

vulnerable to various forms of attacks.  The existing interface design of SDN is never meant for 

controlling its controller system completely and securely. This rests in poor access control system when 

existing SDN system is used in FIA. 

− Security Threat in IoT:  The concept of IoT in FIA is very vast and hence is also vulnerable to attacks on 

different layers of protocol stack. Although, there exists some novel security solution in IoT, but it is yet 

unknown that which one of them could be possible used for a given scenario of resisting threats. 

Rather than resisting threat, IoT requires a universal framework that could offer true picture of threat 

specifically. 

 

 

5. CONCLUSION 

This paper has discussed about the existing techniques of security-based approaches used both in 

existing system as well as in FIA. After reviewing the existing approaches, it is realized now that there is a 

long way to go for customizing the existing web security approaches. The essential findings of the proposed 

review work are: i) Existing internet architecture cannot be modified or changed as it is not flexible and 

hence a completely novel approach is required for enhanced web security, ii) existing approaches of web 

security as well as some of the novel research attempts towards securing FIA are quite experimental and less 

practical as they were never being jointly studied. There could be fair possibilities that some of the existing 

web security approaches could be designed considering FIA in mind, but there was no such research attempt. 

iii) even the security solutions considering FIA has not considered some of the essential components e.g. IoT, 

SDN, CCN, and many more. Without such consideration, the claimed system may offer security but they 

may be less functional as compared to the claimed enhanced functionality of FIA. Hence, a serious research 

gap existed between existing approaches and what is actually demanded. Therefore, our future work will be 

in direction of addressing such research gap. We will like to investigate by inclusion of SDN, CCN, and IoT 

very specifically using mathematical modeling to evolve up with more secure solution in FIA with more 

practical assumption. Our future work will also involve performing optimization of the existing approaches 

to check for viable security results. 
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