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1. INTRODUCTION

The electric power industry has become increasingly vulnerable because of smart grid growth used
for interconnection of consumers with power generation, transmission, and distribution trought information
technologies based on communication systems. In this sense, smart meters could inadvertently provide
unauthorized access to consumer data, which is a concern in the management of information for the adoption
of intelligent networks in the face of the increasing possibility of cyber-attacks, since security has not
traditionally been considered a requirement in design of integrated systems and the application of security
techniques specific to these devices is still incipient [1]-[4].

Cryptographic algorithms are the backbone of the protection of highly sensitive data. The selection
of a suitable crypto-algorithm will dynamically affect the lifespan and performance of a device in terms of
battery-life, hardware memory, computation latency, and communication bandwidth. In the current
developments of resource-constrained environments, the trend is shifting towards lightweight algorithmic
designs [5], [6].
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To address the security problem, Badra et al in [7] presents a gradual distribution where
homomorphic encryption is added to intelligent meters involved in data transferring from a source to the
collector unit in such a way that intermediate results are not revealed to any device on the route. Also, there
are privacy-preserving protocols based on additional homomorphic encryption [8] or masking [9] in the smart
metering infrastructure that enable the calculation of the sum of all the household’s load values at each time
point without providing the individual values. However, Tonyali et al. [10] proposed a data obfuscation
approach to preserve consumer privacy and simultaneously perform distribution state estimation. In this
scheme, the Advanced metering infrastructure (AMI) network gateway computes the obfuscation vectors.
The gateway multiplies the vector with a random number and distributes it to the smart meters using a shared
key. On the other hand Rottondi [11], has proposed a friendly privacy infrastructure by means of a
cryptographic algorithm that hides the pattern of energy consumption, based on Shamir's secret sharing
scheme. Tan et al. [12] proposed a pseudonym-based privacy-preserving scheme reassuring privacy,
integrity, and authenticity in AMI.

Recently, several research efforts have been introduced to overcome the challenges and find
appropriate solutions associated with security, especially end-to-end security [6], [13]. Privacy-preserving
schemes have advanced significantly in recent years, especially because of the need communication. Some
research has focused on creating security mechanisms that are adequate for the context of intelligent
measurement devices; however, the needs are varied and increasing. In addition, everyday privacy is exposed
to intrusions from those who have malicious purposes and possess sufficient knowledge to find
sensitive data.

In recent research, various cryptographic mechanisms have been presented to strengthen safety in
measuring devices and intelligent power grids, as reviewed in [14]; however, the results obtained in [14]
show the need for novel schemes to reduce the complexity and computational resources in the revised works.
In this way, the present work has as strength the implementation of an algorithm of "data obfuscation™ in an
embedded system of low computational resources.

Therefore, in this work we propose a new algorithm based on a pseudo-random bit generator that
uses chaotic seed. We tested the effectiveness of the implementation of the encryption algrorithm, combining
two techniques; logistic map and congruential generator, to analyze the compensation between resources and
security. The strengthening of security to preserve privacy against unauthorized attacks is the main objective
that guides we design. However, for all practical applications, performance and the cost of implementation
are also factors to consider security.

The remainder of this paper is organized as follow. Section 2 gives an overview of the encryption
algorithm, which includes a logistic map and a linear congruential generator. Section 3 introduces our
scheme cryptograohic, security parameters, and design goals. Section 4 gives security analysis; the results are
compared with other methods in terms of security and performance. Finally, section 5 concludes this paper
and suggests future research work.

2. THEORETICAL CONSIDERATION

Below we describe the combined methods used to design the encryption algorithm relevant to its
computational characteristics, which includes a logistic map and a linear congruent generator with the
purpose of strengthening the key, given that the strength of cryptography lies in the choice of the keys.

As chaos analysis and cryptography are related to this work, it is important to highlight how real
numbers, used in chaos, are mapped into finite integer numbers used in cryptography. Thus, data from
logistic maps are scaled and discretized into the integer interval (0-255) to keep the system consistent [15].

2.1. Logistic mapping

Among chaotic discrete systems, one of the most commonly used to encode information is the
logistic map. This is because it is very simple, fast and sensitive to the initial conditions and control
parameter. Logistic mapping exhibits very rich dynamics, depending on the value of a parameter. There may
be trajectories, periodic or chaotic, approaching a fixed point. Logistic applications have been used as a
generator of pseudo-random numbers. For this purpose, in [16], some statistical tests have been performed on
the series of numbers obtained from this discrete dynamic system, and it has been found to possess many of
the properties required by a pseudo-random number generator. This dynamic system is one of the simplest
discrete models used for the study of population evolution in closed systems and is given by the following
function [17]

X = X (1'Xt) (1)
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Where p is a control parameter, which determines the degree of nonlinearity of the map and x. is the
state variable, which determines the sequence (Xo, X1, X2, ...) Of the path or orbit corresponding to the initial
condition x0. Here the constant p takes values between (0, 4). The phase space of the system is in the interval
(0, 1). Discrete dynamic systems evolve over time through the iteration process, in which the next state of the
system is determined by its current state. As can be seen in Figure 1(a), the system presents period
bifurcation with p close to 3, which increases in frequency from this point and generates chaotic behavior.
The figure indicates with a rectangle the area that can be exploited in a zone of chaos. Subsequently new
bifurcations are generated that show chaotic behavior as in Figure 1, where the trajectory of the signal whose
zone can be exploited to generate unpredictable sequences is shown. To guarantee unpredictable sequences, it
is necessary to tune parameter p within the chaotic system behavior. For this reason, dynamic analysis of
chaotic generators with Lyapunov exponents is presented, as shown in the rectangle named “chaos zone” on
the right of Figure 1(c).
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Figure 1. (a) Logistic mapping bifurcation diagram, (b) Chaotic signal trajectory diagram with p=3.98,
(c) Diagram of Lyapunov exponents

The Lyapunov exponent quantifies the degree of sensitivity to initial conditions (local instability in a
state space) by the following equation:

n-1
A=(imG 2RI @)
n—o i=0

Where A can be defined as the mean natural logarithm applied to absolute values on first derivatives
of the mapping function evaluated at the trajectory points [3]. In a single one-dimensional system, dependent
on only one parameter, the logistic function brings together a range of different behaviors for the xt
trajectories hence, when the value of p and/or xt is changed, its dynamic characteristics are said to be
universal. Examples of these characteristics are the initial conditions sensitivity, the route to chaos by period
doubling or the phenomenon of intermittency.

2.2. Linear congruential generator

Pseudo-random numbers generation is defined as an algorithm that allows generating sequences of
numbers with some randomness properties that play a relevant role in a large number of applications such as
numerical simulations, communications or cryptography. The main advantages of these generators are the
speed and repeatability of the produced pseudo-random sequences. In practice, pseudo-random number
generation is not a trivial issue and the randomness quality in the produced sequence, may be essential in the
application choice [16]. In a large quantity of cryptographic applications where keys and access codes are
highly important, these generators have a major role. In fact, one of the oldest and simplest generators is the
linear congruential generator, proposed by D.H. Lehmer [18] which, using an initial number called seed, can
generate a sequence by recurrence under the relationship defined by the equation:

X, = (@X, +c)mod m @)
Where a, Xn and ¢ must be greater than zero and the variable “m” must be a prime number larger

than the first three values. This type of generator is computationally fast and easy to implement; however,
some properties like generation of values in a sequence exhibit a maximum period of m-1. On the other hand,
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the sequences produced by this generator are highly sensitive to changes in their parameters, which is a
useful property in cryptography [19].

3. EXPERIMENTAL CONSIDERATION

The two methods described above are combined in the design of the proposed encryption algorithm,
taking advantage of the main characteristics in each method. Such characteristics are the processing speed
and the low cost, in terms of computational hardware resources required.

Logistic map defined in (1) exhibits high sensitivity to initial conditions, which is applied for
parameter tuning and to generate two sequences with highly random properties. In the current work,
parameter values are quoted in the intervals xt € (0, 1) and p € (3.85, 4) to force operation within the chaos
zone [20]. Within these intervals, along with the initial conditions, the logistic (1) presents and maintains
chaotic behavior; thus, series of numbers are generated and used as chaotic seeds to complement the
encryption key by applying a “confusion technique”. This technique hides the relationships between the
original information, the encrypted one and the generated key. In order to obtain two pseudo-random
sequence generators, the logistic function is iterated with the following parameters and initial values:
p=3.89 and x0=0.00499 for the first sequence and pu=3.86 and x0=0.01999 for the second sequence. These
values are chosen, due to their simulated chaotic behavior, filling the entire generated map with 125,000
iterations. Moreover, these two sequence generators behave as parameters of the linear congruential
generator; therefore, the mixture generated is useful for encrypting electric power consumption signals.

In Figure 2, the block diagram containing the pseudo-random generator algorithm is shown,
illustrating the sequence generating functions and how they feed the Congruential generator. This diagram
represents the procedure followed to generate two sequences (GNPR1 and GNPR2), used as seeds with
unpredictable numbers, and generated through a one-dimensional logistic map, located in a chaotic zone,
evaluated by Lyapunov exponents, keeping the unstable behavior. These sequences are coupled to the
congruential generator through its parameters to increase the randomness level in the generated
sequences [21]; thus, an electrical energy consumption signal was encrypted through the exclusive
disjunction logical operator XOR; the signal was both simulated and physically implemented. Subsequently,
the information is fully encrypted and ready to be sent wirelessly through a likely unsafe channel.

GNPRI

Cryptogram

=puxp (1-x¢)
4= 3.89yx =0.00499

 Electrical energy signal
by simulation and through
< a prototype

Figure 2. Block diagram: pseudo-random generator algorithm
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Figure 3. The scheme of the signal of consumption of electric energy, (a) Signal outline of electric energy
consumption by simulation, (b) Physical implementation scheme
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In Figure 3, the signal measurement scheme for electric power consumption is shown with a
simulated resistive load in Matlab/Simulink. Correspondingly, the physical implementation scheme is shown
in Figure 3(b), represented as an embedded system. The prototype developed in this work is used to acquire
physical variables, signal conditioning, energy consumption calculation, data transmission and mainly,
the pseudo-random generator algorithm embedded in real-time.

Once the data sent is received in the central system (PC), it must be deciphered with the originally
generated key and a recovery algorithm. The receiver performs the inverse operation from the original
algorithm to reconstruct the message from the received signal. Thus the merged data can be reconstructed,;
the decryption process is very similar to that of encryption except that methods are applied in an
inverse manner.

The general model of the proposed algorithm, a combination of two techniques, is shown in
Figure 4. The first technique is the logistic mapping and implies high sensitivity to slight change. The second
corresponds to the congruential generator which is fed by the first one. Later, the flowing electric energy
consumption data are encrypted while the data is flowing, by an XOR operation bewteen the pseudo-random
sequence and electric consumption data.

Electric power consumption data
(low

| Initialize Xo, p. a, ¢. m | Encryption stage No

Logistic map

Pseudorandom numbers generator
(Seed)

Pseudorandom sequence

XOR operation

Electric power consumption data Yes

Figure 4. Algorithm flow diagram

4. RESULTS
In this section, we perform an analysis with different statistical tools to evaluate four characteristics:
independence, uniformity, distribution and correlation between succession cipher data.

4.1. Pseudo-random generator

A pseudo-random generator to strengthen the data security is reported, based on the logistic map and
the linear congruential generator reviewed in Sections 2.1, 2.2 and 3. Furthermore, in order to maintain the
balance between security and performance for the cost effective usage of computational resources, embedded
algorithm implementation is also presented.

To evaluate the encryption algorithm just proposed, set for processing electrical energy and data
signals from digital electric meters in smart grids, a 60 Hz alternating-current test circuit is designed in which
the voltage and current are measured to calculate the power as well as the energy consumed by a resistive
load. The electric power consumption signal obtained is shown in Figure 2(b), where the resistive load is
144Q. For this demonstrative case, only the energy consumption is presented over the course of 10 seconds.

One of the most common attacks is the brute-force attack, in which all possible combinations of the
encryption key are tried. As encryption key of length 128 bits or more is considered secure against brute
force attacks [3], [22], in the proposed cryptographic algorithm, the key space is 2n, where n is the key length
in bits. In the present work, n=128, with two pseudo-random number generators where each chaotic map uses
two variables of 64-bit length. Figure 5(b) shows the behavior of the energy consumption while Figure 5(a)
shows its encrypted equivalent. The latter presents behavior with variation in the signal, as affected by the
encryption algorithm, in its basic properties (frequency and amplitude) and signal noise approximation.
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Figure 5. Representation of energy consumption signal, (a) Encrypted signal with the proposed algorithm, (b)

Original signal

4.2. Analysis of the cryptogram

Histograms allow graphical representation of data distribution. Figure 6 shows the encrypted signal
distribution, exhibiting a mean of 1.8173% and variance metrics of 1.0860% for the original signal, while for
the encrypted signal, mean, and variance were calculated as 4.4981% and 6.7240%° respectively.
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Figure 6. Histogram encrypted data

4.3. Criterion for evaluating encryption

This criterion can be divided into two main categories. The first group includes statistical tests: data
correlation coefficients and entropy values [23]. The second group includes sensitivity tests: a bit change in
the encryption key and the mean squared error [24].

4.3.1. Correlation coefficient

A correlation analysis is performed to measure the linear association between the original data and
the encrypted data. Then, the correlation with encrypted and decrypted data is analyzed in order to determine
if there is any loss of information when using the algorithm. Since the values are widely scattered with
respect to what could be a linear pattern plot, a low degree of association is expected. It can be affirmed that
there is no or very little correlation, as can be seen numerically through the correlation coefficient. In order to
obtain numerical measures, the correlation coefficient is calculated using the following equation:

Ty STy, “)

NS S R AR

In this case n is the number of elements in the two adjacent vectors x and y. For strongly encrypted data, the
correlation coefficients should approximate zero [24]. The reported value for correlation coefficient
is 0.0016.

4.3.2. Entropy measure
Entropy measures the uncertainty of an information source by calculating the randomness of the
data, which precludes any predictability.

Int J Elec & Comp Eng, Vol. 9, No. 2, April 2019 : 1399 - 1409



Int J Elec & Comp Eng ISSN: 2088-8708 O 1405

The entropy is given by:

H=3 PG, g, PS) ©)

i=1

where H represents Shannon's entropy, the surprise of an event or its level of uncertainty, S is a symbol and P
gives the probability of occurrence. It is considered that the higher the value of H, the more unexpected the
event. In other words, there will be greater randomness and higher unpredictability [25]. In this sense,
entropy measured was 7.9936.

4.3.3. Sensitivity tests

Strongly encrypted algorithms must be sensitive to any small change in input values and produce a
totally different output. Quantitatively, the different measures are defined for the assessment of levels of
protection against differential attacks [22]. The decrypted signal is shown in Figure 7(a), and deciphering is
considered adequate, since the signal obtained is equal to the original signal as will be proved by using the
MSE. Conversely, when the decryption is applied after changing a single value of a key parameter, it can be
seen that the result is completely different from what would be expected in Figure 7(b). It can be noted that a
good encryption process proves to be sensitive to slight changes in any of its parameters. Therefore, a slight
change in the key or in some of the parameters of the sub-key generator leads to completely different
behavior during the decryption process.

The error measures the variation between the encrypted signal and the original signal, yielding a
value of zero when no variation exists in the parameters. This sensitivity was evaluated using the mean
square error, which quantifies how the decrypted data differs from the original one. The mean square error is
calculated using the following equation:

_1 n s 2 6
MSE = ; STM-Y) (6)

In this case, Y is a vector of n predictions and Y is the vector of the original values. For verification
of encryption and decryption by appropriate use of the algorithm and key, the equation yields a value of zero.
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Figure 7. Signal recovered with and without change in key encryption key, (a) Recovered signal
superimposed on the original signal, (b) Decoded signal with bit change

4.4. Physical implementation

The pseudo-random algorithm presented in this paper is implemented in a prototype to experiment
with real data and evaluate the randomness properties for the proposed cryptogram. This way, proper
behavior is empirically confirmed. The embedded system scheme for the prototype is shown in Figures 9A
and 9B. Where, current and voltage are measured by current sensor (1122-30Amp.) and AC transformer.
Signal conditioning was applied on these signals for signal scaling to Arduino platform (UNO). Inside an
Arduino system, analog to digital (A/D) conversion was developed by using a sampling each 50
milliseconds. After acquisition, signal processing for energy signal is done before encryption application.
Once data is encrypted, communication via Bluetooth (HC-05 transmitter) is established with another
embedded device with the same characteristics as the one described. On this device, the algorithm was

Pseudo-random bit generator using chaotic seed for cryptographic... (Francisca Elizalde-Canales)
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embedded and re-transmitted to a personal computer for analysis, via USB channel. Figure 9C shows the
resulting signal. The data acquisition stage can be subdivided into two sub-stages; one for signal conditioning
and the other for data acquisition, based on the Atmega328 microcontroller.

A

Y Current sensor B '%e“i‘“h .

L (1122 HC-05 .
%’M
Signal conditioning Algorithm signal 5 8
Encryption 56

]

AC reductor Voltage divider 5
transformer &cnliﬂg and (Arduino Platform) g
ollsel »°

15

Samples 10*

Embedded system

Figure 9. Prototype of acquisition (a) Scheme embedded system (b) Image of processing and encryption of
electric power consumption data (c) Resulting signal

4.5. Cryptosystem validation using the NIST 800-22revla

The NIST Test Suite was developed to test the randomness of the binary sequences produced and
incorporates a set of statistical tests for the validation of random number generators and random sequence
generators for cryptographic applications [26]. The NIST Test Suite has statistical tests that evaluate the
presence of a pattern, which, if detected, indicates that the sequence is not random. In each test, a P-value is
calculated with a significance level of a=1%. A P-value greater than a means that the sequence is random
with a confidence level of 99%. The statistical performance of the cryptosystem was evaluated using a set of
statistical tests, by using 125000 samples of 1Mbit data and setting the parameter interval p in (3.86-4), the
initial condition interval of xt is (0,1). Each P-value corresponding to a particular test is presented in Table 1
and indicates the 1-Mbit sequences produced by the proposed algorithm that passes a specific test for both
the simulated signal and the prototype implementation. The results of the 15 NIST tests [26] performance on
proposed algorithm are shown in Table 1. It is clear from these results that the methods, congruential
generator and logistic map, are not enough to pass all the tests; nevertheless, the mixed methods succeed in
all tests.

Table 1. NIST Test

Used Methods Proposed Algorithm
Test cgﬁgﬁfgﬂira| Logistic Map Simulated Implemented
P-value Status P-value Status P-value Status P-value Status
Approximate entropy 0 x 0 x 0.8097 v 0.3679 v
Block frequency 0.0190 v 0 x 0.4917 v 0.8712 v
Cumulative sums(Forward)  .0024 v 0 x 0.4128 v 0.2456 v
Cumulative sums(Reverse)  .0028 v 0 x 0.3129 v 0.5297 v
FFT 0 x .0259 v 0.8043 v 0.0067 x
Frequency 0 x .0379 v 0.4065 v 0.3200 v
Linear complexity .6282 v 0 x 0.7503 v 0.3372 v
Longest run .3041 v 0 x 0.5048 v 0.0470 v
Non overlapping template .3026 v .1060 v 0.5094 v 0.3896 v
Overlapping template .2157 v 0 x 0.3136 v 0.1526 v
Rank .9352 v 4691 v 0.8851 v 0.0712 v
Runs 0 x 0 x 0.4369 v 0.6248 v
Non periodic templates 0 x 0 x 0.5094 v 0.7154 v
serial 0 x 0 x 0.3816 v 0.9645 v
Universal .3954 v 0 x 0.8772 v 0.2589 v
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The results obtained in Table 1 demonstrate that all NIST metrics were achieved under simulation
using the proposed encryption algorithm; whereas in the prototype, the FFT test shows a low P-value, which
is assumed to be a result of electrical interference in the circuit

4.6. Cryptosystem tests on image lena processing

In this section, the proposed algorithm strength was evaluated by encrypting the color version of the
Lena image and comparing the correlation coefficient with [3], [27], and [28]. The selected size of Lena
image was 512x512 pixels and, to keep the described procedure in Section 4.6, the degree of entropy and
distortion on the encrypted image was determined. The correlation coefficient was analyzed since the
security analysis of a cryptographic process is essential to ensure the strength of the cryptographic technique.
A histogram of an image depicts the frequency of each pixel. A good cipher image has a uniform frequency
distribution of the pixel values [29]. Figure 10(a) shows the original image, and Figure 10(c) shows the
ciphered image. Likewise, Figures 10(c) and 10 show the original image histograms and the ciphered
image respectively.

From Figure 10, we can also see how the frequency distribution of pixels in the ciphered image
histogram is uniformly distributed, as expected by the proposed algorithm. In order to determine the level of
entropy and disorder of the ciphered image, the correlation of 1,000 randomly selected points was analyzed.
Table 2 presents the results of the horizontal, vertical and diagonal correlation of adjacent pixels. This table
also shows that the proposed algorithm generates a correlation coefficient closer to zero than the other two

references.
5

® Density pixel
Figure 10. Shows Lena image, (a) Original image, (b) Histogram original image, (c) Cipher image,
(d) Histogram cipher image
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Table 2. Comparison of the Correlation Coefficient of the Algorithm Proposed with Other References
Encrypted image(Correlation coefficient)

Direction Algorithm proposed  Hossam etal., [27]  Chongetal., [28]  Jiménez et al., [3]
Horizontal 0.0074 0.0308 0.0368 0.0270
Vertical -0.0089 0.0304 -0.0392 -0.0009
Diagonal -0.0032 0.0317 0.0068 0.0020

As implementation was a main objective, comparison of processing time was first tested in a
personal computer under Matlab R2015a, with an Intel(R) Celeron 2 Core processor at 2.16 GHz of
frequency, 4GB in RAM, under Windows 10 Home O.S. was used. The resulting processing time were
0.5263 seconds, encrypting 125,000 samples of electric power consumption data. As the encryption with
chaotic seed was the main target, execution time was neglected during prototyping; however, real time
communication was achieved.

Finalli, in Table 3, the comparative average encryption time taken from some Lena images of
different sizes is shown. The execution time of the cryptographic algorithm increases at a lower rate than
observed in Li et al. [30]. The time analysis was performed on a 2.26 GHz Core 2 Duo CPU with a 4 GB
RAM notebook running on using Matlab; the same characteristics as Li et al. [30].

Table 3. Comparative Ciphering Time

Image Ciphered time(s)
sizes (pixels) Algorithm proposed (Li et al., 2016)[30]
256 x 256 0.84 0.90
512 x 512 1.79 1.82
1024 x 1024 8.46 13.08
2048 x 2048 33.45 76.38

Pseudo-random bit generator using chaotic seed for cryptographic... (Francisca Elizalde-Canales)
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5. CONCLUSION

A pseudo-random bit generator algorithm with chaotic encryption, based on dynamic sequences, is
presented in this paper. These sequences are generated from one-dimensional functions of a logistic mapping
coupled to a linear congruential generator whose parameters constitute the secret key for the coding system.
Also, the encryption algorithm is proposed for implementation in embedded, low cost hardware focused on
security features improvement, with computational resources to obtain the appropriate execution speed.

The generator is applied to encrypt information of electric power consumption, obtained by
simulation and by a prototype of energy measurement, and then tests of encryption and deciphering are
carried out in an ideal environment, thus recovering the original signal. The algorithm is evaluated with the
main statistical functions and validated with the NIST tests and with the application on the Lena image as
base of comparison. Hence, all NIST metrics were achieved under simulation except under FFT test in
prototyping. This is assumed to be a consequence of electrical interference on prototyping circuit, therefore,
PCB circuit enhancement will be done in future work.

The statistical evaluation shows a significantly decreasing correlation between the encrypted and
original values of the order of 103, It is confirmed that the cryptogram that shows a high degree of
unpredictability also evidences an entropy very close to 8, which means that the cryptogram offers the
confidentiality expected for the information and thereby decreases the vulnerability to cyber-attacks. In
addition, tests are performed to measure the processing time, entropy and degree of disorder using the Lena
image, obtaining metrics comparable to those reported in the literature reviewed. In future investigations, it
will be necesary to optimize the algorithm, so it can be applied for flow encryption.

The algorithm presented in this research offers a high degree of confidentiality, since the
information can only be used with the same key used to generate the cryptographic system. In this case it has
a mean squared error of 3.469111 in sensitivity tests, which indicates how far the wrong decrypted data is
from the original data. A processing time of 0.5263 seconds was observed on a 2.16 GHz Intel Celeron.
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