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High level of security is essential in wireless 5G communications. The last
few years there has been an increase in research interest in the potential of
the radio channel’s physical properties to provide communications security.
These research efforts investigate fading, interference, and path diversity to
develop security techniques for implementation in 5G New Radio (NR). In
this paper, we propose a collaborative scheme to existing physical layer
security schemes, taking advantage of the characteristics of the OFDM
techniqgue. An OFDM symbol includes the pilot subcarriers, typically
essential for the pilot channel estimation process performed at the legitimate
receiver. In this work we propose the positions of the subcarriers to change
on every OFDM symbol following a probability distribution known only to
the legitimate transmitter and legitimate receiver. An eavesdropper, does not
have access to the information of the pilot subcarriers positions so, it
performs blind channel estimation. The theoretical analysis is based on the

information theoretic problem formulation and is confirmed by simulations.
The performance metrics used are the secrecy capacity and the outage
probability. The proposed scheme is very simple and robust, strengthening
security in multimedia applications.
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1. INTRODUCTION
1.1. Background

The researchers pay much attention to security issues for the 5G New Radio (NR) physical layer.
This has become mandatory due to the introduction of the all-IP technology, the growing number of
subscribers, the interconnection of most networks to the internet and high privacy needs of some
applications. The security running on today’s smart devices is vulnerable to malware and other software-
based attacks, as these devices are used in sensitive processes, like banking, location-based services, or even
e-health applications, making them more attractive in attacks. So there is a need for further improvement and
strengthening of 5G mobile communication security standards.

Most security protocols apply cryptographic techniques for bit scrambling at the upper layers of a
wireless network by exploiting a shared secret key between pairs of communicating nodes. The main benefit
of physical layer security — compared to cryptographic techniques - is that it can exploit the system resources,
mostly the channel characteristics, like multipath propagation, without increasing the complexity much,
compared to upper-layer security. Also, it can be used in conjunction with upper layer security schemes, like
authentication, encryption, admission control, etc., providing stronger security. Several papers can be found
in the recent literature for physical layer security. The tutorial paper by Fang et al. [1] present an overview of
the physical layer secure schemes, dividing them into three spatial domain-based, time domain-based, and
frequency domain-based. They conclude by presenting the open research issues and directions in this area.
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Liu et al. [2] present a review of physical layer security research efforts based on coding, precoding, signal
processing, and channel estimation technologies to tackle security related challenges as fading effects,
partial/imperfect channel state information (CSI), compound channels PHY-key generation, and
impersonation authentication attacks. Mukherjee et al. [3] present some approaches for secrecy based on
channel coding design, along with a description of inter-disciplinary approaches based on game theory and
stochastic geometry. Tsouri and Wulich in [4] propose a multiple access method for securing orthogonal
frequency division multiplexing (OFDM) over wireless time-varying channels. The method uses reverse
piloting for implementing superposition modulation with joint decoding at the receiver. It makes use of
channel randomness, reciprocity, and fast decorrelation in space to secure transmission with low overheads.
Zurita et al [5] address physical layer security in multiple- input-multiple-output (MISO) communications.
Beamforming and artificial noise broadcasting are chosen to increase communications security. The target is
an optimization strategy that intelligently sets the transmission power and the size of the “protected zone” to
probabilistically achieve secrecy at a specified target secrecy rate. Swindlehurst in [6] assumes some prior
knowledge of the eavesdropper’s channel and focuses on the information theoretic concept of secrecy
capacity in a MIMO system, using SINR as the security metric. Zhu et al [7] present a technique to secure
downlink transmission in a multiple-input multiple-output (MIMO) system. They consider the channel state
information of the eavesdropper to be unavailable at the legitimate transmitter, so they use linear precoding
of data and artificial noise to enhance secrecy.

1.2. The problem

The 3GPP standards for 5G New Radio (NR) specify cryptographic methods to protect wireless data
transmission. The 5G devices will range from the upper end ones that have built-in hardware and can use
state-of-the art cryptographic algorithms down to low cost devices. Some of these low cost devices cannot
include the additional circuitry, power consumption, and code space needed to perform the data processing of
cryptographic methodologies. Due to the limited resources of some 5G devices we have to consider tradeoffs
when we study system security and identify or derive new low complexity techniques to enhance security on
transmitted data.

1.3. Proposed solution

Robust and low complexity physical layer security methods can supplement or replace
cryptographic techniques. Information theoretic security methods use the fading estimation of wireless
channels. In this paper we propose an extension of an enhancement scheme to existing physical layer security
techniques for OFDM based systems [8]. The positions of the pilot subcarriers change from one OFDM
symbol to the next according to a selected probability distribution between the predefined fixed positions
within the OFDM symbols. The impact of number of pilot subcarriers in an OFDM symbol and the cycle
prefix duration in the secrecy capacity and the utage probability is analysed and simulation results are
presented.

2. RESEARCH METHOD
In this section, we describe the system model, the proposed technique and the analysis of secrecy
capacity and outage Probability in a Rayleigh fading channel.

2.1. System model

Figure 1 presents the OFDM baseband system model that is used in this paper. At the transmitter
(Alice), the source data are mapped into 16-QAM symbols and are combined with pilot symbols and formed
to parallel subcarriers. The pilots and the data are equipowered, a fact that makes difficult for a potential
eavesdropper (Eve) to detect the pilot subcarriers by measuring the received power signal envelope [9]. Data
and pilot subcarriers are transformed to time domain by an inverse discrete Fourier transform (IDFT). A
cyclic prefix of length Ncp is added to the IDFT output samples, which are then pulse-shaped to construct the
time domain signal for transmission. We assume that both the main channel and the and the eavesdropper
channel experience fading, where the channel gains remain constant during each coherence interval and
change independently from one coherence interval to the next in the coherence interval. The received signal
by Bob and eavesdropper, are given by

Yo (m) = hb (m)x(m) +n, (m)

Y. (m) =h,(m)x(m)+n,(m), m=12,..N 1)
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where N is the length of the transmitted signal per OFDM symbol, and h,(m) and h,(m) are the channel gains
of the main and the eavesdropper channel respectively. Additionally, n,(m) and n,(m) are independent and
identically distributed Gaussian noise with zero mean and unit variance corrupting the transmitted signal
(0p°=1, o.’=1). The fading channel power gains of the main and the eavesdropper channels are denoted by
gu(M)=|h(m)[* and ge(m)=|h.(m)|>. We assume that g, and g. are independent and identically distributed (i.i.d)
random Rayeigh variables with parameters o}, and o, respectively.
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Figure 1. Block diagram for the wireless transmission between Alice and Bob in the presence of
eavesdropper Eve

The channel estimation algorithms for OFDM receivers can be generally separated into two
methods, pilot-based channel estimation and blind channel estimation. Pilot-based channel estimation
estimates the channel information by obtaining the channel impulse response from the pilot subcarriers. The
pilot subcarriers carry training symbols that are a priori known to the receiver. The blind channel estimation
relies only on the received symbols to acquire channel state information (CSI) blindly. Compared with blind
channel estimation, pilot-based channel estimation is a more effective method. Figure 2 presents the
frequency description of an OFDM system that the pilot subcarriers are located 16 sub-carriers apart.

Pilot Pilot
sub-carriers sub-carriers
\ . / \
Data sub-carrier Data

Guard A sub-carriers Guard

i O i

Sub-carriers

Figure 2. OFDM frequency description

Both the legitimate receiver and the eavesdropper know the position of the pilot subcarriers in the
OFDM symbol, so they can perform pilot subcarrier channel estimation, demodulate, decode and decrypt the
data that Alice transmits. In this work we propose the position of the pilot subcarriers to change from one
OFDM symbol to the next using a discrete uniform probability distribution around the fixed pilot subcarrier
positions defined in the technical specifications (IEEE 802.11, |IEEE 802.16, LTE etc.). The probability
distribution of the position of pilot subcarriers is generated once and shared between the legitimate
transmitter and legitimate receiver during the authentication phase. The eavesdropper does not have access to
this information, and thus inevitably has to perform blind channel estimation that is less effective compared
to pilot subcarrier channel estimation.
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We use the information theoretic problem formulation to study the security capacity and the outage
probability of the proposed scheme. The secrecy capacity of fading wireless channel is explored in [10]-[13].
The proposed scheme is complementary to existing security techniques. Furthermore, it is targeted to
multimedia communications, since these applications require high SNR and low bit-error probability
performance as a quality of service (QoS) requirement [14],[15]. In this paper we investigate the impact of
channel fading on the secrecy capacity and outage probability in the high signal-to-noise ratio (SNR) regime.

Based on the random coding argument introduced in [13],[16], we assume that Alice encodes a
message block, represented by random variable WeW={1, . . ., K}, into a codeword, represented by a
random variable X = {x(1), x(2), . . ., x(k)} € X¥, by using a stochastic encoder fk(-): W —X*. The entropy
G(W) is the amount of information of this transmitted message W. Bob decodes the received signal
Yo = {yu(1), Y6(2), . . ., Yo(K)} € Y* by using a decoder q(-) : Yk — W. The transmission rate from Alice to
Bob is given by R=G(W)/k. The measure for eavesdropper’s uncertainty about W is defined as

1
R =—GW]|YrX
.= GW|Y,) o

where G(W|Y¥) is the remaining entropy of W given that the value of Y.* is known. A secrecy rate R; is
achievable if there exists a (2°° , k) code for a sufficient large k such that R, > R¢—¢ and for any given £>0
[13]. Secrecy capacity of wireless channels is defined as the maximum information rate that the main channel
can achieve in the presence of an eavesdropper. The secrecy capacity is then given by the expression:

C, Usupremum{R} 3)

We assume that the transmitter does not know the channel state information (CSI) of the main
channel and the eavesdropper channel. The transmitter sets up a certain value for the information
transmission rate Rs based on the statistical properties of the channel. We define that outage happens when
the instantaneous secrecy capacity Cs is less than the target secrecy rate Rs.

2.2. Analysis of secrecy capacity and outage probability

The legitimate receiver (Bob) knows the pilot subcarriers’ position per OFDM symbol and uses this
information to perform pilot-based channel estimation. In contrary, the eavesdropper (Eve) does not have
access to the information on pilot subcarriers’ position and applies a blind channel estimation technique to
demodulate Alice’s transmitted data. Our analysis on secrecy capacity is based on the results of [12], [13] for
the real-valued Gaussian wiretap channel. The transmitted signal power is given according to

1 N 2
E-ZiﬂEI:X(I) :ISPS (4)

where N is the number of samples in an OFDM symbol and P is the average transmit signal power. We
assume that both Bob and Eve channel experience Rayleigh fading channel with channel gains hy,(m) and
he(m) respectively. The channel gains remain constant over the coherence interval. We assume that the power
of the noise in the main and the eavesdropper’s channel is Ng and Ng, respectively. The instantaneous SNR
for the channel between Alice and Bob is given by

VBng'(Ps/NB):|ho|2'(Ps/NB) (5)
Likewise, the instantaneous SNR for the channel between Alice and Eve is given by
7E:ge'(Ps/NE):|he|2'(Ps/NE) (6)

The capacity of the channel between Alice and Bob is given by

P
C, =log, (1+ g, -N—sjzlog2 (1+7s)
B )

and the capacity of the channel between Alice and Eve is given by
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P
Ce =log, [1"' 9e- NS jzlogz (1+7E)

£ (8)
The secrecy capacity is positive when yg>yg and is zero when yp<yg [15] and is given by
C _{|ng(l+}/8)—|ogz(l+7E) if Vs> 7E
* o if y,<
I 78 —7E (9)

From (7) we observe that when the main channel SNR is better than the eavesdropper channel SNR
(vs > ve) the secrecy capacity of a complex AWGN is given by

C, =|0g2(l+7/B)—|ng(l+}/E)=

1+gb|\|775 1+9,—=> g
=log, —PB T log, —g :slogz[—b]

e

N N (10)
where the equality in the Equation (8) holds if P¢/N goes to infinity (very high SNR). The transmitter (Alice)
has no information on h, and he so it uses a constant code rate for each coherent interval, targeted for a
predefined secure communication rate Rg. In our analysis we assume that the duration of the coherence
interval is on the order of the length of the codeword at the output of the encoder. The outage probability is
the probability that the instantaneous secrecy capacity Cs is less than a target secrecy rate Rs > 0.

Poutage(Rs) = P(CS < Rs) (11)

The main channel and the eavesdropper channel are independent and their instantaneous SNR is

proportional to |h,/?> and |h* so yg and ye follow the exponential distribution with probability density
functions

1 VB
P(re)=—r——=exp| ————=| 7 >0
4 E[7B] [ E[yB]J 7 (12)

and

1 Ve
= — —_ y E O
p(yE) E[}/E]exp( E[}/E]J 7 >

In a fading channel there is some finite probability (in reality very small probability) that the
instantaneous SNR of the main channel yg is higher than the instantaneous SNR of the eavesdropper channel
ve (although the average SNR of main channel could be lower than the average SNR of the eavesdropper).
The outage probability for a Rayleigh fading channel is given by the expression [17]

(13)

Elg 2% 1
Poutage(Rs):l_ [ b] 02 exp _—P
E[g,]+2%E[g.] % E[g,] >
e " (14)
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2.3. Channel estimation techniques

In this section we describe the channel estimation methods adopted by the legitimate receiver (Bob)
and the eavesdropper (Eve). Bob knows the pilot subcarriers positions within every OFDM symbol, and,
thus, can perform pilot-based channel estimation. In this work we use the least squares (LS) estimator
described in [18] given by

i H 1 —H pH
hoz(Ep'Fp ‘Fp) BBy, )

where, Ep:E{|pm|2 } Pm, m=1,....N, are the pilot symbols with power E,, Pp = diag(ps, ..., pnp), Vector y,
consists of the output samples at the positions of pilot subcarriers and F;, is the N, x L submatrix of the DFT
matrix F corresponding to the pilots. In general case the channel impulse response is L samples. In our work
L=1. The LS estimator used for Bob is a sub-optimal pilot-based channel estimator. Furthermore, both the
pilot subcarriers and data subcarriers are equipowered, a fact that makes difficult for a potential eavesdropper
to detect the pilot subcarriers by measuring the received power signal envelope.

Eve cannot find the exact position of the pilot subcarriers on per OFDM symbol basis, because the
pilot subcarriers have non-fixed positions. Thus, she has to apply a blind channel estimation technique [9],
[19], [20]. In this work we consider the iterative blind channel estimation technique proposed by S. Banani
and R. Vaughan [9]. In this scheme, when an OFDM symbol is received, a decision algorithm estimates the
data, and then, the primary data estimates are used for minimum MSE (MMSE) channel estimation.

The method is based on the knowledge of the channel frequency response estimate of the previous

OFDM symbol interval He[n—Lk] (k-th subcarrier, n-1 OFDM symbol) and on the approximation of the
first-order autoregressive (AR) process used for the relation between H[n-1, k] and H[n,k].

H, [1.k] = p(Torom ) - Ho [N -1,k ]+ 03, «/1—|p(TOFDM )|*w[n,k] 15)
ot =Y ot

where %, is the total average power gain of the channel 1=t (in our work L=1), w[n,k] is a white
Gaussian process with variance equal to 1 and p(Torpwm) iS the normalized time correlation coefficient,
specified by Jakes’ model (p(Torpm)=Jo(27foTorom)) With fp the maximum Doppler frequency and Jo(-) the
zero-th order Bessel function of the first kind. When Eve receives the n-th OFDM symbol, uses a decision

. . . . o X_[nk .
algorithm to obtain a primary data estimate of x[n,k], which is denoted P”[ ] , for the k-th subcarrier
based on a constrained linear minimum mean square error (MMSE) criterion. Then, these estimates are
applied to optimal MMSE channel estimator to estimate Eve’s channel gain he given by

ﬁ _ FLH'X;Tri‘ye

e
201 _yoon oo )
[A +762.FL X X FL '(O'e)

e

a7

T 2 2 2
where, A—dlag(a,h,ahz,...,ahL),
If all the constellation points of the signal have the same average energy E, then (17) can be

simplified to

ﬁe =B'|:LH ')Z;i'ye

(18)
where B is a diagonal matrix with elements
2
O,
’ :th'z, i=1..L
o +
s Ghi O (19)
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Eve can estimate the channel gain h, and detect the transmitted symbols. For the initialization of the
described algorithm, we assume that Eve has access to the pilot subcarrier position only for first OFDM
symbol.

3. RESULTS AND DISCUSSION
In this section, we present the system parameters used for the simulations and the corresponding
results.We consider a fading channel where the channel gains remain constant during each coherence interval

and change independently from one coherence interval to the next. We consider that the mean power of the
2

channel is equal to 1 ( on =1 ). An OFDM system with N subcarriers is simulated, and the length of
the cyclic prefixis set to Ng,. Thus, the OFDM symbol duration is equal to Toppm = (N+Ngp) Ts, with Tsthe
duration of an input data symbol. The system was evaluated for N=256 subcarriers where N,=8, 16, 32 are
pilot subcarriers and rest subcarriers are allocated to transmit data. The pilot subcarriers and the data
subcarriers use 16-QAM modulation scheme. The simulation takes in consideration that the legitimate
receiver and the eavesdropper move with speed 50 km/h or 200 km/h or 500 km/h to the same direction. We
assume that the legitimate receiver (Bob) estimates the channel gain using expression (15). The eavesdropper
(Eve), estimates the channel using the blind method expression (18). Both receivers (Bob and Eve) estimate
the input data for every OFDM symbol using the known minimum mean square error (MMSE) estimator

£, [m] = &Lm]z Sy [m], M=LN
O'f +|Hb[m]|
. [m]= 2"%& Y. [m], m=1...,N
Uye 2
—5+[H.[m] o0
X 20

Finally, a Viterbi decoder decodes the data at the output of the demodulator.

The figures presented below are created by running multiple simulations, in order to minimize the
statistical errors and to assure the validity of the results. The metrics under test are the secrecy capacity and
the outage probability.

Figure 3 shows the outage probability for an OFDM system with N=256 subcarriers with three
configurations. The first configuration has 8 pilot subcarriers (Figure 3(a)), the second configuration has 16
pilot subcarriers (Figure 3(b)) and the third configuration has 32 pilot subcarriers (Figure 3(c)). The positions
of the subcarriers carrying the pilot symbols change randomly on every OFDM symbol. The presented curves
correspond to a mobile device velocity of 100 km/h and 500 km/h. The cyclic prefix duration is 1/8 of the
OFDM symbol duration (Tcp=Torpm/8). The coherence interval is equal to the codeword length of 3 symbols.
The solid lines present the simulation results and the lines with the markers present the curves based on the
closed form expression (14). The simulation results are very similar to the curve provided by the closed form
expression for SNR > 20 dB. Therefore, expression (14) can be used to estimate the outage probability in the
high SNR region (25dB-60dB) that is appropriate for multimedia applications.
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Figure 3. Outage probability versus SNR for Bob and Eve

We observe that as the mobile device moves with higher velocity the outage probability decreases in
high SNR region. This can be explained by the fact that Bob’s receiver uses a pilot based channel estimator
(Bob knows the pilot subcarrier positions on every OFDM symbol) and outperforms Eve’s receiver that uses
a blind channel estimator (Eve does not have access to pilot sub-carrier position) in fast fading radio
channels. We observe as well, that the configuration of 32 pilot subcarriers provides a better agreement
between simulation results and closed form expression for low SNR values.

Figure 4 shows a comparison of the the outage probability among the three configurations. Firstly,
we notice that as the velocity of the mobile device increases the outage probability decreases. From Figure 4
we observe that as the number of pilot subcarriers increases the outage probability decreases, because Bob
knows the pilot subcarrier positions on every OFDM symbol and its receiver outperforms Eve’s receiver in a
fast fading channel. So, we can perform a trade off between outage probability performance versus data
throughput performance by changing the number of data subcarriers (Np) and the number of pilot subcarriers
(N-Np) on the fly. We get the best outage probability performance when we use 32 pilot subcarriers (32-SB
in Figure 4).

As an extension of the previous observation, we set the number of pilot subcarriers to 32 and we run
simulations for various cycle prefix time duration (T cp=Torom/8, Tcr=Torom/16, Tcp=Torpm/32) Where Torpy
is the OFDM symbol. The solid lines present the simulation results for mobile device velocity of 500 km/h
and the lines with the markers present the simulation results for mobile device velocity of 100 km/h. From
Figure 5 we observe that the outage probality is not affected by the cycle prefix time duration.

Figure 6 shows the secrecy capacity rate for an OFDM system with N=256 subcarriers with 8 pilot
subcarriers, 16 pilot subcarriers and 32 pilot subcarriers positioned according to the proposed technique. The
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simulation results in Figure 6 correspond to a mobile device velocity of 100km/h and 500 km/h. The cyclic
prefix duration is 1/8 of the OFDM symbol duration (Tcp=Torpm/8) . The coherence interval is equal to the
codeword length of 3 symbols. As we expected the secrecy capacity increases as the SNR increases and
Bob’s receiver outperforms Eve’s receiver. In the SNR vicinity of 30dB-60dB (BER < 10°° at the output of
the decoder that is appropriate for multimedia applications) the proposed scheme provides an extra secrecy
capacity rate of about 0.25-0.34 bits/s/Hz to existing security schemes. We observe that the configuration of
32 pilot subcarriers outperforms the other two configurations (8 pilot symbols and 16 pilot symbols) in a
matter of security capacity.
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Figure 6. Secrecy capacity versus SNR for Bob and Eve

We observe as well that as the mobile device moves with higher velocity the average secrecy rate
(bits/s/Hz) increases slightly in high SNR region, which comes in agreement with the observation that we
made for outage probability in Figure 3.

As an extension of the previous observation, we set the number of pilot subcarriers to 32 and we run
simulations for various Cycle pl‘efiX time duration (TCP:TOFDM/81 TCP:TOFDM/]-G! TCP:TOFDM/32) where TOFDM
is the OFDM symbol. The solid lines present the simulation results for mobile device velocity of 500 km/h
and the lines with the markers present the simulation results for mobile device velocity of 100 km/h. From
Figure 7 we observe that the secrecy capacity is not affected by the cycle prefix time duration.
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Figure 7. Outage Probability versus SNR and Cyclix Prefix time duration

The proposed scheme in this work provides a simple enhancement to secure communications for 5G
New Radio (NR). This collaborative security scheme would not work to applications that can operate in low
SNR values as voice transmission. The major advantage of the proposed scheme is that it is very simple, with
minimal cost in complexity, thus processing time, a most important issue in communications security
systems. Furthermore, the results are very promising when compared to other techniques.

Our research aim moving ahead is to perform a mathematical analysis of the secrecy capacity upper
bound and outage probability lower bound with respect to the number of pilot subcarriers per OFDM symbol.
We will derive closed form expressions for these two bounds and also a mathematical analysis of the

computational complexity that the eavesdropper needs in order to be able to detect the positions of the pilot
subcarriers.

4. CONCLUSION

This paper proposed a security scheme collaborative to existing physical layer security schemes,
taking advantage of the characteristics of the OFDM technique. The positions of the subcarriers carrying
the pilot symbols change randomly from one OFDM symbol to the next following discrete uniform
probability distribution between the nominal positions of pilot subcarriers defined in the technical
specifications. In the results section we showed the secrecy capacity and the outage probability in a fast
fading channel. We showed that we can perform a trade off between outage probability performance and
the data throughput by changing the number of data subcarriers and the number of pilot subcarriers
accordingly. Finally, it was shown that the proposed scheme provides a good security enhancement for
multimedia communication, for high SNR values where BER is low (BER<10®), with very low
complexity.
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