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	[bookmark: _GoBack]At the moment, with the great development of information and communications technology, the transfer of confidential and sensitive data through public communications such as the Internet is very difficult to keep them from hackers and attackers. Therefore, it is necessary to work on the development of new and innovative ways to transfer such information and protect it to ensure that it reaches the desired goal. The goal of a new technique to hide information design not only hides the secret message behind the center cover, but it also provides increased security.
The most common way to transfer important and confidential data is through embedding it into cover medium files in a way that does not affect the accuracy of the carrier file, which is known as hiding. In this paper, encryption and concealment techniques were used to protect data transferred from attackers. The proposed method relied on encryption of confidential information using the encryption key and the Xnor gate, after which the encrypted information was hidden in a color image using the LSB algorithm. The method of concealment depends on the extraction of chromatic channels of three RGB for each pixel and specifying the channel in which the bit of the encryption message will be hidden. Some metrics have been adopted to measure the quality of the resulting picture after hiding as PSNR and MSE, and achieve good results. 
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1. INTRODUCTION 
At the present time, the security of data and information transmission over the Internet has become a vital concern and a vital issue. With the development of information and communication technology, and means of storage and exchange of information in different ways or so-called data transmission across the network from one site to another, it became necessary to protect this information from the risks threatened by hackers and attackers. Therefore, work on developing the methods used to transfer confidential and important data to prevent their access to the hands of unauthorized persons through communications, and to ensure the authenticity and security of these communications has become very important.
There is principally having two vital fields accessible for information security in mystery correspondence: cryptography and data hiding. Cryptography is a system in which the mystery information is mixed and the mystery message will be separated effectively just by the ideal beneficiary who has the secret key [1].Steganography is a branch of information hiding, which includes two sub-sections are the watermark and data management, which is through the concealment of confidential data in other files such as image files or video files or audio or text files. Anyone can find two parties communicating secretly with encryption but he will not understand unless he knows the mystery key. In any case, in Steganography, the unintended beneficiaries won't whine that there is secret information in the cover medium on the grounds that the information in the cover medium ought not be seen by any means.
The three features of steganography are indistinctness, limit (implanting payload), and strength (required against basic assaults). Limit is managed by the number of secret bits inserted in each cover pixel. A higher limit could embed progressively secret data into the cover picture. Impalpability is typically estimated by pinnacle motion to-clamor proportion (PSNR). The higher PSNR esteem is, the better stego picture quality is. Power intends to keep the secret information from being assaulted or stolen. There is a principal tradeoff between limit, strength and subtlety in steganography system [2],[ 3].The method of concealment based on LSB technology is good in imperceptibility, but the hidden data capacity is low because only one bit of confidential data is hidden in one pixel of the middle of the cover medium.
The technique suggested in this paper is utilized changed adaptation of LSB that can increase imperceptibility and robustness of image steganography. Rather than storing the message bits directly in LSB positions, each message bit is encoded and placed in one of the channels of RGB pixel, but before which, the secret message is encoded utilizing Xnor gate and secret key. A particular channel is selected based on the second bit of LSB bits for this RGB pixel, while the first bit of the LSB bits used to include the encrypted bit of the secret text is used. , we have just focused on 24-bit color image format for the purpose of experiment, but can be applied to lossless image formats like BMP, GIF, PNG or TIF.

2. RELATED WORKS 
	Recently, the most popular and repetitive technique that has attracted many researchers for modification or hybridization least significant bit technique in steganography images. Ashis and Kahar are proposed hiding text message within RGB (red, green and blue) images based on LSB technique, the inserting and encoding process are done on the basis of most significant bit (MSB) values of RGB and the idea of odd and even parities used to determine the method of hide the bit of the secret message in the predetermined channel [3]. Ahmed T, Thahab proposed Burrows Wheeler Transform used to divide the cover image into non-nested blocks before embedding and the secret data is embedded in each block according to its sequence in Burrows Wheeler Transform output. The method of hiding is based on the virtual bit, which is generated from MSB (the most significant bit) and LSB (the least significant bits) of the cover pixel [4]. 
	Sun also proposed used Huffman table and Huffman encoding for embedding secret information into the edge of the cover image. At the same time, a correction technique called k 2 correction is introduced to minimize the contradiction between the stego and cover image [5]. Juneja and Sandhu also suggested the use of an edges-identification method. Pixels edges cover image are detected by advanced edge detection filter and messages are embedded in LSBs of the pixels utilizing pseudo-irregular numbers [6]. Ashwini B. Akkawar and Komal B. Bijwe are implemented LSB and Link List method to include text or image in 24-bit color images [7]. Jung and Yoo proposed merging interpolation and LSB substitution for information hiding. Interpolation method, a preprocessing of cover images for getting better capacity and quality, scales up and down the cover image, whereas LSB substitute method is then applied for embedding [8].

3. THE PROPOSED METHOD 
In our proposed method, two processes inside concealing stage (channel selection and inserting data) run simultaneously for embedding or inserting text message into an image. The selection process occurs by taking three RGB channels per pixel and two bits of LSB bits for these three bytes (each of red, green and blue channels) of this pixel. The second bit acts as an indicator that specifies the channel path to hide bits of the encrypted message while the first bit is replaced with the bit of the encrypted message. Before embedding, are the secret message is processed by encryption using the encryption key and the application Xnor gate. After selecting the proper channel, now the encryption message bits are hiding in the selected channel using encoding, the bits of the encrypted message are replaced with the first bit of the LSB bits in the selected channel. In this way, the encrypted message is included in the entire image of the cover. 
Once the embedding process is completed, the image is transformed into a stego-image.  Note that the following schematic diagram in Figure 1, depicts the entire concept briefly. During the extraction process, each pixel of the stego image is converted to a byte array of RGB channels where the second bit of LSB bits from the three bytes specifies the channel that contains the encrypted message bit. Finally, the first bit value of LSB bits of selected channel indicates the desired encryption message bit. In this way, the entire message is obtained by assembling all the bits of the encrypted message. Then, the Xnor gateway is applied using the same encryption key to obtain the confidential message bits. Figure 2, displays the schematic diagram of the proposed extraction technique. In this proposed method uses 24-bit RBG images as cover images. Like this type of images, each pixel consists of 3 bytes that specifies the light intensity of red, green and blue channels in that pixel.
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Figure 1. General structure of the proposed coding technology
Algorithm of the embedding process
1- Read the secret message and encryption key.
2- Perform the Xnor encoding on the secret message.
3- Read the cover image.
4- Selection of one of three RGB channels based on second bit of LSB bits of three channels in decimal and return in Bs.
4. a- If (Bs mod 3) =0
         Then Red channel is selected.
4. b- If (Bs mod 3) = 1
          Then Green channel is selected.
4. c- If (Bs mod3) =2
         Then Blue channel is selected.
5- Apply the LSB algorithm to the selected channel and coding by storing the encrypted bit instead of the first bit of LSB bits.
6- Stego image is achieved.
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Figure 2. General structure of the proposed extracting technique

Algorithm of Extraction
1- Get stego image.
2- Selection of one of three RGB channels based on second bit of LSB bits of three channels in decimal and return in Bs.
2. a- If (Bs mod 3) =0
         Then Red channel is selected.
2. b- If (Bs mod 3) = 1
          Then Green channel is selected.
2. c- If (Bs mod 3) =2
         Then Blue channel is selected.
3-  Apply the LSB algorithm on the selected channel to get the encrypted message bits.
4- Input the encryption key and applied Xnor decoding on encryption message bits.
5- The secret message is obtained.

In order to clarify the method of concealment, we assume that the bits of the secret message is 10011010 and encryption key is 01011100 and the message after encryption by Xnor gate is 00111001, the first four bits of the encryption message will be taken (0011) and taken four pixels of the image cover, every pixel contains a red, green and blue channel. The first bit of the message is 0 will be hidden in one of the channels of the first pixel. The second bit of LSB bits for these three channels is 101 = 5 and after applying the modulus arithmetic (5 mod 3), the result is 2. Note that the modulation 3 specifies the number of the channel in which the bit of the encrypted message will be hidden. Therefore, according to the proposed algorithm, the blue channel will be selected to hide the bit of the encrypted message. Now the bit of the encrypted message will be exchanged with the first bit of LSB bits in the selected channel (blue channel). In this way, the first bit of the encrypted message has been hidden. In the same way, the rest of the encrypted message bits (2nd, 3rd and 4th bits) are hidden in 2nd, 3rd and 4th pixels. Table 1, explains this process.
Table 1. Include encrypted messages using the suggested encoding algorithm
	Pixel
	Channel
	Channels' Value in Binary(Cover Image
	2nd LSB of Three Channels
	Selected Channel
	Message Bit
	Channels' Value in Binary(Stego image)

	1st
	R
	11011010
	1012=510
	2
B
	0
	11011010

	
	G
	10010101
	
	
	
	10010101

	
	B
	10011011
	
	
	
	10011010

	2nd
	R
	01110011
	1102=610
	0
R
	0
	01110010

	
	G
	00000111
	
	
	
	00000111

	
	B
	11001100
	
	
	
	11001100

	3rd
	R
	11000100
	0102=210
	2
B
	1
	11000100

	
	G
	01001110
	
	
	
	01001110

	
	B
	10110000
	
	
	
	10110001

	4th
	R
	10001100
	0012=110
	1
G
	1
	10001100

	
	G
	10001000
	
	
	
	10001001

	
	B
	01111110
	
	
	
	01111110


To illustrate how to retrieve encrypted message bits from stego-image with an example, we take the four stego-image pixels from previous encoding steps (see table 1). The 2nd bit of LSB is 1012=510 and after module it with 3 the result is 2. Therefore, the first bit of the encrypted message can be found in the blue channel 0. In the same way, the bits of other encrypted message can be extracted from the rest of the pixels. Table 2 illustrate decoding process. After extracting encrypted message bits, now we can implement the Xnor gate using the same encryption key in order to get the original message bits. From table 1 and table 2, that same message bits were collected before the encryption and decryption process.
Table 2. Retrieving Encrypted Message using Proposed Decoding Algorithm
	Pixel
	Channel
	Channels' Value in Binary(Stego Image)
	2nd LSB of Three Channels
	Selected Channel
	Message Bit

	1st
	R
	11011010
	1012=510
	2
B
	0

	
	G
	10010101
	
	
	

	
	B
	10011010
	
	
	

	2nd
	R
	01110010
	1102=610
	0
R
	0

	
	G
	00000111
	
	
	

	
	B
	11001100
	
	
	

	3rd
	R
	11000100
	0102=210
	2
B
	1

	
	G
	01001110
	
	
	

	
	B
	10110001
	
	
	

	4th
	R
	10001100
	0012=110
	1
G
	1

	
	G
	10001001
	
	
	

	
	B
	01111110
	
	
	





3. RESULTS  
To determine the effectiveness of the proposed technology to conceal confidential information, there are measures through which the efficiency of the method is determined. The most common methods are MSE (Mean-Squared Error) and PSNR (Peak Signal-to-Noise Ratio). 
Mean-Squared Error: The MSE represents the cumulative quadratic error between the original image and the stego image, it is calculated as in the following equation.
MSE=2	                                                                                            (1)
Where m and n represent the height and width of the images respectively. I (I, j) and K(I, j) signify pixel value of cover and stego images respectively.
PSNR (Peak Signal-to-Noise Ratio) is a statistical measure used as a standard model for evaluating different types of image quality assessment methods. PSNR is an estimated in decibel (dB) and is calculated as:
PSNR=10log10                                                                                                               (2)
Table 3 shows the expected calculations for the MSE and PSNR measurements during the application of the proposed technique on 512x512 images and various volumes of confidential texts.
Table 3. It shows the results of MSE and PSNR when applying the proposed method on different images and different sizes of secret messages
	Color image  size(512*512)
	Secret text 4700bits
MSE                 PSNR
	Secret text 14500bits
MSE                 PSNR
	Secret text 24250bits
MSE                 PSNR

	Airplane
	0.0457               60.44
	0.0448              55.54
	0.0445              52.84

	Lina
	0.0336               61.74
	0.0347              56.75
	0.0339              53.65

	Peppers
	0.0879               57.65
	0.0865              42.84
	0.0862              39.99

	Baboon
	0.0740               58.39
	0.0732              43.69
	0.0729              40.89



Figure 3, demonstrates the cover and comparing stego image after hiding confidential 24250 bit text in 512x512 from Lina's image with color histogram plots for each of the three channels. It is seen that there are little contrasts in the histograms of cover and stego image of Lina. For other images, similar characteristics are gotten.
[image: ]












Figure 3. (a) The original Lina image and RGB histogram, (b) The stego image and RGB histogram

4. CONCLUSION 
The main objective of developing methods of concealing information when transferred over the Internet is to increase the efficiency and security of these methods to protect them from hackers and attackers. In this paper, we used color images and extracted the three RGB channels per pixel. Using the second bit of bits LSB for each channel is specified in which channel the encrypted message bit is hidden by replacing the first bit of LSB bits with the bit of the encrypted message so that all bits of the encrypted message has been hidden inside the cover image. This method gives good results in terms of measuring the resulting image resolution after hiding and comparing it to the original image.
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Figure 8. Cover and Stego Images of Lena: (a) Cover Image and RGB
Histograms (b) Stego Image and RGB Histogram

From above experimental results, it is apparent that each stego-image is almost
analogous to corresponding cover image and shows better imperceptibility. That is.
deterioration of the quality of images due to the embedding of the secret messages cannot
be distinguished. Our proposed method is robust and secure in the sense that the algorithm
alters a small number of bits during embedding a large message and makes the text
message difficult to identify. Besides. if stego-analyzer detects our stego-images anyway.
it is not easy to reveal the message bits due to the fact that proposed approach does not
put the message directly at LSB positions.
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