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 Encryption algorithms play a dominant role in preventing unauthorized 

access to important data. This paper focus on the implementations of Data 

Encryption Standard (DES) and Advanced Encryption Standard (AES) 

algorithms on Microblaze soft core Processor and also their implementations 

on XC6VLX240t FPGA using Verilog Hardware Description language. This 

paper also gives a comparison of the issues related to the hardware and 

software implementations of the two cryptographic algorithms. Keyword: 
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1. INTRODUCTION  

Data encryption Standard (DES) [1]-[3] is adopted in 1977 by NIST  (National Institute of 

Standards & Technology as Federal Information Processing Standard 46 (FIPS PUB 46). DES encrypts the 

data of 64 bits using 56 bit key length into 64 bit cipher text. Figure 1 shows the general description of the 

DES algorithm for encryption. The encryption is carried out by first doing the initial permutation and then it 

is followed by 16 rounds consisting of permutation and substitution functions. Finally the intermediate output  

pass through the inverse initial permutation. 

For generating the 16 48-bit keys that are used in each of the 16 rounds, the 64-bit key is used as the 

input to the algorithm. It is then passed to the initial permutation (PC1). The sub key is produced by circular 

left shifts and permutation function2 (PC2).The 64-bit plain text after initial permutation is divided into left 

(L) and right (R) halves of 32-bit quantities. The right half is first expanded using expander and then xored 

with key (Ki). It is then passed through the s-boxes and the output is then permutated and xored with the left 

half to produce the right half for the next round. The left half is swapped with the right half to produce the 

left half for the next round.  

The decryption process uses the same encryption algorithm but the sub keys are applied in reverse 

order.In July 1998 DES has been proved insecure, when Electronic frontier Foundation (EFF) has announced 

that it has broken DES.The search for the more secure algorithm has given birth to a new encryption 

algorithm called Advanced Encryption Standard (AES) (FIPS PUB 197) [4] developed by Dr Vincent Rijmen 

and Dr. Joan Daemen .It is also called Rijndael algorithm named after its developers. 
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Figure 1. General structure of DES algorithm 

 

 

AES uses block length of 128 bits of data and the key length be independently specified to be 

128,192 and 256 bits. The algorithm consists of 10 rounds as shown in the Figure 2, for a key length of  

128 bits. Unlike DES, AES does not use a feistel structure.Every round of AES comprises of 4 stages- 

substitute bytes, Mix columns, shift rows and add round key, except the last round which does not contain the 

mix column stage. 

 

 

 
 

Figure 2. AES algorithm with key length of 128 bits 

 

 

Initially the 128 bit key is xored with plain text in Add Round Key stage. The 128 bit data is 

depicted as a square matrix of bytes called as state. The 16 bytes are arranged as first four bytes as the first 

column, second four bytes as second column and so on. The first stage of substitute bytes uses a  

16x16 matrix byte values called s-boxes. Each and every individual byte of the state is mapped into a new 

byte which is obtained by the intersection of row and column elements. For decryption inverse s-box is taken 

for substitute byte transformation. In the shift row transformation, the first row is of the state is unchanged 

and the second row undergoes one byte circular left shift and the third row undergoes two byte circular left 
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shift and the fourth row undergoes a three byte circular left shifts. The decryption process uses the Inverse 

shift row transformation which performs circular right shift for the respective rows.The mix column 

transformation is carried out by performing matrix multiplication on the state. In the Add round key 

transformation the state is xored with the expanded key. 

 

 

2. OVERVIEW OF MICROBLAZE PROCESSOR 

The Microblaze is a soft core processor. It is designed for Xilinx FPGAs from Xilinx [5]. It is 

implemented entirely using logic fabric of Xilinx FPGAs. Microblaze is an embedded soft RISC processor 

which uses 32-bit instruction word, 32-bit address and data buses, 32 registers each of width 32-bit, 

Big-endian format with three or five pipeline stages. It uses two buses in Harvard Architecture, PLB 

(processor Local Bus) and LMB (Local Memory Bus). It has dedicated unidirectional point-to-point data 

streaming interfaces. It also supports up to 16 FSLs (Fast Simplex Links) with dedicated Cache Link ports. 

Figure 3 shows the microblaze core block diagram. 

 

 

 
 

Figure 3. Microblaze core block diagram 

 

 

The ALU consist of hardware multipliers/DSP48, Floating Point Unit (FPU), Barrel shifter. The 

FPU implements IEEE 754 single-precision, floating-point standards supporting addition, multiplication, 

division, comparison and subtraction. The processor includes Instruction decoder, program counter and 

Instruction cache. 

 

 

3. XILINX PLATFORM STUDIO 

The Xilinx Platform Studio (XPS), it is used for developing the hardware portion of the embedded 

processor system. Xilinx Embedded Development Kit (EDK) [6] is associate integrated software system tool 

suite.A usual embedded system [8] style project involves: hardware platform making, hardware platform 

verification (simulation), software system platform construction, software system application creation, and 

verification. 

Xilinx Platform Studio package Development Kit (SDK) is in Association with Nursing integrated 

development atmosphere, complimentary to XPS, that's used for C/C++ embedded package application 

construction and verification. SDK is made on the Eclipse open source framework. Soft Development Kit 

(SDK) may be a suite of tools that allows you to style a package application for elite Soft IP Cores within the 

Xilinx Embedded Development Kit (EDK).The package application will be written during a "C or C++" then 

the entire embedded processor system for user application are finished, else correct & download the bit file 

into FPGA. Then FPGA behaves like processor implemented on it in a Xilinx Field Programmable Gate 

Array (FPGA) device. 

 

http://en.wikipedia.org/wiki/Soft_microprocessor
http://en.wikipedia.org/wiki/Field-programmable_gate_array
http://en.wikipedia.org/wiki/Xilinx
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4. EXPERIMENTAL SETUP 

The AES and DES algorithms are described using Verilog [7]. Synthesis and Place & Route is done 

using Xilinx ISE 14.5. The device used for implementation is Xilinx Virtex-6 XC6VLX240t FPGA [8]. 

Table 1 summarizes the configuration of FPGA. 

 

 

Table 1. Configuration of FPGA 

Family Virtex-6  
 
Device 

 
XC6VLX240T 

 

Package FF1156  

Speed grade -1  

 

 

There are many soft core processors available like PowerPC [9], NIOS3 [10], LEON3 [11] and 

Microblaze [12], [13]. We have chosen Xilinx Microblaze for our implementations. The designs are created 

with Xilinx Platform Studio (XPS) as shown in the Figure 4. 

 

 

 
 

Figure 4. System assembly view for soft core processor 

 

 

The programs for AES and DES are written using C code. They are compiled in SDK (Software 

Development Kit) [14]. The SDK provides a platform for applications targeted for embedded Microblaze. 

 

 

5. RESULTS AND ANALYSIS 

5.1. Performance of DES algorithm 

The results of the DES algorithms implemented on Xilinx Microblaze are shown in Figure 5 and the 

simulation results of DES are shown in Figure 6. 

 

 

 
 

Figure 5. Results of DES output seen through HyperTerminal 
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Figure 6. Simulation of 128 bit DES encryption 

 

 

5.2. Performance of AES algorithm 

The results of the AES algorithms implemented on Xilinx Microblaze are shown in Figure 7 and the 

Simulation results of AES are in Figure 8. 

 

 

 
 

Figure 7. Results of AES output seen through HyperTerminal 

 

 

 
 

Figure 8. Simulation of 128 bit  AES encryption 
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The Table 2 summerises the implementation results  of AES and DES algorithms. 

 

 

Table 2. Comparision of AES and DES Algorithms 
 No of slices used Max. freq(MHz) 

AES 

algorithm 
using verilog 

1456 181.752 

DES 

algorithm 
using verilog 

450 264.896 

AES 

algorithm 
using 

microblaze 

12,611 100.664 

 

 

6. CONCLUSION 

Although DES is replaced by AES, the study of DES algorithm provides us with an insight in 

understanding the principles used in symmetric ciphers. A comparison of both implementations reveals that a 

direct Verilog implementation gives a better speed and area option rather then implementing in the soft core 

Microblaze processor. But the design effort to implement the algorithms on Microblaze is comparatively less 

than the direct Verilog implementation. Therefore, a tradeoff has to be made between the design effort, area 

and speed optimizations when choosing the options for various implementations. 
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